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Lab Environment

Each student pod consists of a remote site
and two datacenters connected to the
internet

ISPA.SITE1 = 203.0.113.0/24 ¥

B | HA-Pair
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Obtain login information
from lab instructor
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DNS requests are sent the local DNS
servers, which recursively queries for o
DNS on behalf of clients. '
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The workstation has a connection O

to a “Management Network” Of| ispl.internet_vlan
O
router0l.branch0l.example.com = 10.1.10.31 _
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I— gy -
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The management network is
connected to each datacenter site.

Datacenters Remote Site

Workstation

Application Servers

10



Class 1 - Intro to GSLB

EXAMPLE INC. occupies two datacenters. Each °
datacenter is identically configured with:
- HA pair of F5 ADC
- Standalone F5 DNS
- Application Servers

ISPB.SITE2 = 198.51.100.0/24

ISPASITEL = 203.0.113.0/24
SITE1

o
appl_vlan: 10.1.30.0/

Students will configure F5 DNS servers to support GSLB services on a single device in site1.
Join an additional F5 DNS server in site2 to the GSLB cluster.

» An Internal group of DNS servers is authoritative for the zone example.com and contains a static A
record for “www.example.com”, which resolves to 203.0.113.9.

Students will add glue records and delegate gslb.example.com to the F5 GSLB DNS servers.

11



« Convert the A record “www.example.com” to be a CNAME record pointing to www.gslb.example.com.

At the end of the lab students will have configured F5 GSLB DNS servers to alternately resolve
www.example.com to 203.0.113.9 and 198.51.100.41

2.1 Settings

A site specific sync group name will be created, and synchronization will be enabled.
Navigate to: DNS »> Settings : GSLB : General
Configure the global settings for GSLB according to the following table:

Setting Value
Synchronize checked

Group Name EXAMPLE_group
Synchronize DNS Zone Files checked

gtm1.site1, example.com Date; Jul 20

10.1.10.13 Tine: 1

| ONLINE (ACTIVE)
| standalone

DMNS » Settings : GSLB : General

Configuration Synchronization

@ DNS Synchronize M k—_-
Delivery Group Name I EXANMPLE_group sffssss—
GSLB Time Tolerance | 10 seconds
Zones Synchronize DNS Zone Files ¥3] _.
Caches

Confiauration Save
Delivery

| Enabled
General

Load Balancing

Metrics Collection

| Auto-Lhiscover |Ii| Enabled
£ Device fha | Request Interval “30 seconds
u@ Network Monitoring
[F%] System | Heartbeat Interval “ 10 seconds

https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/dns/settings/gslb/properties_general.jsp

TMSH

12


https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/dns/settings/gslb/properties_general.jsp

tmsh modify gtm global-settings general synchronization yes synchronization-group-name EXAM-
PLE_group synchronize-zone-files yes

https://support.f5.com/csp/article/K13734

https://support.f5.com/kb/en-us/products/big-ip-dns/manuals/product/bigip-dns-implementations-12-0-0/4.
html

2.2 Listeners

A listener object is an specialized virtual server that is configured to respond to DNS queries.
We will be creating both TCP and UDP based listeners.

A listener will receive DNS
requests to an IP address
assigned by a service provider.

SITE2

ISPE.SITE2 = 198.51.100.0/24

SITE1 N—"Tlo

ISPASITEL = 203.0.113.0/24 O
o DMS Listener = 198.51.100.40
DNS Listener = 203.0.113.8
o' = T - - e =P

2.2.1 Logging

Configure DNS query and response logging. Create a “Log Publisher”, and a “Logging Profile”

Note: It is required to complete the following task on both gtm1.site1 and gtm1.site2

13


https://support.f5.com/csp/article/K13734
https://support.f5.com/kb/en-us/products/big-ip-dns/manuals/product/bigip-dns-implementations-12-0-0/4.html
https://support.f5.com/kb/en-us/products/big-ip-dns/manuals/product/bigip-dns-implementations-12-0-0/4.html

1. Navigate to: System »> Logs : Configuration : Log Publishers

| ONLINE (ACTIVE)
| Standalone

System » Logs : Configuration :

ture

21 iApps Click~Create™ —
@ DNS + Name °

| default-ipsec-log-publisher

O local-db-publisher

% SSL Orchestrator

A::celemﬁnn [0 sys-db-access-publisher
[0 sys-sso-access-publisher

&= Device Management Deete |
@ Network

File Managemen
Certificate Management
Disk Management
Software Management
License

Resource Provisioning
Platform

High Availability

Archives

Syst

Services
Preferences Captufed Transact

Packe] Filter Options

sFlow

Local affic Remote Logging

Log Filters

Lg 4 pstinations

Configuration Log Publishers (%)

S R TR

Create a local syslog publisher according to the table below:

Setting Value
Name local-syslog-publisher
Destinations local-syslog

14




gtm1 site1 example.com
10.1.10.13

| ONLINE (ACTIVE)
| Standalone

@ SSL Orchestrator
(i ﬁ] Acceleration
&= Device Management

@Netmt
System

Configuration

File Management
Certificate Management
Disk Management

Software Management

Date: .
Time

System » Logs : Configuration : Log Publishers

General Properties

Name “ |Iccal—syslog-publisher

Description |

Log Destinations

Selected Available
ICommon ICommon
Destinations * il alertd
local-db

=

Cancel | Repeat | Finished

https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/system/log/create_publisher.jsp

https://gtm1.site2.example.com/tmui/Control/jspmap/tmui/system/log/create_publisher.jsp

On both gtm1.site1 and gtm1.site run the following command:

TMSH

tmsh create sys log-config publisher local-syslog-publisher { destinations { local-syslog { } } }

2. Navigate to: DNS > Delivery > Profiles > Other > DNS Logging: Create

15


https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/system/log/create_publisher.jsp
https://gtm1.site2.example.com/tmui/Control/jspmap/tmui/system/log/create_publisher.jsp

| ONLINE (ACTIVE)
! Standalone

: DNS Logging

¥ | Other

Click<~Create’™
F x e o\b Crea'r;.ml

DNS

Protocol

Zones Load Balancing

L3 Persistence

Caches iRules

Settings

 ss.comendf
(73) Accsteration

g Device Management

£3) Network

[f%] System

Statistics

Create a new DNS logging profile as shown in the table below.

Setting Value

Name example_dns_logging_profile
Log Publisher local-syslog-publisher

Log Responses enabled

Include Query ID enabled

16




gtm1_site1.example.com Date: Ju

10.1.10.13

§ ONLINE (ACTIVE)

DNS » Delivery : Profiles : Other : DNS Logging » New...

General Properties

@ IARDs Mame ﬂ | example_dns_logging_profile
@ DNS Description |
Delvery Configuration
GSLB - "
Log Publisher |local-sysiog-publisher
Zones Log Queries [V Enabled dife—
fhes Log Responses Enabled
Settings
Log Fields
& $SL Orchestrator Include Complete Answer Enabled
i Include Query ID WiEnabled fe—
(i 24) Acceleration
Include Source Enabled
Device Management Include Timestamp Enabled
Include View vl Enabled
£32) Network
§ Cancel | Repeat | Finished |
[%] system

https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/dns/profile/dns_log/create.jsp
https://gtm1.site2.example.com/tmui/Control/jspmap/tmui/dns/profile/dns_log/create.jsp

TMSH command for both gtm1.site1 and gtm1.site2:

TMSH

tmsh create Itm profile dns-logging example_dns_logging_profile enable-response-logging yes
include-query-id yes log-publisher local-syslog-publisher

https://support.f5.com/kb/en-us/products/big-ip_ltm/manuals/product/bigip-external-monitoring-implementations-12-0-0/
5.html

2.2.2 DNS Profile

A DNS profile controls the way a listener processes a query.

Note: It is required to complete the following task on both gtm1.site1 and gtm1.site2

Navigate to: DNS > Delivery > Profiles > DNS: Create

17


https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/dns/profile/dns_log/create.jsp
https://gtm1.site2.example.com/tmui/Control/jspmap/tmui/dns/profile/dns_log/create.jsp
https://support.f5.com/kb/en-us/products/big-ip_ltm/manuals/product/bigip-external-monitoring-implementations-12-0-0/5.html
https://support.f5.com/kb/en-us/products/big-ip_ltm/manuals/product/bigip-external-monitoring-implementations-12-0-0/5.html

gtm1 site1.example.com Date

| OMLINE {ACTIVE)
! Standalone

DNS » Delivery : Profiles : DNS

o - 3 Pr

F . Searc 7@
|ANarr|e ‘em

(' ) Accsleration

- Device Management

=

£5) Network

[F%] system

le

Create a new DNS profile as shown in the following table.

Setting Value

Name example.com_dns_profile
Unhandled Query Action Drop

Use BIND Server on Big-IP Disabled

Logging Enabled

Logging Profile example_dns_logging_profile
AVR statistics Sample Rate Enabled, 1/1 queries sampled

18



gtm1 site1.example.com

| ONLINE (ACTIVE)

Delivery
GSLB
Zones
Caches

Settings

@ SSL Orchestrator
Acceleration

&= Device Management
E2) Network

System

DNS » Delivery : Profiles : DNS 5 New DNS Profile...

General Properties

I Name Im —
Parent Profile dns

Denial of Service Protection Custom [
Rapid Response Mode Disabled O ‘
Rapid Response Last Action Drop O ‘

Hardware Acceleration _
Protocol Validation Disabled (| ‘
Response Cache Disabled O ‘

DNS Features .
DNSSEC a ‘
GSLB O
DNS Express Enabled O
DNS Cache U
DNS Cache Name Select.. O
DNS IPV6 to IPv4 O
Unhandled Query Actions — —p
Use BIND Server on BIG-IP C— —p

DNS Traffic _
Zone Transfer O ‘
DNS Security Disabled U ‘
DNS Security Profile Name Select .. ] ‘
Process Recursion Desired [Enabled [¥] O ‘

Logging and Reporting . .
Logang [Eraves IR e |
Legging Profile |exampie_dns_logging_pmﬁle ‘
AVR Statistics Sample Rate Enabled 1/ I‘I— queries sampled -ﬁ ‘

https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/dns/profile/dns/create.jsp

https://gtm1.site2.example.com/tmui/Control/jspmap/tmui/dns/profile/dns/create.jsp

19


https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/dns/profile/dns/create.jsp
https://gtm1.site2.example.com/tmui/Control/jspmap/tmui/dns/profile/dns/create.jsp

TMSH command for both gtm1.site1 and gtm1.site2:

TMSH

tmsh create Itm profile dns example.com_dns_profile use-local-bind no unhandled-query-action drop log-
profile example_dns_logging_profile enable-logging yes avr-dnsstat-sample-rate 1

https://support.f5.com/csp/article/K14510

2.2.3 UDP Profile

A UDP profile is associated with a listener.

Note: It is required to complete the following task on both gtm1.site1 and gtm1.site2

Navigate to: DNS »> Delivery : Profiles : Protocol : UDP

m1.site1 example.com Date
0.1.10.13 Time

[| OMNLINE {ACTIVE)
| Standalone

DNS » Delivery : Profiles : I: UDP c"ck “Create"

13 ~ | DNS Protocol

£ IAppS
L8 I X Sean:hl
‘ + Name &

Listeners

Zones
Caches

Settings

@ S$5L Orchestrator
@] Acceleration
g Device Management

£2) Network

[%] system

Create a new UDP profile as shown in the following table:

Setting Value
Name example.com_udp-dns_profile
Parent Profile udp_gtm_dns

20


https://support.f5.com/csp/article/K14510

gtm1 site1.example.com
10.1.10.13

| ONLINE (ACTIVE)
| standalone

DNS » Delivery : Profiles : Protocol : UDP . New UDP Profile...

General Properties

E R I Mame ﬂlexamﬂe_com_udp

&3 ons Parent Profile [udp
Delivery Settings custom [
GsLB Proxy Maximum Segment O O |
Zones Idle Timeout | Specify... | 60 seconds O |
Caches IP ToS [Specity- [0 O |
Settings
Link QoS [Specify... 0] I:||
t% SSL Orchestrator Datagram LB (] ] |
Allow No Payload O O |
Accelerati
o TTL Mode [Py [¥] O |
Device Management Don't Fragment Mode |PMTU . U |
£2) Network Cancel | Repeat | Finished |

https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/dns/profile/udp/create.jsp
https://gtm1.site2.example.com/tmui/Control/jspmap/tmui/dns/profile/udp/create.jsp

TMSH command for both gtm1.site1 and gtm1.site2:

TMSH

tmsh create Itm profile udp example.com_udp-dns_profile defaults-from udp_gtm_dns

2.2.4 TCP Profile

A TCP profile is associated with a listener.

Note: It is required to complete the following task on both gtm1.site1 and gtm1.site2

Navigate to: DNS »> Delivery : Profiles : Protocol : TCP

21


https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/dns/profile/udp/create.jsp
https://gtm1.site2.example.com/tmui/Control/jspmap/tmui/dns/profile/udp/create.jsp

OMNLINE (ACTIVE)
Standalone

DMS » Delivery : Profiles : F

Protocol

‘eﬂame |¢ i I#Pamntr

I-tcp tcp-legacy

Listeners

fc ac
GSLB pegacy
tcp
Zones foad Balancing
fcp
Caches iRules
tcp
Settings Translatiog
tcp
% SSL Orchestrator icp-legacy
fcp-wan-of
(© 2%) Acceleration (none)
i tcplan-optimized tcp-legacy
&= Device Management
. icp-legacy tcp
£2) Network i1 tcp-mobile-optimized tcplegacy
i tcp-wan-optimized tcp-legacy
[#%] svstem

Create a new TCP profile as shown in the following table.

Setting Value
Name example.com_tcp-dns_profile
Parent Profile f5-tcp-wan

22



gtm1 site1. example.com

10.1.10.13 fion: PES e

| ONLINE (ACTIVE)
| standalone

DNS » Delivery : Profiles : Protocol : TCP »: New TCP Profile...

General Properties

@ SR I Name %

@ DNS Parent Profile ﬂhﬁ-tcp—wan
Delivery Timer Management
GsLB P :
Close Wait | specity... Is seconds
z
s Fin Wait 1 [Specity... [v]| 5 seconds
Caches
Fin Wait 2 [Specity... ]| 300 seconds
Settings
Idle Timeout [Specity._Tv] | 300 seconds
(3 sst orchestrator Keep Alive Interval [Specity-[~] [1200 seconds
Accoleration Minimum RTO [500 milliseconds
Reset On Timeout [ Enabled
% Device Management
Time Wait [Specity_.. [v] | 2000 milliseconds
Network R
@ TiMe e Dar A A ey I
Scroll,\way,down to find the “Finish™button
[i%] System Zero Window Timeout — ISpec:'rI'y._.. I 20000 milliseconds

https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/dns/profile/tcp/create.jsp
https://gtm1.site2.example.com/tmui/Control/jspmap/tmui/dns/profile/tcp/create.jsp
TMSH Command for both gtm1.site and gtm1.site2:

TMSH

tmsh create Itm profile tcp example.com_tcp-dns_profile defaults-from tcp-wan-optimized

2.2.5 UDP IP Address

A UDP listener will receive and process DNS queries.

Note: It is required to complete the following task on both gtm1.site1 and gtm1.site2

Navigate to: DNS »> Delivery : Listeners : Listener List

23


https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/dns/profile/tcp/create.jsp
https://gtm1.site2.example.com/tmui/Control/jspmap/tmui/dns/profile/tcp/create.jsp

gtm1 site1.example.com Date
10.1.10.13 Time

| OMLINE {ACTIVE)
| Standalone

DNS » Delivery : Listeners : Listener List

A L 4 - Listener List Statistics 7] — e
) 1Apps \ Create
r x| Search| Create.. |
@nns |¢Staie‘eﬂame |ADesﬁmﬁm|¢l
Profiles Statistics
Zones
Caches iRules
Settings Translation
Mameservers
{% SSL Orc
Keys
(' ) Accsleration
g Device Management
£5) Network
[F%] System
Create a UDP listener according to the following table:
Setting gtm1.sitet gtm1.site2
Name isp1_site1_ns1.example.com_udp_53_vyirspd| site2_ns2.example.com_udp_53_yirtual
Destination 203.0.113.8 198.51.100.40
Protocol Profile | example.com_udp-dns_profile example.com_udp-dns_profile
(Client)
DNS Profile example.com_dns_profile example.com_dns_profile

https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/dns/listener/create.jsp

https://gtm1.site2.example.com/tmui/Control/jspmap/tmui/dns/listener/create.jsp

24


https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/dns/listener/create.jsp
https://gtm1.site2.example.com/tmui/Control/jspmap/tmui/dns/listener/create.jsp

Delivery
GSLB
Zones
Caches

Seftings
(33 sSL Orchestrator
(') Acceleration

Device Management
£32) Network

Systn

gtm1.site1 TMSH command:

DNS » Delivery : Listeners : Listener List » New...

General

Name ﬂl isp1_site1_ns1.example.com_udp_ 52

Description

EZ

Enabled

Listener: |Advanced

Type: @ Host O Network

Destnation Address:[ 203.0.113. Me—

Senvice Fort [ons |53

VLAN Traffic All'VLANs

Source Address Translation None

Address Translation [ Enabled

Port Translation LI Enabled

Route Advertisement [ Enabled

Auto Last Hop Default

Last Hop Fool |Nene
Service: IWE,

Protocol

Protocol Profile (Client)
Protocol Profile (Server)

DNS Profile

|example.com_udp-dns_profile —

| (Use Client Profile)

[example.com_dns_profile —

TMSH

tmsh create gtm listener isp1_site1_ns1.example.com_udp_53_virtual address 203.0.113.8 ip-protocol udp
mask 255.255.255.255 port 53 profiles add { example.com_dns_profile example.com_udp-dns_profile }

gtm1.site2 TMSH command:

TMSH

tmsh create gtm listener isp1_site2_ns2.example.com_udp_53_virtual address 198.51.100.40 ip-protocol
udp mask 255.255.255.255 port 53 profiles add { example.com_dns_profile example.com_udp-dns_profile

25



https://support.f5.com/csp/article/K14923

2.2.6 TCP IP Address

A TCP listener will receive and process DNS queries.

Note: It is required to complete the following task on both gtm1.site and gtm1.site2

Navigate to: DNS »> Delivery : Listeners : Listener List

gtm1 site1.example.com Date: Jul

10.1.10.13 Time: 1:2

| OMLINE {ACTIVE)
| Standalone

DNS » Delivery : Listeners : Listener List

4 - Listener List Statistics

| b iApps F % Search| \ Create... |

@Dns |¢Staie‘eﬂame |ADeaﬁmlion s ¥

Profiles Statistics
Zones
Caches iRules
Settings Translation
Mameservers
53 SSL Orc
Keys
(' ) Accsleration
@ Device Management
£5) Network
[£#] system
Create a TCP listener.
Setting gtm1.sitet gtm1.site2
Name isp1_site1_ns1.example.com_tcp_53_irisial _site2_ns2.example.com_tcp_53_virtual
Destination 203.0.113.8 198.51.100.40
Protocol Profile | example.com_tcp-dns_profile example.com_tcp-dns_profile
(Client)
DNS Profile example.com_dns_profile example.com_dns_profile

26


https://support.f5.com/csp/article/K14923

gtm1 site1.example.com
10.1.10.13

| ONLINE (ACTIVE)

Delivery
GSLB
Zones
Caches

Settings
@ SSL Orchestrator
Acceleration

&= Device Management
E2) Network

System

DNS » Delivery : Listeners : Listener List »» New...

General

MName ﬁ isp1_site1_ns1 example com_udp_53

Description

=

|
|EnatHed .

Listener: |Advanced

Type: @ Host O Network

Destination Address: | 203.0.113.3 *
Senvice Port [ons |53
VLAN Traffic All VLANS
Source Address Translation None
Address Translation [1Enabled
Port Translation ] Enabled
Route Advertisement [1Enabled
Auto Last Hop Deaurt [v] Be sure to select=TCP~
Last Hop Pool None
Service: |Advanced
Protocol TCP
Protocol Profile (Client) |example.com_tcp-dns_profile e
Protocol Profile (Server) | (Use Client Profile)

DNS Profile |example.com_dns_profile r————
Load Balancing

Default Pool |None

Default Persistence Profile None

Fallback Persistence Profile None

https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/dns/listener/create.jsp

https://gtm1.site2.example.com/tmui/Control/jspmap/tmui/dns/listener/create.jsp

gtm1.site1 TMSH command:

TMSH

tmsh create gtm listener isp1_site1_ns1.example.com_tcp_53_virtual address 203.0.113.8 ip-protocol tcp
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https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/dns/listener/create.jsp
https://gtm1.site2.example.com/tmui/Control/jspmap/tmui/dns/listener/create.jsp

mask 255.255.255.255 port 53 profiles add { example.com_dns_profile example.com_tcp-dns_profile }

gtm1.site2 TMSH command:

TMSH

tmsh create gtm listener isp1_site2_ns2.example.com_tcp_53_virtual address 198.51.100.40 ip-protocol
tcp mask 255.255.255.255 port 53 profiles add { example.com_dns_profile example.com_tcp-dns_profile }

https://support.f5.com/csp/article/K14923

2.3 Datacenters

Datacenters are logical groupings of devices that share a gateway.

Note: The tasks in this section are to be only completed on gtm1.site1

Navigate to: DNS > GSLB > Data Centers > Data Center List: Create

gtm1 site1.example.com

10.1.10.13

| OMLINE (ACTIVE)

DMS » GSLB : Data Centers : Data Center List

£+ -~ DataCenterlist | Stafistics 7 S"cL{CLeate;

@ e F Search| \ Create... |
@Dns |E|Availahiﬂy‘ANm amahmlulks

No records to display.

Delivery - -
Wide IPs E—I
Pools
Caches iRules

Settings

@ SSL Orche

Data Center List (%)
oSewerS LW Statistics

(' %) Accsleration Prober Pools
Monitors

&= Device Management
Topology

@ Network Disfributed Applications

[£%] Ssystem

https://gtm1.site1.example.com/tmui/Control/jspmap/xsl/gtm_dc/list
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Create two data centers according to the table below:

Setting Value
Name site1_datacenter
Name site2_datacenter

gtm1 site1.example.com Date: Jul

- o SR C.omimon
10.1.10.12 Time: 1:44

| OMLINE (ACTIVE)
| Standalone

DMS » GSLB : Data Centers : Data Center List

General Properties

@ Apps I Name | site1_datacenter]| Wi————
@ DNS Description |

Delivery Location |

GSLB Contact I

Zones Prober Preference [inside Data Center

Caches Prober Fallback | Any Available

Setlings

State |EnatHed .
& st orchestrator Cancel | Repeat | Finished |
Acceleration
Repeat;this step,to,create ~site2: datacenter~

% Device Management T S
£ Network
[%] System

https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/globallb/data_center/create.jsp
TMSH command for only site1.gtm1:

TMSH

tmsh create gtm datacenter site1_datacenter

TMSH

tmsh create gtm datacenter site2_datacenter

2.3.1 Servers

Server objects need to be defined and grouped into a Datacenter
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https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/globallb/data_center/create.jsp

Navigate to: DNS »> GSLB : Servers : Server List

} ONLINE {(ACTIVE)
! Standalone

DNS » GSL

- ServerList

No records to display.
i i m-“
‘Wide IPs —I

Pools

iRules

Data Centers

Server List ©)

Trusted Server
Cerificates

Statistics
Monitors

Topology
Disfributed Applications

https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/globallb/server/list.jsp

2.3.1.1 gtm1.sitet

All GTM devices need to be defined. Create a server object for gtm1.site1
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https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/globallb/server/list.jsp

gtm1 site1. example.com Da admin
0.1.10.13

Adrministrator

| ONLINE (ACTIVE)

DNS » GSLB : Servers : Server List

7 ~  Server List Trusted

1§ Se:an:h' Crea‘!el
@nﬂs ‘BSIBH.B|ANam |Dmme5‘mﬁs‘=mmcaym5am

No records to display.

Delivery

Enable | Disable | Delete ..

GsLB

Zones

Caches Click~\Create~to define, gt_m1 .site1
Settings

@ SSL Orchestrator
(" ) Acceleration

&= Device Management
£2) Network

[i%] system

Click “Create” to define gtm1.site1 as defined in the table below:

Setting Value

Name gtm1.site1_server

Data Center site1_datacenter

Devices Add: gtm1.site1.example.com : 203.0.113.7
Health Monitors bigip

1. Fill in the Name and Datacenter
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| ONLINE (ACTIVE)
| Standalone

Delivery
GSLB
Zones
Caches

Settings
% SSL Orchestrator
(" ) Acceleration

% Device Management

£2) Network

[7%] System

DNS » GSLB : Servers : Server List »» New §

Mame ﬁ |gl:r|11.site1_sewer
Product [BIG-IP System
I Data Center sl | |site1_datacenter
Prober Preference [Inherit From Data Center|w |
Prober Fallback |Inherit From Data Center |V |
State |Enabded .
Devices Click~Add™
A
| Device Name ] Address [
No data available in table
BIG-IP
System
Devices

2. Click the “Add” button to define IP addresses
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Hostname: gimi1 site1.example.com
IP Address: 10.1.10.13

|| ONLINE (ACTIVE)

DMS » GSLB : Servers : Server List » New Server...
Add BIGP System Device

Device Name:| gtm1_site1.example.com ﬁ

=) iApps
° Address: |203.n.113.7° |
I:?j DS Translation: | (Optional)

Delivery Link:
csLe
Zones 203.0.113.7
Caches
Settings

Delete |

53 ssL orchestrator
(© 24) Acceleration

Device Management

E£2) Network

[7%] system

3. Complete the form and associate the “bigip” “Health Monitor”
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gtm1_site1.example com
10.1.10.13

| ONLINE (ACTIVE)
| Standalone

DNS » GSLB : Servers : Server List » New Server...

General Properties

@ e MName | gtm1.site1_server

@ DNS Product [BIGTP System
Delivery I Data Center |site1_datacenter
GSLB Prober Preference |Inherit From Data Center [v |
Zones Prober Fallback |Inherit From Data Center [ |
Caches State [Enabied [+]
Settings

Devices

% SSL Orchestrator

Acceleration

203.0.113.7

gtm1 site1.example com

BIG-I
% Device Management Syst

Devices
E£2) Network
5 Ediil Deletel

Configuration: |Advanced ||
Selected Available
ICommon fCommon

Health Monitors huind | gateway_icmp A
gtp
= | hitp W
http_head_f5
Availability Requirements All Health Monitors
Bits: Disabled

Limit Settings Packets: | Disabled[~]
Current Connections: I Disabled .
Service Check[+]

iQuery Options Path v
SNMP [w

https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/globallb/server/create.jsp

TMSH

tmsh create gtm server gtm1.sitel_server datacenter site1l_datacenter devices add ({
gtm1.site1.example.com { addresses add { 203.0.113.7 } } } monitor bigip product bigip
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2.3.1.2 gtm1.site2

All GTM devices need to be defined. Create a server object for gtm1.site2

gtm1 site1, example.com Date: Ju
10.1.10.13

| ONLINE (ACTIVE)
| standalone

DMNS » GSLB : Servers : Server List

7% ~ ServerList Trusted Se

) iAvps F

® Se:an:h' (‘.rea'sel
@nus ‘BSIams|AName |Devices‘ﬂddrm ‘ Virtual

Delivery | @ gtm1.site1_server 1 203.0.11 ite1_datacenter 0
Enable | Disable | Delete |

G5LB

zones ClickCreateto,define gtm1.site2:

Caches \.-—-.—-w'.._# J\_'_ .

Settings

(3 sSL Orchestrator
(%) Acceleration

&= Device Management
£2) Network

[7%] System

Click “Create” to define gtm1.site2 as defined in the table below:

Setting Value

Name gtm1.site2_server

Data Center site2_datacenter

Devices Add: gtm1.site2.example.com : 198.51.100.39
Health Monitors bigip

1. Fill in the Name and Datacenter
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| ONLINE (ACTIVE)
| Standalone

DNS » GSLB : Servers : Server List »» New Se

@ ] Name ﬁ | gtm1 _site2_server
@ DNS Product [BIGP System
Delivery I Data Center ~|silez_datacenter
GSLB Prober Preference [Inherit From Data Center | v |
Zones Prober Fallback |Inhen’t From Data Center | |
Gaches State [Enabled [¥]
Settings
Devices H L "
Click<Add'~
% SSL Orchestrator ﬁl T
; | Device Name || Address 1L
@ Acceleration No data available in table
BIG-IP
£ Device Management System
Devices
£2) Network
Edit| Delete
[5%] System —I—I

2. Click the “Add” button to define IP addresses




Hostname: gimi1 site1.example.com
IP Address: 10.1.10.13

|| ONLINE (ACTIVE)

DMS » GSLB : Servers : Server List » New Server...
Add BIGP System Device

gvice Name:| gtm1._site2 example.com

Address: [ 198.51.100.39 |

I:?j Ons Translation: || (Optional)
Delivery Link:
GsLB Add
Zones £9195.51.100.39
Caches
Settings

53 ssL orchestrator

(7 24) Acceleration

ClickaOKy

Device Management

E£2) Network

[7%] system

3. Complete the form and associate the “bigip” “Health Monitor”
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gtm1 site1 example.com
10.13

| ONLINE (ACTIVE)
| Standalone

Delivery
GSLB
Zones
Caches

Setlings
@ SSL Orchestrator
Acceleration

= Device Management
£ Network

System

DNS » GSLB : Servers : Server List » New Server...

General Properties
Name [ gtm1_site2_server

Product [BIG-IP System
I Data Center [site2_datacenter ||

Prober Preference [Inherit From Data Center v |

Prober Fallback |Inherit From Data Center |\ |

State Enabled
Devices

Device Name (] Address

J-#'

gtm1 site2 example.com

198.51.100.39

System
Devices

Eci| Detete|

Configuration: |Advanced

Health Monitors

Availability Requirements

Limit Settings

iQuery Options

Selected Available
ICommon ICommon
== | gateway_icmp A
gtp
= | hitp W
hitp_head_f5
IA.II Health Monitors .
Bits: | Disabled[~]
Packets: | Disabled .
Current Connections: | Disabled .
Service Check[v]
Path
SNMP ™

https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/globallb/server/create.jsp

TMSH

tmsh create gtm server

gtm1.site2_server

datacenter

site2_datacenter

gtm1.site2.example.com { addresses add { 198.51.100.39 } } } monitor bigip product bigip
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https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/globallb/server/create.jsp

2.3.1.3 site1_ha-pair

LTM devices need to be defined. Create a server object for the bigip1.site1 and bigip2.site1 HA pair

nar gtm1 site1.example.com
10.1.10.13

| ONLINE (ACTIVE)
| Standalone

DMS »» GSLB : Servers : Server List

% -  Server List Trusted S

@ R F Search| Create... |

@Dﬂs |E|SIH|LIS“N3H’IE ‘Dew:&s|Md'¢55

Delivery ] Q@ gtm 1 _site1_server 1 203.0113.7 1_datacenter 0

tm1_site2_server 1 198.51.190"39 site2_datacenter 0
GSLB O ! : = =

Enable | Disable | Delete . |
Zones
Caches
H Ll Ll

py— Click«<Create~

(33 ssLOrchestrator
Acceleration

&= Device Management
E£5) Network

[£%] System

Create a Server Object as defined in the table below:

Setting Value

Name site1_ha-pair

Data Center site1_datacenter

Devices Add: bigip1.site1.example.com : 203.0.113.5
Devices Add: bigip2.site1.example.com : 203.0.113.6
Health Monitors bigip

Virtual Server Discovery Enabled

Link Discovery Enabled

1. Fill in the Name and Datacenter
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| ONLINE (ACTIVE)
| Standalone

Delivery
GSLB
Zones
Caches

Settings
@ SSL Orchestrator

(“ 24) Acceleration

g Device Management

£32) Network

[f%] System

DNS » GSLB: Servers : Server List »» New 5

General Properties

Product

Name _4 | site1_ha-pair

| BIG-IP System

I Data Center — |

Praber Preference |Inherit From Data Center | |
Prober Fallback |Inherit From Data Center [ |
State Enabled

Devices

BIG-IP
System
Devices

Click<Add™
EI M—\u—-—u—w Lebuihaie)
|

Device Name I

Address

No data available in table

2. Click the “Add” button to define IP addresses
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Hostname: gtm1.sitel.example.com
IP Address: 10.1.10.13

|| ONLINE (ACTIVE)
| standalone

;,_'_ Statistics
o! iApps

4
&3 ons

Delivery
GSLB
Zones
Caches

Settings
{53 SsL Orchestrator

(72 Acceleration

Device Management

—=l Network

[F%] system

Date: Jul 2 7 User: admin
Time: 4:33 PM (Cl

DNS » GSLB : Servers : Server List »» New Server...
Add BIGIP System Device

Device Name bigip1.site1 example.com |

Address: 203.0113.5 |

Translation: | |(optionat)

Clicky Addg 203.0.119

Deletel

ClickaOKy

3. Click “Add” again to define the other BIG-IP in the HA pair.
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| ONLINE (ACTIVE)
| Standalone

Delivery
GSLB
Zones
Caches

Setlings
% SSL Orchestrator
(") Acceleration
@ Device Management

£2) Network

[£%] system

DNS » GSLB : Servers : Server List » New Server...

General Properties
Mame | site1_ha-pair
Product [BIG-IP System
I Data Center [site1_datacenter
Prober Preference [Inherit From Data Center|w |
Prober Fallback |Inherit From Data Center |\ |
State Enabled

Devices

~Add~......again
—

Add!

ClickAdd
-

bigip1.site1.example.com 203.0.1135

4. Click the “Add” button to define IP addresses
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Hostmame:  gtm site1 example.com Date: Jul 20, 21
IP Address: 10.1.10.13 Time: 4:53 PM (C

|| ONLINE (ACTIVE)

DNS » GSLB : Servers : Server List »» New Server...
Add BIGP Systemn Device

Device Name:| bigip2 site1.example.com

Address: [ 202.0.1136 |

";J DNS _ )
!4 Translation: | |optional)

|Auto—8elect.

Delivery

GSLB

Zones 203.0.11386

Caches

Settings

Deletel

53 ssL orchestrator

(7 24) Acceleration

Device Management cnck IIOK“
E£2) Network

[7%] system

5. Complete the form and associate the “bigip” “Health Monitor”
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| ONLINE (ACTIVE)
| Standalone

DNS » GSLB : Servers : Server List »» New Server...

General Properties
@ S Name |sile1_ha-pair
&3 ons Product [BIG-IF System
Delivery I Data Center | site1_datacenter
GSLB Praber Preference |Inherit From Data Center | |
Zones Prober Fallback |Inherit From Data Center [ |
Caches State [Enabled [¥]
Settings
Devices
SSL Orchestrator | ‘Two,devices belong to,this HA-Pair,
% Add it  ~ EM st |
@ Acceleration bigip1.site1_example.com 203.0.113.5
. gg* bigip2.site1.example.com 203.0.1136
== Device Ma nt
vice nageme Devic
@ Network
Edit| Delete
System —I —I

C-=nursssn: [Advanced :

Add the ~bigip~Health Monitor;
L= —EAF/J Selected Available
ICommon ICommon
E gateway_icmp A
gip
53] | o v
hitp_head_f5
‘ Availability Requirements [Al Heatth Monitors[¥]

6. Make sure to enable both “Virtual Server” and “Link” discovery

Resources
Virtual Server Discovery |Enabled
Link Discovery | Enabled

Cancel | Repeat | Finished |

https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/globallb/server/create.jsp

TMSH

tmsh create gtm server site1_ha-pair datacenter site1_datacenter devices add { bigip1.site1.example.com
{ addresses add { 203.0.113.5 { } } } bigip2.site1.example.com { addresses add { 203.0.113.6 { } } } } link-
discovery enabled monitor bigip product bigip virtual-server-discovery enabled
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2.3.1.4 site2_ha-pair

LTM devices need to be defined. Create a server object for the bigip1.site2 and bigip2.site2 HA pair

gtm1 site1.example.com
10.1.10.13

| ONLINE (ACTIVE)
| Standalone

ClicksmCreatex

DMS » GSLB : Servers : Server List

" - ServerList Trusted Server Certificates

) agtm 1 _site1_server 203.0.113.7 site1_datacenter 0
Delivery

gtm1_site2_server 198.51.100.39 site2_datacenter D
GSLB

site1_ha-pair 203.0.1135 site1_datacenter 0
Zones 203.0.1136
Caches
Settings

{33 ssLorchestrator
Acceleration

&= Device Management
551 Network

[£%] System

Create a Server Object as defined in the table below:

Setting Value

Name site2_ha-pair

Data Center site2_datacenter

Device Add: bigip1.site2.example.com : 198.51.100.37
Device Add: bigip2.site2.example.com : 198.51.100.38
Health Monitors bigip

Virtual Server Discovery Enabled

Link Discovery Enabled

1. Fill in the Name and Datacenter

45



| ONLINE (ACTIVE)
! standalone

Delivery
GSLB
Zones
Caches

Settings
% S5L Orchestrator
(© 24) Acceleration
@ Device Management

£ Network

[£%] System

DNS » GSLB: Servers : Server List » New 5

General Properties

Product
I Data Center m—
Prober Preference
Prober Fallback

State

Name ﬂ site?_ha_pair

[BIG-IP System

[Inherit From Data Center|w |

|Inherit From Data Center | |

Enabled

Devices N A
K

Device Name ||

BIG-IP System Devices

No data available in table

2. Click the “Add” button to define IP addresses

46



Hostname: gtm1.site1.example.com Date: Jul p User; admin
IP Address: 10.1.10.13 Time: 5 )

§ ONLINE (ACTIVE)
| standalone

DNS » GSLB : Servers : Server List » New Server...

Eﬂ‘—j Statistics
") iApps

Device Name:| bigip1_site? example.com

Address: [ 1985110037 |

% ons Translation: | |(Optional)
Q)

Dl Link: IAuto—SeIect.

elivery
GSLB
198.51.100.37

Zones

Caches

Setfings

Deletel

53 ssL Orchestrator

(7 2% Acceleration

Device Management C||Ck “OK“
==l Network
[E%] System

3. Click “Add” again to define the other BIG-IP in the HA pair.
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| ONLINE (ACTIVE)
| Standalone

Delivery
GSLB
Zones
Caches

Setlings
% SSL Orchestrator
(" 24) Acceleration

— Device Management

£) Network

[£%] system

DNS » GSLB : Servers : Server List » New Server...

General Properties
Name ﬁ| site2_ha_pair

Product |BIG-IP System

I Data Center seee—) site2_datacenter
Prober Preference | Inherit From Data Center v |
Prober Fallback |Inherit From Data Center [ |
State Enabled

Devices

198.51.100.37

bigip1 site2 example.com

4. Click the “Add” button to define IP addresses
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Hostname: gtm1.site1.example.com Date: Ju
IP Address: 10.1.10.13 Time

| OMLINE (ACTIVE)
| standalone

DNS » GSLB: Servers : Server List » New Server...

;,_'_ Statistics
Device Name! bigip2 site2 example.com
o) iApps Address: | 19851.10038 |

)
&3 ons

Translation: | |(Optional)

IAuto—Select.

Delivery

GSLB

1958.51.100.38
Zones

Caches

Settings

Deletel

53 ssL Orchestrator

(7 24 Acceleration

Device Management Clicke OKy

—=] Network
[%] system

5. Complete the form and associate the “bigip” “Health Monitor”
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SERUUSLI Common

gtmi1 site1 .example.com

I OMLINE (ACTIVE)
| standalone

@ Wpps I Name [ site2_ha_pair

&3 ons Product [BIG-P System ™
Delivery I Data Center |site2_datacenter  [w]
GSLB Prober Preference | Inherit From Data Center |w |
Zones Prober Fallback [Inherit From Data Center[w]
Caches State [Enabied [¥]
Settings

Devices
ﬁ §SL Orchestrator A

@ Acceleration 'bigip1 site2 example.com ' 108.51.100.37
. BIG-IP ¥ |nigip2 site2.example.com 198.51.100.38
Device Management 3”‘9, eem

£2) Network
) systom Ect] Delete]

Configuration: lMWnCEd .
Selected Available
\ /Common IComman
Health Monitors =] gtapteway_icmp A
= |
Availability Requirements [AiHeatth Monitors[&7]

6. Make sure to enable both “Virtual Server” and “Link” discovery

hitp v
hitp_head_{5

Resources
Virtual Server Discovery |Enabled
Link Discovery | Enabled

Cancel | Repeat | Finished |

https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/globallb/server/create.jsp

TMSH

tmsh create gtm server site2_ha-pair datacenter site2_datacenter devices add { bigip1.site2.example.com
{ addresses add { 198.51.100.37 { } } } bigip2.site2.example.com { addresses add { 198.51.100.38 { } } } }
link-discovery enabled monitor bigip product bigip virtual-server-discovery enabled
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2.3.2 Device Trust

A mesh of F5 DNS servers need to exchange keys to establish a trusted mechanism for HA communica-

tions.

gtm1 site1.example.com
10.1.10.13

| OMLINE {ACTIVE)
fS | Standalone

DNS » GSLB: S

- ServerList

Status =« Name

|
|¢D.ataCentH Virtual Servers  Pr

gtm1 _site1_server 1

Delivery

gitm1.site2_server 1
GSLB

sitel_ha-pair 2
Zones
Caches site2_ha_pair
Settings

Enable | Disable | Delete |

@ SSL Orchestrator
(' ) Accsleration

&= Device Management
551 Network

%] system

Launch Putty and login to gtm1.site1.example.com

Run the following command:

When prompted for a password use “default”.

203.01137 site1_datacenter 0O Blt

198.51.100.39 site2_datacenter 0

203.0.113.5
203.0.113.6

site1_datacenter 0

198.51.100.37 site2_datacenter 0
1958.51.100.38

‘Three,other;servers need to~establish trust>

TMSH
bigip_add
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agllity_prv...

[

E

Ed.

WTTY (B4-oit*

4

Nokep ad++

i)

vozilla Firefox

P

Googhe
Chrome

w

Recycle Bin

<, PUTTY Configuration
Category:

[=1- Session
Logging

=1 Termiral
Keyboard
Bell
Features

= Window
Appearance
Behaviowr
Translation
Selaction
Colours

[= Connection
Data
Prowy
Telnet
Rlagin

- 55H

Senal

Bagic options for your PuT TY session

Specify the destination you want to connect to
Host Mame [or IP address) Port

1011013 |2

Connection type:
" Raw " Telnet (" Rlogin  SSH (" Serial

~ Load, save or delste a stored session
Saved Sessions

|glm1 _site’] example com

Default Settings

app

bigip1.zite] . example com
bigip1.site2 example. com
bigip2: site] examole com

Clase window on et

 Always  © Mever * Onlyon clean exit

O |

Cancel

Tstart| SBIGIPE-gmistelex. | 4 [0 € @ @ [P om

Navigate to: DNS »>» GSLB : Servers : Trusted Server Certificates

https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/locallb/ssl_certificate/properties.jsp?certificate_

name=server&store=iquery

52 PUTTY Configuration
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https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/locallb/ssl_certificate/properties.jsp?certificate_name=server&store=iquery
https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/locallb/ssl_certificate/properties.jsp?certificate_name=server&store=iquery

gtm1 site1.example.com
10.1.10.13

| ONLINE (ACTIVE)
J standalone

vers : Trusted Server Certificates

Trusted Server Certificates

General Properties
@ DNS | Name server
: | Partition / Path
Delivery I
) gtm1.site2.example.com, MyCompany
Wide IPs bigip2.site1.example.com, MyCompany A
bigip1.site2 example com, MyCompany
Zones Pools bigip2.site2.example.com, MyCompany v
) gtm1.site 1 example.com, MyCompany
Caches iRules
Settings Data Centers \ /

Server List
% SSL Orchestrator

Acceleration
Monitors

g Device Management | 2340963207
Topology

— | Mamman Mama- At cita? avamnla ram

" GMT

rober Pools

Statistics

2.3.3 Sync Group

After the BIG-IP DNS server in datacenter 2 is joined to the sync group, administrators may make changes
to either F5 DNS server.

Changes will be automatically replicated across all F5 DNS servers.

Launch Putty and log in to gtm1.site2

Run the following command: Enter the password “default” when prompted.

Select “y” to allow the bigip-ip to join the mesh.

TMSH
gtm_add 203.0.113.7
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(=] -
a“' ~ E PUTTY Configuration
RNAA (5 Categony:
=~ Session [ B asic options for your PuT TY session

L.ugging  Specify the destination you want to connect to
el v - Terminal

1 4
&

j : Keyboard Host Name [or IP address) Port
i Bell [101.10.23 [22
- Features Connection type:
window  Raw  Telnst  Rlogin * SSH ¢ Serial

Appearance )
" } . Behaviour Load, save or delete a stored session

E | Trarzlation Saved Sessions
Mozilla Firefasx i Selection | gt site2. example. com
-~ Colours 3 __‘_-J T

’ a
Connection bigip1.zite1 example. com

Data hig!p1.site2.example. com Save |
- Proxy bigip2_ zite1_example. com

MNotep d++

Telnet bigip2. site2 example. com Delete |
CALLE) Y 1

Rlogin trnvl. site ] = R s
- SSH
Serial

Cloze window on exit:
 Always © MNever  * Only on clean exit

Recycle Bin

£ gtmil

U=zing u=s

LUt hent i
logrin:

Lrstart| (2 BIGIP®-gmisitetex.. | ., O € @8 @ [@0 ot 2 PuTTY Configur

2.4 Pools

LTM virtual server objects are grouped together into GTM pools.
Navigate to: DNS >»> GSLB : Pools : Pool List
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gtm site1 example.com
10.1.10.13

ONLINE (ACTIVE)

DNS » GSLB : Pools : Po

7+ ~ Pool List

T e

Statistics

Links
(¢ %) Acceleration Prober Pools
Monitors
Device Management
Topology
@ Network Distributed Applications

Create a Pool of LTM Virtuals according to the following table:

Setting

Value
Name www.example.com_pool
Type A
member isp1_site1_www.example.com_tcp_https_virtual
member isp2_site2_www.example.com_tcp_https_virtual

https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/globallb/pool/create.jsp
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https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/globallb/pool/create.jsp

DNS » GSLB : Pools : Pool List »» New Pool...

General Properties

Name ﬂl www.example.com_pool

Type ﬁ‘

‘ State ‘ IEnabled .
Configuration
Selected Available
ICommon
<< I gateway_icmp A
Health Monitors atp
> | hitp W
http_head_f5
Y| Down|
‘ Availability Requirements ‘ |AII Health Monitors | v
Bits: |Disab|ed :
Limit Settings Packets: | Disabled -
Current Connectlons:' Disabled[~]

‘ Manual Resume O
‘ ™ [30
| Dynamic Ratio O
‘ Maximum Answers Returmned ‘ | 1
‘ Verify Member Availability ‘

Members

Load Preferred: [Round Robin

Balancing Altemate: IRound Robin e

Method | coiback: [Retum o DN [w]

Falback P [0.0.0.0 \

Virtual Server | Select . ¥
Ratio: | 1
[Aad

mmonisp1_site1_www.example.com_{cp_https_virtual ({Common/site1_ha-pair) - 203.0.113.9:443, Ratio
/Common/isp2_siteZ_www.example.com_tcp_https_virtual (/Commonysite2_ha-pair) - 198.51.100.41:443, Rati

Member e

Deete] Up| Down|

Cancel | Repeat | Finished |

TMSH command to run on only gtm1.site1:

TMSH

tmsh  create gtm pool a www.examplecom_pool { members add { sitel_ha-
pair:/Common/isp1_site1_www.example.com_tcp_https_virtual { member-order 0 } site2_ha-
pair:/Common/isp2_site2_www.example.com_tcp_https_virtual { member-order 1} } }
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2.5 FQDN

F5 refers to an FQDN as a “wide-ip”, or “wip”.
Navigate to: DNS >> GSLB : Wide IPs : Wide IP List

OMLINE {ACTIVE)
Standalone

DNS » GSLB : Wide IPs : Wide IP List

% -~  Wide IP List

@ DNS | Status | « Name
Delivery O Q www.gslb_example.com
Wide IP List ©)
Statistics
Caches Rules
Settings Data Centers
Servers
% S5L Orchestrator
Links
Acceleration Prober Pools
Monitors
@ Device Management
Topology
£2) Network Distributed Applications
System
Create an F5 “wide IP”
Setting Value
Name www.gslb.example.com
Type A
Pool www.example.com_pool
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DNS » GSLB : Wide IPs : Wide IP List > New...

General Properties; |Advanced

Name ﬁ
Type ——
Description
Alias List
State

IMinimal Response

Return Code On Failure

Load-Balancing Decision Log

| WW\W.example.com

A

Add

— 2
g

i
©

Enabled

Enabled

1

Disabled

] Pool Selection
(] Pool Traversal
] Pool Member Selection

L] Pool Member Traversal

iRules
Selected Available
== |
iRule List
= |
Up | Downl
Pools
Load Balancing Method |Round Robin
58 persistence [Disabled[¥]

Pool |59|F-"31—-- V] de——



https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/globallb/wideip/list.jsp

TMSH command to run on only gtm1.site1:

TMSH

tmsh create gtm wideip a www.gslb.example.com { pools add { www.example.com_pool { order 0} } }

2.6 Delegation

Log in to the DNS server from the jumpbox (username: user pasword: Agility1) , and open the DNS
management Ul:

L& DCO1 - 10.1.70.200 - Remote Desktop Connection

B ©

EIGIPEdG] Recycle Bin

Server Manager * Dashboard r

Actrve Directory Admenmtrative Center

Actrve Directory Domains and Trusts

WELCOME TO SERVER MANAGER
I® Dashboard Actrve Directory Madule for Windows PowerSh

i Local Server Actrve Directory Sites and Senvices
B A1 Servers Actrve Directory Users and Computers
i@ aDDs Jult ADSI Edit
c =
a DNS Component Services
. ~
Computer Management
BR File and Storage Senices b
. and ag VICES Defragment and Optimze Drrves
o us

DHCP
9.

WHAT'S NEW Evert Vidwsr
Group Policy Management
Internet Information Servaces (IS) Manager
iSCS! Initiator

LEARN MORE Lecal Security Pokcy

Microsoft Azure Services
ODEC Data Sources [32-bit)
ODBC Dats Sources (64-bat)

Performance Monitor
S 5
I “PEG

O ¢ = O Pom || % pcor - 10,170,200 - .

ROLES AND SERVER GROUPS

[rstart| (2 BIG-1PE- pimbstelex... |

2.6.1 A Records

Create two new A records for the new BIGP-IP nameservers.

Setting Value
nsi 203.0.113.8
ns2 198.51.100.40
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https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/globallb/wideip/list.jsp

Expand “Forward Lookup Zones”, right click on EXAMPLE.COM and select “New Host”

200 - Remote Desktop Connection

Gd

BIG-IP Edg File Action ‘iew Help

Client
A *l # x L] Mame (uses parent domain name if blank):

. 2 DNS |n=2 Data Tirme:
4 o pbcot

aqility_pub, 4 | Forward Lookup Zon
bl _msdes EXAMPLE
4 EXAMPLECOM | fpoue

Fully qualified domain name (FQDN):
[ ns2, EXAMPLE, COM,

E b G4 _msdes [ 198.51.100.40)
B L] _sites
aqiity_prv., b _tep [w] Create associated pointer (PTR) record
b _udp [ Allow any authenticated user to update DNS recards with the
_ p || branch same owner name
< p | DamainDnsZ
[d .
' B | ForestDnsZo
PUTTY (64-b b 1 mgmt [152], dc0l exarmple.com, .. static
b sitel dedl . example.corm. static
b [ site2 nslbranch0l.exarmple.corm,  static
Add Host Done
b || Rewverse Lookup Zong | | 1001,70,200 6/26/
B | Trust Paints = 10.1,71.100 6/26/
b ] Conditional Forwarders || £ ]dec01 Host (&) 10.1.70.200 static
b [gl] Global Lags bl siobyl 20301139 static

i ns Haost (&) 203.0113.8 >

<l

rsta] @ ¢ @i O % 0C01-10.1.70.200-Re.. |

2.6.2 Sub Domain

1. Expand “Forward Lookup Zones”, and right click on “EXAMPLE.com
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-.:l.lill 01 - 10.1.70.200 - Remote Desktop Connection

File Action ‘iew Help

o 2m XD6 = |

Data Tirmestarmp

Start of Authority (SO4) [152], del exaraple.cam,,..  static

MName Server (N5) dedlexample.carm, static

MName Server (NS) nslbranch0l example.cam,  static
p 5] Re Hast () 10.1,70.200 6/26/2017 12:00:00 4
p [ Trus Hast (&) 10.1.71.100 6/26/2017 12:00:00 ¢
p | Condi Huost () 10170200 static
[ Globa Hast () 203,0113.8

Hast (4) 198.51,100.40

Refresh
Export List...

<| [ |”'>'||

Create a new delegated DNS domain,

2. Create the “gslb” subdomain.
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Lg DCo1

-3

10.1.70.200 - Remote Desktop Connection

File

Action View Help

o 2@ XDz Bm i 83

2 DNs
4 3 pco

] Forward Lookup Zones
b ol _msdcs.EXAMPLE.CC
4 - EXAMPLE.COM

b 2] _msdes
0 _sites

ep

_udp
branch(
DomainDnsZones
ForestDnsZones
mgmt
sitel
[ site2

Reverse Lookup Zones

EERERREREE

<]

e Type Data Tirmestamp

<Back || Mext> | | cancel |

3. Step through the Delegation Wizard. Add “ns1.example.com - 203.0.113.8”
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0 - Remote Desktop Connection

ction View Help

CIERELEEEN EIFEE

Name

co 1 _msdes
1 Forward Lookup Zones || ] _sites
v (2] _msdcs EXAMPLE.CC 7 ¢
1 2] EXAMPLE.COM 2 udo

» —;1 _n:udcs _ branch01

» -~ ~sites | DomainDnsZones

: - -r:p | ForestDnsZones

— <=

p [ branch0l T:mg:nt

b (] DomainDnsZoned| — ***

b | ForestDnsZones = site

b 1 mgmt [ 1{same as parent folder)

b sitel [ ] (same as parent folder)

b ] site? [ ] (same a5 parent folder)
| Reverse Lookup Zones [ ] (same a5 parent folder)
1 Trust Points [ client0
1 Conditional Forwarders [ ]dem
il Global Logs Flns1

l_]ns!
" BE

Name Servers
You can select one or more name servers to host the delegated zone.
Specify the names and IP addresses of the DMS servers you want to have host the
20n€.
Name servers:
Server Fully Qualified Domain Mame (FQDN) 1P Address
sl .example.com. [203.0.113.8]
N
Add.. || JER.. || Remove |
| <tk | met> | |)cewel |
Host (&) 198.51.10040

4. Also add “ns2.example.com - 198.51.100.40”
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1. 70.200 - Remote Desktop Connection

View Help

R a 5| Hrn 3 0] enterthenameof aDNS server that is suthoritative for this zone.

rward Lookup Zones
_msdesEXAMPLE.CC|
EXAMPLE.COM

[ _msdcs

0 _sites

O tep

2 _udp

1 branch?1

1 DomainDnsZones
] ForestDnsZones
1 mgmt

0 sitel

0 site2

werse Lookup Zones
15t Points

nditional Forwarders
rbal Logs

e BE

Name

1 _msdes 4
) sites

2 tep

= _udp

 branchO ‘
] DomainDnsZones
_ ForestDnsZones

I mgmt

) site

) site2

[ ] (same as parent fold
[ ] (same as parent fold
[ | (same a3 parent fold
[ ] (same as parent fold
] clientm

] dem

[]ns1
rlns!

Host (&)

19€.51.100.40

5. Make sure both ns1.example.com and ns2.example.com are added
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0.1.70.200 - Remote Desktop Connection

on View Help

i XB ez Bmiaa

You can select one or more name servers to host the delegated zone,

Name
n ) _msdcs
Forward Lookup Zones || [ sites Speciy the names and IP addresses of the DNS servers you want to have host the
2 _msdes.EXAMPLE.CC | 9 _tep delegated zone.
2 _EKAMPLE.COM 2 _udp )
b B _msdes 1 branch01 Z’w;?— - ——-s..q
b _sites I DomainDnsZo Fuly Qualfied Domain Name (FQDN) IP Address
> B tep _,'.l omainDnsZones st le.com. [208.0.113.68)
» B -udp | ForestDnsZones 1152, example.com. [196.51.100.40)
=y 1 mgmt
b branchil 2 e __/
p | DomainDnsZones _:_l ’.
b 5 ForestDnsZones || — site2
b ) mgmt [] tsame as parent folder)
b ) sitel [ ] (same as parent folder)
b site? r] (same as parent folder)
Reverse Lookup Zones [] Gsame as parent folder)
Trust Points [ clientm
Conditional Forwarders [_] ded
Global Logs ] ns1
[ns2 Host (&) 198.51.100.40
" | |»
- ]
> OB R
6. Click “Finish”
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Lo DCO1 - 10.1.70.200 - Remote Desktop Connection

- DNS Manager

File Action  Wiew Help

o 2m XEd= Bm § 8@

2, DNS Mame Type Data Timestamp
4 5 Dco
4 | Forward Lookup Zones
bl _msdes EXAMPLE.CC |
4 [} EXAMPLE.COM Completing the New Delegation Wizard
b _misdes
b _sites )
b _tep | i You have successfully completed the New Delegation
b _udp i
b branchil . You specified the following settings:
b || DomainDnsZones N Name:  gslb.EXAMPLE.COM
b [ ForestDnsZones 1
b B mgmt ; To close this wizard and create the delegation, click Finish.
Bl sitel
bl sited 1:00:00 §

p | Reverse Lookup Zones B00:00 4
B | Trust Points
p | Conditional Forwvarders
3

Global Logs

<| " | [>

2.6.3 CNAME

1. Make sure “Forward Lookup Zones” and “EXAMPLE.COM” is expanded. Right click on “www”, and

select delete.
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Remote Desktop Connection

File Action View Help

e 2mXE=HBm iEa

2 DNs
4 § DCO
4 ] Forward Lookup Zones
b =) _msdcsEXAMPLE.CC
4 | EXAMPLE.COM
B ] _msdcs
_sites
Acp
_udp
branch{i
DomainDnsZones
ForestDnsZones
mgmt
sitel
site2
-1 gslb
b ] Rewverse Lookup Zones
B . Trust Points
p 1 Conditional Forwarders
b (4] Global Logs

CECEECRRE R

b

Ri h-g!jg!ggbgflgte
<| 9J“L- >

Mame Type
1 _msdes
2 _sites
= tep
O _udp
1 branchDl
]l DomainDnsZones
7] ForestDnsZones
1 mgmt
1 sitel
1 site2
2 gsib
] (same as parent folder) Start of Authority (SOA)
] (same as parent folder) Name Server (N5)
El Game as parent folder) Name Server (NS)
Q (same as parent folder) Host (&)
£ clientol Host (8)
Fldcm Host (&)
Elns1 Host (&)
Q ns2 Host (&)
| Delete |
Properties
Help

[152], dcOl.example.com.,...
dc0l.example.com.
nsl.branch0l.example.com.
10.1.70.200

10.1.71.100

10.1.70.200

203.0.113.8

198.51.100.40

Timestamp

static
static
static
6/26/2017 12:00:00 £
6/26/2017 12:00:00 £
static

Deletes the current selection.

2. Right click on “EXAMPLE.COM”, and select “New Alias (CNAME)”
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g_ DC01 - 10.1.70.200 - Remote Desktop Connection

File Action View Help . . Y
s 2@ XE e = mali New Alias ( CNAME)
Na

£ Ons
4 § ocor

5
4 || Forward Lookup
b ] _msd
|5l

Type Data Timestamp

-
2}
3

T vTwvTvTv9TveTw
LF LL LJ-LI- LE LI-L

&8 D oma i Flo.s Start of Authority (SOA) [152], dcO1.excample.com,,... sb‘l:.ic
3 Name Server (NS) dc0l.example.com. static
p 21 gslb ' Name Server (NS) nsl.branch0l.example.com. static
b ] Reverse Loo Al Tasks » Host (&) 10.1.70.200 6/26/20M7 12:00:00 4
p ] Trust Points View ~ Host (&) 101.1.100 6/26/2017 12:00:00 4
p ] Conditional Host (&) 10.1.70.200 static
[ 3 Global Logs Delete Host (&) 203.0.113.8
Refresh Host (&) 198.51.100.40
Bxport List..
Properties
Help
<| [ | |»

Create a new alias resource record.

3. Add “www - www.gslb.example.com”




-;_' DCo1 - 10.1.70.200 - R

& “ “ DNS Manager

File Acton View Help

e 2mXBcz B iEa

2 DNs Name Type Data Timestamp
4 § pcom 21 _msdes
4 7] Forward Lookup Zones || 7 sites
b ol _msdes.EXAMPLE.CC ) kep
4 _;_j lEXﬁ.MpLE.COM = _udp
: —E —T;d“ 2 branch(n m]
el 3 3 -
> @ o i:’::;f;z:e Alas name (uses paren domain ¥ left blank):
b 2 branchot o mamt
b ) DomainDnsZoned| — ’fhﬂ
b [ ForestDnsZones || — *te2 M| L.COM, I
b B mgmt =l gsb
p O sitel ] (same as pare
b site2 Q(same as pare g5l - COom.| I | Browse... I
p 1 gslb %(same as pare
b ) Reverse Lookup Zones (same as pare WA =5 . -
> E T e ] clienton www.GSLB.example.com
b (5 Conditional Forwarders || £ dct [ Allow any sutherticated user to update sl DNS records with the same
pGIobaangs Elnsl name. This setting apples only to DNS records for a new name.
Elns2
<[ " { [>

2.7 Results

1. From the Workstation command prompt type “dig www.example.com”
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agilicy_pry...

ommand Prompk x|

53 MSG SIZE rcwd

C:“Users*wuser.  EXANPLE>dig www_example.com
\ Wi THamy lo _oom
printcmd

;3 QUESTION SECTION:
swuw.example .com. IN

36608 IN CNAME wwu.gslb.example .com.
IH A

3 283.98.113.9

times 317 -
1 18.1.70.20F153¢18.1.70.288>
in Jun 25 21:37:31 2817
rcud: 72

er. EXPIPLE>dig www.example .com

% ™ 0C01-10.1.70.200-Re... |

f‘_'Startl (=) BIG-IP@ - gtm1.site2.ex... | A 0 ¢ Iﬁ Command Prompt

2. Observe WIDEIP statistics on gtm1.site1: Statistics >> Module Statistics : DNS : GSLB »> Wide IPs
: www.gslb.example.com : A

https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/globallb/stats/wideip/stats_detail.jsp?
name=%2FCommon%2Fwww.gslb.example.com&type=1&identity=www.gslb.example.com+%3A+A
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https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/globallb/stats/wideip/stats_detail.jsp?name=%2FCommon%2Fwww.gslb.example.com&type=1&identity=www.gslb.example.com+%3A+A
https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/globallb/stats/wideip/stats_detail.jsp?name=%2FCommon%2Fwww.gslb.example.com&type=1&identity=www.gslb.example.com+%3A+A

gtmi1 site1 example.com admin

OMLINE (ACTIVE)
Standalone

DNS » GSLB : Wide IPs : Wide IP List »

7 - Properties

General Properties: |fliellezy
@ DNS ‘ Name ‘ www_gslb example.com l
' Partition  Path ' Common

Delivery | - G‘Iig k Statistics

Wide IP List

Pools

Zones

Caches iRules

Settings

_Add |
(1 24) Acceleration Prober Pools | Dekte |

Monitors

£=] Device Management (@ Available (Enabled) - Available
Topolo
peloay Enabled
£2) Network Distributed Applications
| s Enabled
[7¥] System | Batirn Cada (n Failira T
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e gtmi.sitel . example.com Date: Jul
0.1.10.13 Time: 11

| ONLINE (ACTIVE)

Statistics » Module Statistics : DN5 : GSLB » Wide IPs : www.gslb.examp
% » Iraffic Summary - | DNS -
N
Dashboard
Module Statistics Display Options
Analytics Data Format
Performance Auto Refresh Reﬁesh'

<<Back | Clear Statistics |

") iApps

@ DNS Requests
Total 12—
(33 sSL Orchestrator Porsicied 0
@ Accaloralion Resolved 12 f——
Dropped 0

@ Device Management
Load Balancing

£2) Network Preferred 12 G —
Alternate 0
s Fallback 0
PAIABC Dasab diane n
TMSH

tmsh show gtm wideip a www.gslb.example.com

. Observe WIDEIP statistics on gtm1.site2: Statistics >> Module Statistics : DNS : GSLB »> Wide IPs
: www.gslb.example.com : A

https://gtm1.site2.example.com/tmui/Control/jspmap/tmui/globallb/stats/wideip/stats_detail.jsp?
name=%2FCommon%2Fwww.gslb.example.com&type=1&identity=www.gslb.example.com+%3A+A

. Disable physical interfaces on gtm1.site2:

https://gtm1.site2.example.com/tmui/Control/form?__handler=/tmui/locallb/network/interface/list&___
source=disable&__linked=false& _fromError=false



https://gtm1.site2.example.com/tmui/Control/jspmap/tmui/globallb/stats/wideip/stats_detail.jsp?name=%2FCommon%2Fwww.gslb.example.com&type=1&identity=www.gslb.example.com+%3A+A
https://gtm1.site2.example.com/tmui/Control/jspmap/tmui/globallb/stats/wideip/stats_detail.jsp?name=%2FCommon%2Fwww.gslb.example.com&type=1&identity=www.gslb.example.com+%3A+A
https://gtm1.site2.example.com/tmui/Control/form?__handler=/tmui/locallb/network/interface/list&__source=disable&__linked=false&__fromError=false
https://gtm1.site2.example.com/tmui/Control/form?__handler=/tmui/locallb/network/interface/list&__source=disable&__linked=false&__fromError=false

gtm1 site2 example.com .-

10.1.10.23

Network » Interface

25 + Interface List

&3 ons 'iﬁams'AmM | MAC Address ;:wﬂ
& DISABLED 11 2cc260:59ec:f5 10000
{33 sSL Orchestrator
DISABLED 1.2 2cc26062ca81 10000
(7 24) Acceleration DISABLED 13 2c:e260:4e:315¢ 10000
Enable | Disable
g Device Management _I_I*'-'ﬁ—
£ Network Select and disable all interfaces

Interface Mirmoring
LLDP

Statistics

Trunks

Tunnels

Route Domains

TMSH command to run on only gtm1.site2:

TMSH

tmsh modify net interface all disabled

. Refresh statistics on gtm1.site1 and make sure DNS requests are still resolving.

https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/globallb/stats/wideip/stats_detail.jsp?
name=%2FCommon%2Fwww.gslb.example.com&type=1&identity=www.gslb.example.com+%3A+A

. Re-enable interfaces on gtm1.site2, disable interfaces on gtm1.site1. Observe statistics on gtm1.site2
and make sure DNS requests are still resolving.

TMSH command to run on only gtm1.site2:

TMSH

tmsh modify net interface all enabled

. Observe pool statistics on gtm1.site1: Statistics > Module Statistics : DNS : GSLB » Pools :
www.example.com_pool : A

https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/globallb/stats/pool/stats_detail.jsp?name=
%2FCommon%2Fwww.example.com_pool&pool_type=1&identity=www.example.com_pool+%3A+A
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https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/globallb/stats/wideip/stats_detail.jsp?name=%2FCommon%2Fwww.gslb.example.com&type=1&identity=www.gslb.example.com+%3A+A
https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/globallb/stats/wideip/stats_detail.jsp?name=%2FCommon%2Fwww.gslb.example.com&type=1&identity=www.gslb.example.com+%3A+A
https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/globallb/stats/pool/stats_detail.jsp?name=%2FCommon%2Fwww.example.com_pool&pool_type=1&identity=www.example.com_pool+%3A+A
https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/globallb/stats/pool/stats_detail.jsp?name=%2FCommon%2Fwww.example.com_pool&pool_type=1&identity=www.example.com_pool+%3A+A

gtm1_site1 example com

| OMLINE (ACTIVE)
| Standalone

Statistics » Module Statistics : DNS : GSLB

@ - Trafic Summary ~ | DNS

Module Statistics o e
Analytics Data Format Normalized
Parformance Auto Refresh [Disabled 7] Refresh|
== Back I
(g wow
@ DNS Pool Details: “www.example.com_pool : A”
Status  © Pool Member © Server  Virtual Server
@ §5L Orchestrator Q@ 196.51.100.41:443 site2_ha-pair /Commonisp2_sile2 www example com_icp_hitps wvirtual
() A " @ 20301139443 site1_ha-pair /Commonispi_silel_www examiple com_icp_hitps_virtual

TMSH

show gtm pool a www.example.com_pool

8. Using Putty, ssh into gtm1.site1 and run the following command to watch logs:

TMSH
tail -f /var/log/Itm

2.8 Persistence

Modify the GSLB configuration so that LDNS servers continually receive the same DNS answer.

1. On gtm1.site1 navigate to: DNS »>» GSLB : Pools : Pool List >> Members : www.example.com_pool
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OMNLINE (ACTIVE)
Standalone

DNS » GSLB : Wide IP

£ ~  Wide IP List

5 ops Click www.gslb.example.com

i y,

» '3 Wide IP List

Statistics

Data Centers

Servers
% SSLO )
Links

(1 24) Acceleration Prober Pools

Monitors
g Device Management

Topology
@ Network Distributed Applications

[£%] System

https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/globallb/wideip/list.jsp
2. Click into the “Pools” tab:
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https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/globallb/wideip/list.jsp

Tir

| ONLINE (ACTIVE)
! Standalone

DNS » GSLB : Wide IPs : Wide IP List » Pr

# -~ Properties

iApps
General Properties:
h ) .
DNS Name www . gslb example com & 2.1) n
&) Click "Pools
) Partition / Path Common
Delivery
T A
GSLB b
Description |
Zones
Caches Alias: |
Settings ﬂl
Alias List
@ SSL Orchestrator
(" %) Acceleration Delete |
E=) Device Management Availability () Available (Enabled) - Available
State |Enabied .
£3) Network
Minimal Response |Enabled .
4] system Rahim Pada A Failire e |

https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/globallb/wideip/pools.jsp?name=
%2FCommon%2Fwww.gslb.example.com&type=1&identity=www.gslb.example.com

3. Enable Persistence



https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/globallb/wideip/pools.jsp?name=%2FCommon%2Fwww.gslb.example.com&type=1&identity=www.gslb.example.com
https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/globallb/wideip/pools.jsp?name=%2FCommon%2Fwww.gslb.example.com&type=1&identity=www.gslb.example.com

gtm1.site 1. example.com Date: Jul

10.1.10.13 Time: 4:5

| ONLINE (ACTIVE)

DNS » GSLB : Wide IPs ;: Wide IP List »» Members : www.gslb.e

% » Properties iRules Pools

Pools
@ DNS Load Balancing Method Round Robin
Delivery Persistence Enabled |V | qfm—
GSLB Persistence TTL 3600 seconds
Zones Persist CIDR {IPv4) [32
Caches
Persist CIDR (IPvE) 128
Settings
Last Resort Pool [None
% S$5L Orchestrator Update |
(. ’!] Acceleration
Pools
Device Management [v] ‘ - Order ‘ |~ | Status ‘ < Pool Name
Jo [#] www.example com_pool
£2) Network
Delete... |
[8%] System

TMSH

tmsh modify gtm wideip a www.gslb.example.com persistence enabled

4. View Persistence Records

TMSH

tmsh show gtm persist

2.9 LB Methods

Modify the GSLB configuration so that site2 is a standby DR site.
Introduce a network problem that causes the isp1 link monitor to fail.
An ISP network outage can automatically cause DR activation.
1. On gtm1.site1 navigate to: DNS »>» GSLB : Pools : Pool List >>» Members : www.example.com_pool

https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/globallb/pool/members.jsp?name=
Y%2FCommon%2Fwww.example.com_pool&pool_type=1&identity=www.example.com_pool
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https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/globallb/pool/members.jsp?name=%2FCommon%2Fwww.example.com_pool&pool_type=1&identity=www.example.com_pool
https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/globallb/pool/members.jsp?name=%2FCommon%2Fwww.example.com_pool&pool_type=1&identity=www.example.com_pool

gtm1 site1 example.com
10.1.10.13

J ONLINE (ACTIVE)
| Standalone

DNS » GSLB:
£ - Pool List

Click™www.exam

-

1§ x
V| |~ Status | + Name

ple.com_pool™

O Q www.example.com_pool

i i I
Wide IPs pe-

Data Centers
Servers
% SSL Orchestrator
Links
@ Acceleration Prober Pools
— Monitors
— Device Management
Topology
£2) Network Distributed Applications

2. Modify the “Load Balancing Method” -> “Preferred” to “Global Availability”
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gtm1 site1 example.com
10.1.10.13

|| ONLINE (ACTIVE)
|| standalone

DNS » GSLB : Pools : Pool List :: Members .example.com_pool ; A
¥+ ~ | Properties Members
H mn n
2 ops Click *Members™
Load Balancing
@ DNS Preferred: [Global Availability || f—
Delivery Load Balancing Method Alternate: | Round Robin .
Fallback: [Return to DNS
GSLB
Fallback IP | | 0.0.0.0
Zones
Caches M
Seftings
Members
5 $SL Orchestrator _]‘AMMM‘EMWM Men'hastrena‘Parﬂﬂon ‘M&ﬂ'
O o Q ICommon/site1_ha-pair 203.0.113.9 Common /Con
(© %) Acceleration ' . _
1 Q@ ICommon/site2_ha-pair 192.51.100.41  Common /Com
Device Management Enable | Disable | Remove |
£2) Network

TMSH

tmsh modify gtm pool a www.example.com_pool load-balancing-mode global-availability

3. Introduce a network problem in the ISP at site1
Log into the router and disable interface 1.6 connecting ISP1 to site1

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/locallb/network/interface/list.jsp
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https://router01.branch01.example.com/tmui/Control/jspmap/tmui/locallb/network/interface/list.jsp

Network » Interfaces : Interface

% -~ Interface List
I

Interfaces

@ DNS ‘:smms ‘A Name

% SSL Orchestrator O ue 1'1
O up 1.2 .

) Local Traffic O up 13 Disable Interface 1.6
O

(1 %) Acceleration

~—— Device Management

Interface Mirrering

LLDP

Statistics

Trunks

TMSH command to run on the router01 to simulate an ISP failure

TMSH
tmsh modify interface 1.6 disabled

4. View the effect

Log into gtm1.site2 and observe the status of “Link” objects:
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Dat
Tirm

@Dlo |E|snms|wm ‘mess

Delivery O Q@ 198.51.100.33 198.51.100.33

] 3.1 203.0.1131
Wide IPs
B
Pools —I
ches iRules

Data Centers

3 Links
@ Ac orr— Frober Pools Statistics
Monitors
&= Device Management
Topaology
@ Network Distributed Applications

[7%] System

https://gtm1.site2.example.com/tmui/Control/jspmap/xsl/gtm_link/list

TMSH

tmsh show gtm link

. Set the site1 isp link back up
Log into the router and enable the interface 1.6 connecting ISP1 to site1

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/locallb/network/interface/list.jsp
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https://gtm1.site2.example.com/tmui/Control/jspmap/xsl/gtm_link/list
https://router01.branch01.example.com/tmui/Control/jspmap/tmui/locallb/network/interface/list.jsp

Network » Interfaces :

% -~ Interface List

") iapps
Interfaces

@ DNS ‘ * Status ‘A Name

% SSL Orchestrator O ue 1'1
O up 1.2

) Local Traffic O up 13 Enable Interface 1.6
O 1,

(1 %) Acceleration

~—— Device Management

Interface Mirrering

LLDP

Statistics

TMSH
tmsh modify interface 1.6 enabled

Note: Even though you re-enabled the primary site1, a persistence record from the previous lab is still in
place.
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Class 2 - Advanced GSLB

The lab environment consists of a Lan of workstations in a remote location with internal DNS servers behind
an F5 firewall.

The F5 device is directly connected to the internet.

O
O |ispl_internet_vlan

Remote Office

o
branch_vlan

o
IP = 10.1.70.200
L

© GW =10.1.70.1

IP=10.1.71.31 e
DNS1 = 10.1.70.200 oL,
DN52 =10.1.70.210
GW=10.1.71.1

IP = 10.1.70.210
- GW =10.1.70.1

DC02

Workstation

Students will work with the following concepts as part of a group of lab exercises.

1. Transparent Cache
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Hidden Master
DNSSec

Validating Resolver
RPZ

URL Categorization

o 0o M D

3.1 Transparent Cache

3.1.1 Monitors

A DNS application specific health monitor provides intelligence in the steering DNS queries towards the
fastest responding DNS server.

O
ispl_internet_vlan

)

Remote Office

branch_vlan

IP = 10.1.70.200
=|GW =10.1.70.1

o

IP=10.1.71.31
DNS1 = 10.1.70.200
i DNS2 = 10.1.70.210
/e GW=10.1711
Workstation

IP = 10.1.70.210
GW =10.1.70.1

Navigate to: Delivery : Load Balancing : Monitors
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router01.branch0 1 example. com

| ONLINE (ACTIVE)
Standalone

DNS » Delivery : Load Balancing

# -~ Monitor List

@ Local Traffic | real_server
snmp_dca
Acceleration
@ | £ tep
=) Device Management | £ tep_echo
_@ | 1 tcp_half_open
Network |

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/monitor/list.jsp

Create a monitor according to the following table:

Setting Value

Name example.com_dns_monitor
Type DNS

Query Name www.example.com
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https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/monitor/list.jsp

General Properties

I Name | example.com_dns_monitor _
Description ‘ |
I Type “DNS

Parent Monitor ‘ |dns . _

Configuration: |Mvanced-
I A ‘ I 5 seconds

Up Interval ‘
Time Uniil Up ‘ IB— seconds
Timeout ‘ |16— seconds
Manual Resume ‘ O ves @ No
Reverse ‘ O Yes®no
Alias Address ‘ | * All Addresses
Alias Service Port ‘ [+ [ ArPorts Tv]\) exam pl e co m
\w A - L L
I Query Name ‘ [ www.example.com -
Query Type ‘

Answer Section Contains ‘ I{}uery Type .
Accept RCODE ‘ |No Error .

Receive String ‘ [

Adaptive | L] Enabled

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/monitor/create.jsp

TMSH

tmsh create Itm monitor dns example.com_dns_monitor defaults-from dns gname www.example.com

3.1.2 Load Balancing

Augment and scale an existing DNS infrastructure by Load Balancing DNS queries across a pool of DNS
servers.

Navigate to: Delivery : Load Balancing : Pools : Pool List
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https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/monitor/create.jsp

OMNLINE {ACTIVE)
Standalone

DNS » Delivery : Load Balancing : Pools : Pool List

1+ ~ | Pool List

r = Search| \ Create... |
‘#Des

‘ESIatm|ANam

Listeners jateway_pool
GSLB Profiles
Zones 2 | pad Balancing » 3 Pools Pool List
(Caches MNodes Statistics
Settings IMonitors
% SSL Orchestra
() Local Traffic
Acceleration
@ Device Management
f==1 Network
Create a pool according to the following table:
Setting Value
Name branch01_dns_pool

Health Monitors

example.com_dns_monitor

dc01.branch01.example.com_node

1. Node Name

1. Address 10.1.70.200

1. Service Port 53

2. Node Name dc02.branch01.example.com_node
2. Address 10.1.70.210

2. Service Port 53
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Configuration: |Advanced ||

I Name [branch01_dns_pool  «fe—
Description | |
iCommon
Health Manitors gateway_icmp A
mg_head_fﬁ W
hitps
Availability Requirement | Health Monitor(s)
Allow SNAT
Allow NAT
Action On Service Down |
Slow Ramp Time | |10— seconds
IP ToS to Client |
IP ToS to Server |
Link QoS to Client |
Link QoS to Server |
Reselect Tries | [
Enable Request Queueing | No
Request Queue Depth | ID—
Request Queue Timeout | ID— ms
IP Encapsulation | None
Resources
Load Balancing Method |Round Rabin
Priority Group Activation

\Senrice Fort:| 53
New Members Add |

® New Node O New FQDN Node O Node List
Node Name: | dc02.branch01.example.com_node  (Optional)

Address: [ 10.1.70.210

Select .

R:
R:

-
mm

:0 C:0 dc01 branchi.example com_node 10.1.70.200 :53
-0 C:0 dc02 branch01.example com_node 10.1.70.210 :53

Create two nodes

_Edit | _Delete |

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/pool/create.jsp

TMSH

tmsh create Itm pool branch01_dns_pool members add { dc01.branch01.example.com_node:53 { ad-
dress 10.1.70.200 } dc02.branch01.example.com_node:53 { address 10.1.70.210 } } monitor exam-
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https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/pool/create.jsp

ple.com_dns_monitor

3.1.3 Results

1. Navigate to: DNS »> Delivery : Load Balancing : Pools : Pool List
Click to select the branch01_dns_pool, and then click “Members”

| ONLINE (ACTIVE)

DNS » Delivery : Load

s -~ Pool List
1

@Dns ‘ESIams‘-Name

Listeners

_dns_pool

lateway_pool

Profiles

Statistics

@ Device Management

&) Network
https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/pool/list.jsp

2. Click to select “branch01_dns_pool”, and then select “Members”
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https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/pool/list.jsp

| ONLINE (ACTIVE)
I Standalone

@ SSL Orchestrator
() Local Traffic

(" 24) Acceleration

&= Device Management

&2 Network

DNS » Delivery : Load Balancing : Pools : Pool List »» Pr

4 - FProperties

Members

branch01_dns_poal

Common

() Available (Enabled) - The pool is available

Availability Requirement
Allow SNAT

Allow NAT

Action On Service Down

mbers™

Kciive

Available

ICommon
example com_dns_monitor

[ ] Health Monitor(s)
Yes

|Yes .

|None .

ICommon
== | gateway_icmp

hitp
:| hitp_head_f5
hitps

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/pool/resources.jsp?name=

/Common/branch01_dns_pool

3. Notice the health status of the existing DNS infrastructure.
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https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/pool/resources.jsp?name=/Common/branch01_dns_pool
https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/pool/resources.jsp?name=/Common/branch01_dns_pool

router01_branchD1_example com
0.1.10.31

OSINAI

OMNLINE (ACTIVE)
Standalone

DNS » Delivery : Load Balancing : Pools : Pool List »» Members : branch01_dns_pool

Members Statistics

1% ~ | Properties

Load Balancing

@ DNS Load Balancing Method [Round Robin

Delivery Pricrity Group Acfivation

GSLB Update

Zones Notice that health monitors marked one server down

Caches urre [

Settings ||Z|Stams|¢Member |AMdr&m ‘¢Sann'c Furt|¢FQDN‘¢

O Q de01.branchD1.example.com_node:53 10.1.70.200 53 Nt

% SSL Orchestrator O @  dc02.branch01.example.com_node:53 10.1.70.210 53 Ne

() Local Traffic

R Maybe that's why users are complaining. It
=) Device Management seems that a local DNS server is failing.
&= Network

TMSH

tmsh show Itm pool branch01_dns_pool detalil
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O

O |ispl_internet_vlan

. Remote Office

0
branch_vlan O ad_vlan
o] o '
o IP = 10.1.70.200
Bl —|Gw =10.1.701
© 0 DCO1

IP=10.1.71.31

O
[ o= 0170z P - 10170210
- P GW =10.1.70.1

@ GW=10.1.71.1
Workstation

DCO2

In this module we will prepare the objects required to build a transparent cache.

In the next exercise a DNS profile will reference the cache and a Listener will forward traffic to a healthy
backend DNS server
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DNS requests go to the LDNS : |
server, which recursively queries ° .
for DNS on behalf of clients. OfY'sp1_internet_vian

ol \ Branch Office

® -
- a u - -

branch_vlaﬁ ad_vlan
© 1e)
O | 1P = 10.1.70.200
=—| GW = 10.1.70.1
O
DCO1

(o} IP=10.1.71.31
|| DNS = 10.1.70.200
- = GW=10.1.711
/TR

Windows Workstation DC02

IP = 10.1.70.210
GW =10.1.70.1

Enabling a transparent cache on the BIG-IP will offload some DNS queries from being sent to the internal
DNS servers.
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BIG-IP DNS transparent
cache enabled

(o
branch_vlan

o

Windows Workstation

O
ispl_internet_vlan

If the BIG-IP has the DNS
answer in cache then the
BIG-IP will respond

0

)
o —
DCO1

IP=10.1.71.21
DNS = 10.1.70.200

ad_vlan

GW=101.711

Log into the gateway device router01.brancho1 in the branch office

Navigate to DNS »> Caches : Cache List

Create a transparent cache

IP =10.1.70.210
GW =10.1.70.1

Branch Office
- Q-

IP =10.1.70.200
GW =10.1.70.1

Setting Value
Name transparent_cache
Resolver Type Transparent
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routerl1_branch(1_example com
10.1.10.31

Hostname:

| OMLINE (ACTIVE)

DNS » Caches : Cache List »» N

General Properties

User: admin

Adminisirator

'E! II.II wm

Resolver Type ﬁ

Mame

| transparent_cache

Delivery DNS Cache
Zones I Message Cache Size | 1048576 bytes
Cache List OM
Size | | 10485760 bytes
ttings Statistics
| L] Enabled
estrator ‘ RRSet Rotate none

) Local Traffic Cancel | Repeat | Finished |

Acceleration

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/cache/create.jsp

TMSH command for router01.branch01:

TMSH
tmsh create Itm dns cache transparent transparent_cache

3.2 Listeners

A listener object is an specialized virtual server that is configured to respond to DNS queries.

We will be creating both TCP and UDP based listeners that have the same IP address of the existing DNS

server.

Note: the Workstation is configured to use 10.1.70.200 and 10.1.70.210 for DNS.

After this module students will have enabled the BIG-IP to intercept and cache DNS requests.

95


https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/cache/create.jsp

Configure the IP address of Tlo
the DNS servers as a Listener ©f|ispl.internet_vlan

- H

~ Remote Location

Lyl

.q _"-__ L LEFLER TR 1.1+ &) -
B (= o - - 5 -
: . m—— — o -

45k & 3

ol DN istener: 10.1.70.200
branch_vlan | JDNS2: Listener: 10.1.70.210

H U U200
GW =10.1.70.1

O

[P =10.1.70.210
=| GW=10.1.70.1

GW=10.1.71.1

=N\
Windows Workstation DC02

3.2.1 Log Profile

Configure DNS query and response logging.
1. Create a “Log Publisher” for local syslog.

Navigate to: System »> Logs : Configuration : Log Publishers
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| ONLINE (ACTIVE)
! Siandalone

™ default-ipsec-log-publisher

O local-db-publisher

A::l:elemﬁon [ sys-db-access-publisher
[ sys-sso-access-publisher

Device Management et |
@ Network

% SSL Orchestrator

File Manageme
Certificate Management
Disk Management
Software Management
License

Resource Provisioning
Platform

High Availability

Archives

Syst

Services
Preferences Captufed Transact

Packe] Filter Options

sFlow

Local Waffic Remote Logging

Log Filters

Lg 4 pstinations

Configuration Log Publishers O)

Bihe c Ml cthad mcsmmamla =aae

Create a local syslog publisher as shown in the table below:

Setting Value
Name local-syslog-publisher
Destinations local-syslog
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gtm1 site1 example.com
0.1.1013

| ONLINE (ACTIVE)
| Standalone

@ SSL Orchestrator

Acceleration

&= Device Management

@Netwm
System

Configuration

File Management
Certificate Management
Disk Management

Software Management

System » Logs : Configuration

General Properties

: Log Publishers

Name

Description

[ local-sysiog-publisher

Log Destinations

Selected Available

ICommon ICommon
Destinations * il alertd

local-db

=

Cancel | Repeat | Finished

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/system/log/create_publisher.jsp

TMSH

tmsh create sys log-config publisher local-syslog-publisher { destinations add { local-syslog { } } }

2. Create a “Logging Profile”

Navigate to DNS »> Delivery : Profiles : Other : DNS Logging
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https://router01.branch01.example.com/tmui/Control/jspmap/tmui/system/log/create_publisher.jsp

router01_branc hO1_example com
10.1 1

OMNLINE {ACTIVE)
Standalone

ClicksCreatex

er : DNS Logging
»  Other

|| Wizards ‘ + Name

No records to display.

@ DNS
Delete |

Listeners
GSLB DNS

Zones Load Balancing Protocol
Settings Persistence
Statistics
% SSL Orches
() Local Traffic
nfi Traffic Intelligence
@ Acceleration
Create a DNS logging profile as shown in the table below:
Setting Value
Name example_dns_logging_profile
Log Publisher local-syslog-publisher
Log Responses enabled
Include Query ID enabled
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|| ONLINE (ACTIVE)
|| standalone

Caches

Settings
% SSL Orchestrator
Q:jﬂ Local Traffic
o
Qﬁ» Traffic Intelligence

m Acceleration

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/locallb/profile/dns_log/create.jsp

DNS » Delivery : Profiles : Other : DNS Logging »» New...

General Properties

Name — | example_dns_logging_profile
Description |
Configuration
Log Publisher | local-sysiog-publisher
Log Queries b Enabled
Log Responses Enabled —
Log Fields
Include Complete Answer Enabled
Include Query ID [V Enabled df—
Include Source Enabled
Include Timestamp Enabled
Include View | Enabled

Cancel | Repeat | Finished |

TMSH

tmsh create Itm profile dns-logging example_dns_logging_profile enable-response-logging yes

include-query-id yes log-publisher local-syslog-publisher

3.2.2 DNS Profile

A DNS profile will control which features are enabled as part of processing a query.

Navigate to: DNS »> Delivery : Profiles : DNS
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https://router01.branch01.example.com/tmui/Control/jspmap/tmui/locallb/profile/dns_log/create.jsp

router01.branch01 example.com
10.1.10.31

OMLINE {ACTIVE)
Standalone

DNS » Delivery : Profiles : DNS

-~ | ONS Protocol - E!-. “create"

F % Searchl

Create...

DNS ©)

Protocol

Other

Settiggs Translation

MNameservers

% 55L Orchestrator
Keys

@ Local Traffic

Gy

5_3% Traffic Intelligence
@ Acceleration

Create a DNS profile as shown in the table below.

Setting Value

Name example.com_dns_profile
DNS Cache Enabled

DNS Cache Name transparent_cache

Use BIND Server on Big-IP Disabled

Logging Enabled

Logging Profile example_dns_logging_profile
AVR statistics Sample Rate Enabled, 1/1 queries sampled

101




router(d1. branch(1.example.com

10.1.10.31

| OMLINE (ACTIVE)
| Standalone

Delivery
GSLB
Zones
Caches

Setlings
% SSL Orchestrator
() Local Traffic
ff__i Traffic Intelligence
(%) Acceleration
fjfj Access
g Device Management
£ Network
e

DNS » Delivery : Profiles : DNS »» New DNS P

General Properties
I Name Im_
Parent Profile dns
Denial of Service Protection Custom []
Rapid Response Mode Disabled O
Rapid Response Last Action Drop O
Hardware Acceleration
Protocol Validation O
Response Cache Disabled O
DNS Features
DNSSEC O
GSLB O
DNS Express O
DNS Cache —p
DNS Cache Name [transparent cache || offe— ¥}
DNS IPV6 to IPv4 O
Unhandled Query Actions Allow O
Use BIND Server on BIG-IP —_—
DNSS Traffic
Zone Transfer Disabled O
DNS Security a
DNS Security Profile Name Select . O
Process Recursion Desired O
Logging and Reporting
Logging [Enabled [] s — /]

Logging Profile

AVR Statistics Sample Rate

|example_dns_lngging_proﬁle E
Enabled 1/ 1 queries sampled "]

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/locallb/profile/dns/create.jsp
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TMSH

tmsh create Itm profile dns example.com_dns_profile { avr-dnsstat-sample-rate 1 cache transparent_cache
defaults-from dns enable-cache yes enable-logging yes log-profile example_dns_logging_profile use-local-
bind no }

3.2.3 UDP Profile

A UDP profile controls the way the platform processes UDP traffic.
Navigate to: DNS »> Delivery : Profiles : Protocol : UDP

routerD1.branchD1.example.com D User: admin

1.1.10.31 T T} Role: Administrator

ONLINE (ACTIVE)
Standalone

DMS » Delivery : Profiles : Protocol : UDP

% ~  DNS Protocol

|| Wizards ‘% Name
Tt oudp
@ DNS
i udp_decrement_til

Listeners
GSLB
Zones Load Balancing UDFP 4 @
Caches iRules TCP

Settings

% SSL Orch
%]’j Local T

o
Q&; Traffic Intelligence

@ Acceleration
https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/profile/udp/list.jsp

Create a UDP profile as shown in the following table.

Setting Value
Name example.com_udp-dns_profile
Parent Profile udp_gtm_dns
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erl1.branch01_example.com

|

DNS » Delivery : Profiles : Protocol - UDP »» New UDP Profile...

General Properties

") 1apps
Name I example.com_udp- —
7|l Wizards Parent Profile |udp_c|1m_dns _
@ DNS Settings
Proxy Maximum Segment
Delivery s = O
GSLB Idle Timeout [Specify.. [v]| 5 seconds
Zones IP To3 | Specify... | 0
Caches Link QoS [Specify_. [0
Seftings Datagram LB Enabled
Allow Mo Payload O
% 55L Orchestrator
TTL Mode |Pro><y .
() Local Traffic Don't Fragment Mode [PMTU ]
| Traffic Intelligence cancel | Repeat | Finished |
m Acceleration

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/profile/udp/create.jsp

TMSH
tmsh create Itm profile udp example.com_udp-dns_profile defaults-from udp_gtm_dns

3.2.4 TCP Profile

A TCP profile controls the way the platform processes TCP traffic.
Navigate to: DNS »> Delivery : Profiles : Protocol : TCP

104


https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/profile/udp/create.jsp

routerD1.branchD1.example.com
10.1.10.31

ONLINE (ACTIVE)
Standalone

DHS » Delivery : Profiles : Protocol : TCP
% ~ | DNS Protocol

r ® Se:archl Create. .
‘ + Name

7z apm-forwarding-client-tcp

it apm-forwarding-server-icp

Listeners 5_profile
Profiles = DNS

Zones Load Balancing UDP
Cach Other TCP O)
Setti
Nameservers L
% 551 Orchestrator Keys Hep-lan_profile

| L1 SPinsesSion-astauie-ip

E@ Local Traffic |

i fcp

rﬂ Traffic Intelligence tcp-lan-optimized

| 1 tcplegacy
| .

(rﬁ‘] Acceleration
https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/profile/tcp/list.jsp

Create a TCP profile as shown in the following table.

Setting Value
Name example.com_tcp-dns_profile
Parent Profile f5-tcp-lan
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router01_branchD1_example com
0.1.10.31

]| ONLINE (ACTIVE)

@ SSL Orchestrator

) Local Traffic

Metwork Map
Virtual Servers
Palicies
Profiles
Ciphers
iRules
Pools
Nodes
Monitors
Traffic Class

Address Translation

Acceleration

@ Device Management

£2) Network

Local Traffic » Profiles : Protocol : TCP »» New TCP Profile...

General Properties

User: admin

MName lm

Parent Profile [B-tcp-tan

Timer Management
Close Wait | Specify... |s seconds
Fin Wait 1 [Specity... [¥]| 5 seconds
Fin Wait 2 [Specity... | 300 seconds
Idle Timeout [Specity.—T+] | 300 seconds
Keep Alive Interval [Specity..[~] | 1800 seconds
Minimum RTC 200 milliseconds
Reset On Timeout & Enabled
Time Wait | specity... | 2000 milliseconds
Time Wait Recycle Enabled
Zero Window Timeout | Specify... | 20000 milliseconds

Memory Management

Auto Proxy Buffer
Auto Receive Window
Auto Send Buffer

Proxy Buffer High

Proxy Buffer Low

O

O

O
65635  bytes
32765 bytes

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/profile/tcp/create.jsp

TMSH

tmsh create Itm profile tcp example.com_tcp-dns_profile defaults-from f5-tcp-lan

3.2.5 UDP Listener

A UDRP listener is an IP address that will receive DNS queries.

Navigate to: DNS »> Delivery : Listeners : Listener List
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ame: nouterD1.branchD1.example.com
10.1.10.31

| ONLINE (ACTIVE)

User. admin

Role: Administrator

DNS » Delivery : Listeners : Listener List

% - | Listener List

Statistics (=] \

"} iapps F

‘estate|¢Name

MNo records to display.

@ DNS
Enable | Disable | Delete... |

GSLE, iles
s Load Balancing
Cac iRules
Settings Translation
Nameservers

% 551 Orchestrator
Keys

ﬁ:j’j Local Traffic

o

I% Traffic Intelligence

m Acceleration

Statistics

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/listener/list.jsp

Create two UDP listeners according to the tables below:

Setting Value

Name DCO1_udp_53_virtual
Destination Address 10.1.70.200

Service Port DNS 53

VLAN and Tunnel Traffic -> Enabled on.. branch01_vlan

Protocol UDP

Protocol Profile (Client) example.com_udp-dns_profile
DNS Profile example.com_dns_profile
Default Pool branch01_dns_pool

Setting Value

Name DCO02_udp_53_virtual
Destination Address 10.1.70.210

Service Port DNS 53

VLAN and Tunnel Traffic -> Enabled on.. branch01_vlan

Protocol UDP

Protocol Profile (Client) example.com_udp-dns_profile
DNS Profile example.com_dns_profile
Default Pool branch01_dns_pool
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% 551 Orchestrator
[j:j’j Local Traffic

o

g% Traffic Intelligence

Acceleration

Il Access

= Device Management

System

User. admin

DNS » Delivery : Listeners : Listener List »» New...

General

Name _*| DCO1_udp_53_virtual

Description

|State

|
| Enabled .

Listener: |Advanced

Destination

Senvice Port

Type: @ Host O Network

m— Address:| 10.1.70.200

[ons  [+] =2

VLAN Traffic e [Enabled on__ ||

Selected

Available

isp2_site1_vlan
isp2_site?_vlan W

ICommon ispi_sitei_vlan
WLANS and Tunnels “l ispi_site2_vlan A

socks-tunnel

Source Address Translation None

Address Translation U] Enabled

Port Translation LI Enabled

Route Advertisement [ Enabled

Auto Last Hop Default

Last Hop Pool |None
Servie: | Advanced

Protacol - —

Protocol Profile (Client) | example.com_udp-dns_profile A

Protocol Profile (Server) |iUse Client Profile)

DNS Profile |example.com_dns_profile —
Load Balancing

Default Pool |branch01_dns_pool —

Default Persistence Profile None

Fallback Persistence Profile None

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/locallb/virtual_server/create.jsp

TMSH
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tmsh create gtm listener DCO1_udp_virtual address 10.1.70.200 port 53 ip-protocol udp pool
branch01_dns_pool profiles add { example.com_dns_profile example.com_udp-dns_profile } vlans add {

branch01_vlan } vlans-enabled

TMSH

tmsh create gtm listener DC02_udp_virtual address 10.1.70.210 port 53 ip-protocol udp pool
branch01_dns_pool profiles add { example.com_dns_profile example.com_udp-dns_profile } vlans add {

branch01_vlan } vlans-enabled

3.2.6 TCP Listeners

A TCP listener is an IP address that will receive DNS queries.
Navigate to: DNS »> Delivery : Listeners : Listener List

routerD1.branchD1.example.com D Uzer: admin
0.1.10.31 Ti

| oNLINE (AcTIVE)

DMS » Delivery : Listeners : Listener List

1% - | Listener List Statistics

7| Wizards ‘ < State | + Name
Mo records to display.
@ DNS
Enable | Disable | Delete _ |
Listener List O)
GSLA, lles Statistics
] Load Balancing
Cac iRules
Settings Translation
Mameservers

% SSL Orchestrator

Keys

ﬁ:ﬁ Local Traffic

o

QR Traffic Intelligence
@ Acceleration

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/listener/list.jsp

Create two TCP listeners according to the table below:
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Setting Value

Name DCO1_tcp_53_virtual
Destination 10.1.70.200

Service Port DNS 53

VLAN and Tunnel Traffic -> Enabled on.. branch01_vlan

Protocol TCP

Protocol Profile (Client) example.com_tcp-dns_profile
DNS Profile example.com_dns_profile
Pool branch01_dns_pool

Setting Value

Name DCO02_tcp_53_virtual
Destination 10.1.70.210

Service Port DNS 53

VLAN and Tunnel Traffic -> Enabled on.. branch01_vlan

Protocol TCP

Protocol Profile (Client) example.com_tcp-dns_profile
DNS Profile example.com_dns_profile
Pool branch01_dns_pool
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| ONLINE (ACTIVE)

@ SSL Orchestrator
() Local Traffic

rf_‘g Traffic Intelligence
@ Acceleration

rjj] Access

@ Device Management
£2) Network

System

User: admin
Administrator

DNS » Delivery : Listeners : Listener List »» New...

General
Name s—] DC01_icp_53_virlual
Description |
‘ State |Enabled .
Listener: |Advanced
o Type:  ® Host O Network
Destination
—> Address: | 10.1.70.200
Service Port [ons | 53
VLAN Trafic st [Erzbled on. ||
Selected Available
ICommon [Common
WLANs and Tunnels ==| | AD_vian ~
external_vlan
== | hitp-tunnel W
Isp1_sited_vlan
Source Address Translation None
Address Translation [ enabled
Port Translation [ Enabled
Route Advertisement [1Enabled
Auto Last Hop Default
Last Hop Pool |None
Service: |Advanced
Protocol [TCPTY] tf—

Protocol Profile (Client) |examp|e.com_tcp—dns ,_profile

_

Protocol Profile (Server) |(Use Client Profile)

DNS Profile

|example.com_dns_profile

Load Balancing

Default Pool |branch01_dns_pool
Default Persistence Profile Mone
Fallback Persistence Profile None

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/listener/create.jsp

TMSH
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tmsh create gtm listener DCO1_tcp_virtual address 10.1.70.200 port 53 ip-protocol tcp pool
branch01_dns_pool profiles add { example.com_dns_profile example.com_tcp-dns_profile } vlans add {
branch01_vlan } vlans-enabled

TMSH

tmsh create gtm listener DCO02_tcp_virtual address 10.1.70.210 port 53 ip-protocol tcp pool
branch01_dns_pool profiles add { example.com_dns_profile example.com_tcp-dns_profile } vlans add {
branch01_vlan } vlans-enabled

https://support.f5.com/kb/en-us/products/big-ip_ltm/manuals/product/bigip-dns-cache-implementations-11-3-0/
2.html

3.2.7 Results

1. From the jumpbox open a command prompt, perform several recursive queries to your new listener to
test.

Repeat some of the same queries multiple times

dig www.f5.com

dig www.wikipedia.org
dig www.ncsu.edu

dig www.example.com

2. Viewing Cache Entries

Navigate to: DNS »> Caches : Cache List »» Properties : transparent_cache
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|| ONLINE (ACTIVE)
| standalone

Caches

Settings
% 55L Orchestrator

() Local Traffic

Acceleration

@ Device Management

E2) Network
System

DNS » Caches : Cache List »» Properties : trans

1% ~ | Properties LOGE LONES 25 | Statistics B}
[ |

General Properties

RRSet Rotate

Name transparent_cache
Resolver Type Transparent (Mone)
n—— ‘g g
A [ [ ) | N 1 [ b
DNS Cache N -

Message Cache Size fin4s578 x  bytes

Resource Record Cache Size 10485760 bytes
Answer Default Zones Enabled

|ncne .

Update | Delete... |

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/cache/properties.jsp?name=
%2FCommon%2Ftransparent_cache

Navigate to: Statistics »> Module Statistics : DNS : Caches »> Caches

[ outer01.branchD1.example con
=101

I
]| ONLINE (ACTIVE}
5 || standalone

Dashboard
Module Statistics
Analytics

Performance
iApps
@ DNS
g% 5L Orchestrator
[ vLocal Trafic
Acceleration
£ Device Management
£2) Network
System

er. admin

Statistics » Module Statistics : DNS : Caches »

es

DNS ~ | Local Traffic Network

Display Options
Statistics Type
Data Format
Auto Refresh Refresh|
UCommonm'ansparent_cac he M Reset Saerr.hl | DNS Queries | | Failures
|-Name ‘Pammn!Pam |De|ail5 ‘#Queries|¢Respanses|¢Svnc‘%Async|¢R%olve|¢Connect|¢:
[0 transparent_cache Common View... 7 4 4 a 0 0 0

Reset | Clear Cache

Click View
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Navigate to: Statistics >>» Module Statistics : DNS : Caches »> Caches : transparent_cache

Hostname: router01.branch01.example.com
IP Address: 10.1.10.31

]| ONLINE (ACTIVE)
|| Standalone

—‘ Statistics
Dashboard
Maodule Statistics
Analytics

Performance
rj‘,} iApps
%4 Dns
E SSL Orchestrator
r‘:_‘ﬂ Local Traffic

' { )i Acceleration

w

Device Management

=1 Network

i
1)

[E%] system

{

Date: Jun 27, 2017 User: admin
Time: 12:52 PM (CDT} Role: Administrator

Statistics » Module Statistics : DNS : Caches » Caches : transparent_cache

{4 ~  Summary
—

Display Options

Data Format

Auto Refresh

<< Back | _Clear Statistics

Query Details
Queries
Responses
Synchrencus Responses

Asynchronous Responses

Failure Details
Resolve
Connection
Server

Send

Cache Details
DNS Message Cache

Resource Record Cache

Forwarder Activity
Queries

Responses

Response Policy

Rewrites

IDisaDIed . Refresh|

7
4
4
0

0

0

0

0

its Misses Inserts

3 0

0 15 0

0

0

0

Updates Evictions

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/cache/stats_detail.jsp?name=
/Common/transparent_cache

TMSH

tmsh show Itm dns cache records rrset cache transparent_cache

ow ltm dns

ple.com

TMSH

show Itm dns cache transparent transparent_cache

3. Clearing Entire Cache
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Navigate to Statistics > Module Statistics > DNS > Caches

Set “Statistics Type” to “Caches”.

Select the cache and click “Clear Cache” to empty the cache.

3.3 Hidden Master

The internal DNS servers are authoritative for example.com so we need to slave the zone to the BIG-IP.

After this module is complete the BIG-IP will become an authoritative slave.

The Domain controllers are ,

Authoritative for example.com.

Root Nameservers

Configure F5 DNS to slave the o
zone example.com from the D] |ispl.internet vian
Fr s " o
Hidden Masters | Remote Office

o DNS1 Listener: 10.1.70.200
branch_vlan DNS2: Listener: 10.1.70.210 Ol| Hidden Masters
© 0
o Zone example.com: I[P =10.1.70.200
slaved to BIG-IP | —=2|ew =101701
O
0
o IP=10.1.71.31 DCo1
DNS1 = 10.1.70.200 ] ~
i Ijl DNS2 = 10.1.70.210 OI_ P =10.1.70.210
GW =101.70.1

E GW=10.1.?1.1
Windows Workstation

DC02

https://support.f5.com/kb/en-us/products/big-ip_Itm/manuals/product/dns-services-implementations-11-6-0/
2.html#unique_1658664851

3.3.1 Name Server

Define the Active Directory server as a nameserver and initiate a zone transfer.

Navigate to DNS »> Delivery : Nameservers : Nameserver List
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router01.branch1.example.com

| ONLINE (ACTIVE)
| Standalone

DNS » Delivery : Nameservers : Names
5 -~ Nameserver List
I

F x Search|
‘AName |¢m‘¢Put|¢TSIGKB
Listeners
GSLB Profiles
Zones Load Balancing
Caches iRules
Settings Translation
Nameservers 4
% $5L Orchestrator . Statistics

E@ Local Traffic
(© 24) Acceleration
% Device Management

=) Network

Create a nameserver according to the following table:

Setting Value
Name dc01.example.com
Address 10.1.70.200
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gtm 1 site1. example.com
10.1.10.13

| OMLINE {ACTIVE)

Delivery
GSLB
Zones
Caches

Settings
(33 sSL Orchestrator
(' 25) Acceleration

@ Device Management

£2) Network

(%] system

Date; J
T me: ‘I

DNS » Delivery : Nameservers : Nameserver List »» New Name

Address ﬂ  10.1.70.200 x

Service Port ‘ | 53 | Other:
Configuration
Route Domain i
TSIG Key |None .

Cancel | Repeat | Finished |

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/nameserver/create.jsp

TMSH

tmsh create Itm dns nameserver dcO1.example.com { address 10.1.70.200 }

3.3.2 DNS Express

The zone example.com is served from the high performance authoritative resolver.

Navigate to DNS »> Zones : Zones : Zone List
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| ONLINE (ACTIVE}
| standalone

DMNS » Zones : Zones : Zone List
s . Zone List Statistics
I
- \
E I ® Sean:h' Create.
gnﬂs “-Name I:RnsumsePuicy|=ParﬁﬁmfPam
Delivery No records to display.

GSLB

Statistics

Caches

Settings
% S5L Orchestrator
) Local Traffic
! #4) Acceleration
% Device Management

&2) Network

Create a DNS Express zone according to the following table:

Setting Value

Name example.com
Server dc01.example.com
Allow NOTIFY From 10.1.70.200
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gtm 1 site1. example.com Date: Ju
10.1.10.13

| ONLINE (ACTIVE)
| standalone

DNS » Zones : Zones : Zone List » New Zone...

@ DNS
DNS Express
Delivery Server dhcm .example.com
GSLB Availability Unknown
Zones State |Enab{ed .
Caches Notify Action Consume
Settings

Address: I— ﬂl

& S5L Orchestrator

Allow NOTIFY From
(1 &%) Acceleration
— Delete
Device Management —I
Verify Notify TSIG ]
£32) Network Response Policy O
[f%] System Zone Transfer Clients

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/zone/create.jsp

TMSH

tmsh create Itm dns zone example.com { dns-express-allow-notify add { 10.1.70.200 } dns-express-notify-
tsig-verify no dns-express-server dc01.example.com }

https://support.f5.com/kb/en-us/products/big-ip-dns/manuals/product/bigip-dns-services-implementations-12-1-0/
1.html#guid-977cd16a-5d12-4b1e-964c-5d8206f647ed

3.3.3 Results

The BIG-IP will now be an authoratative slave for the example.com zone. This protects the master as well
as increases performance utilizing the BIG-DNS delivery engine.

1. Click on the newly created DNS Express zone and make sure it is showing green for ‘Available’
indicating that the initial AXFR transfer was successful.

DNS Express

‘ Server ‘ dc01.example.com

‘ Availability | () Available (Enabled) - Successful AXFR _
| | —
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2. Using putty from the taskbar, log in to router01.branch01.example.com.

Run the following command to see the contents of the DNS Express database:

dnsxdump | less

Examine the results

de0l.example.com hos

example . com. [\ B 10.1.70.200

exatp le. com. ] =] dell.exarmple. com

3.4 DNSSec

example.com is slaved from the internal | |O
DNS servers, and DNSSec signed. ©

Remote Office

O
branch_vlan

o

example.com O

Workstation
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3.4.1 Zone Signing Key

Navigate to: DNS »> Delivery : Keys : DNSSEC Key List

| ONLINE (ACTIVE)
| Standalone

DMS » Zones : DNSSEC Zo DNSSEC Zone List

% -~ DNSSEC Zone List | Stalis

Listeners
Profiles M
Zones Load Balancing
Caches iRules
Setlings Translation

MNameservers

TSIG Key List

DNSSE" Key List (3)

=) Network

Create zone signing key according the following table:

Setting Value

Name example.com_zsk
Type Zone Signing Key
Key Management Manual
Certificate default.crt

Private Key default.key
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routerD_branchO1 . example.com

3

DNS » Delivery : Keys : DNSSEC Key List »» New DNSSEC Key...

General Properties

@ iApps I Name |example_ccm_kskj x —
&3 ons Type p

Delivery State |Enabled .

GSLB Hardware Security Module None

Zones Algorithm

Caches Key Management <

Sefttings

Key Settings

{% S$SL Orchestrator Cerfificate default.cri <
3 Local Traffic Private Key |default key <

(I %) Acceleration cancel | Repeat | Finished |

@ Device Management

E2) Network

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/dnssec_key/create.jsp

TMSH
tmsh create Itm dns dnssec key example.com_zsk key-type zsk certificate-file default.crt key-file default.key

3.4.2 Key Signing Key

Navigate to: DNS »> Delivery : Keys : DNSSEC Key List
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https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/dnssec_key/create.jsp

OMLINE (ACTIVE)
Standalone

es : DNSSEC

4 ~ DMNSSEC Zone List

Listeners
Profiles M
Zones Load Balancing
Caches iRules
Setlings Translation

Nameservers
TSIG Key List
DNSSE” Key List (3)

=) Network

Create a key signing key according to the following table:

Setting Value

Name example.com_ksk
Type Key Signing Key
Key Management Manual
Certificate default.crt

Private Key default.key
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router(1_branch01. example com

0.1.10.31

| OMLINE (ACTIVE)
| standalone

DNS » Delivery : Keys : DNSSEC Key List »» New DNSSEC Key...

General Properties

@ R I MName |example_com_lcsk _
= Wizards Type [Key Signing Key [v] 4 —
@ T State [Enabled [¥]
) Hardware Security Module None
Delivery
i v
asLB Algorithm RSA/SHAT |v|
Zones Key Management |Manual . _
Caches Key Settings
Settings Certificate [defaultcrt [V t—
% 5L Orchestras Private Key [default key [V t—

Cancel | Repeat | Finished |

[‘E{j Local Traffic
Fti Traffic Intelligence
(* 24) Acceleration

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/dnssec_key/create.jsp

TMSH commands for Key Signing key creation:

TMSH

tmsh create Itm dns dnssec key example.com_ksk key-type ksk certificate-file default.crt key-file default.key

3.4.3 Signed Zone

Navigate to: DNS »> Zones : DNSSEC Zones : DNSSEC Zone List
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https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/dnssec_key/create.jsp

router1 _t;raru'.hm _example.com 1 T =EN M Common

OMLINE (ACTIVE)
Standalone

DN5 » Zones : DNSSEC Zones : DNSSEC Zone List

% ~ | DNSSEC Zone List

[
iApps

@ r » Search'
@ DNS ‘ (| Status |- Name

Delivery No records to display.

Enable | Disable | Delete..
GSLB
Zones
Caches DNSSEC Zones DNSSEC Zone List (3)
Settings

% S5L Orchestrator
@ Local Traffic

Acceleration

— )
Device Manageme:
=

£2) Network
https://router01.branch01.example.com/tmui/Control/form?__handler=/tmui/dns/dnssec_zone/list&
source=delete_confirm& linked=false& _fromError=false

Create DNS Express zone signed by DNSSEC

Setting Value

Name example.com
Zone Signing Key example.com_zsk
Key Signing Key example.com_ksk
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https://router01.branch01.example.com/tmui/Control/form?__handler=/tmui/dns/dnssec_zone/list&__source=delete_confirm&__linked=false&__fromError=false
https://router01.branch01.example.com/tmui/Control/form?__handler=/tmui/dns/dnssec_zone/list&__source=delete_confirm&__linked=false&__fromError=false

routerD1.branchD1.example.com
10.1 )

] ONLINE (ACTIVE)

| standalone

DNS » Zones : DNSSEC Zones : DNSSEC Zone List »» New DNSSEC Zone...

General Properties: I Basic . example.com

g iavps
Name | example.com
@ DNS State [Enabled [¥]
Delivery Keys
GSLB Active Available
Zones ICommon

Zone Signing Key example.com_zsk

== |
Caches |
==
Settings
Available
<< |
=5y |

{Common
example.com_ksk

Active

@ S5L Orchestrator
Key Signing Key

EE]':] Local Traffic

Acceleratiml Cancel | Repeat | Finished

@ Device Management

E2) Network
TMSH commands for DNSSEC signed zone creation:

TMSH
tmsh create Itm dns dnssec zone example.com keys add { example.com_ksk example.com_zsk }

3.4.4 Results

From the CLI on the router01.branch01 BIGIP run tail -f /var/log/ltm

From the Workstation CMD prompt run: “dig example.com +dnssec”
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C:N\Userssuser.EXAMPLE>»dig example.com +dnssec

<€2>> DiG 2.3.2 <<{>> example.com +dnssec

s global options: printcmd

; Got answer:

5 —>>HEADER<<- opcode: QUERY. status: WOERROR. id: 614

5 flags: gr aa »d; QUERY: 1, AMSWER: 2. AUTHORITY: 2. ADDITIOMAL: 3

; OPT PSEUDOSECTION:

EDMS: version: B, flags: do; udp: 4896
55 QUESTION SECTION:
;example.com. IN

;5 ANSYWER SECTION:

example .com. n s} IN A 18.1.78._288

example ..com. 688 IN A7 2 688 201707252602837 2017871
8202837 64508 example.com. meABjS54Ex3vhrSxnx5¥mlJ+yd+J3RAP4r2P4Nc JyAKZo  NpuFf21 /|
UBp +RFJ?TmoETZMUSHgpAbWwzEY2UUYAkUUmZ 0 ?hrgf Gdpd=Icl6UMgY2./d Hbhx511Q3rrLe+thUhpZ
dHBue DBUm1S K ghBY¥ TxPUf cGDWUCEthCHbe 35RS gqSHMRLOTwCGexBAib /47 hNL6oXJHSnDGNs o GT S ~ke ZW|
qdf6DI0vk1?Bpt RPgBKJ3IFAPRnA pgs x5 lgend3QLI udnWOGijGa0ZUbAVN4hGd 1yn2 hOxgl, xTFf FERC)
M8 i HAZh3FrTGtRCTkf z2c00JDKc? +uGzRuFEHhms Y01 4NEK? 2 yPRku==

55 AUTHORITY SECTION:

example.com. 3688 IN NS dcAl .example .com.

example .com. 3680 IN RRSIG NS 7 2 36D8 2017A725202837 28170
7182082837 64508 example.com. MFjHTouMuAf4Gpu15aFD6eP+C7AR JARZFGKI Rs4G3ullgNU T y4MmN

N28kS QGg2BuwSI? eNnTAv jsmgyAQusdlSvl64@8JE8bM4ile IUTQBMBNAiBSA31 yFi2Cs /Hbh0ZGaR0x1
MI xKFrgkbssNh t501Gq0QI akl #dCLSN4Dmeh6 0 Hsrdz=NxRa?4RFQ1 0QyFhAcKAHgenWT gdohbelsw|
) 0 d L O ) . : O DN 0 0 1 oMo b A AM E B 1 w L b

=

017a7
NpwF
=DETml

3.5 Validating Resolver

3.5.1 Trust Anchors

Create a trust anchor to validate content in a DNS response.

Using Putty, ssh into router01.branch01 and run the following command:

bigipl site2 | ! bigip2. sit

2. admin
le: Administrator

V2400000

ones : DNSSEC Zone L
Statistics

Seamh'

TMSH
dig dnskey . | grep 257 > /root/dnskey.txt

dnssec-dsfromkey -f /root/dnskey.txt .
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# routerol

#
#
#
#
#
#
#
#
#
#
#

Navigate to: DNS »» Caches : Cache List »> validating-resolver_cache : Trust Anchors

Select the validating-resolver_cache and click “Trust Anchors”

Hostname: gtm1 site1.example.com Date; Jul 21, 2017 User: admin
IP Addre=s: 10.1.10.13 Time: 1:28 AM (CDT) Role: Administrator

|| ONLINE (ACTIVE)
| standalone

(SR Commor

DMNS » Caches : Cache List

J Statistics #¥ ~ | Cache List Statistics

=1 iApps

o T § Search'

“s 4 DNS ] Resolver
Delivery 0 “alidating |
GSLE Delete... |
Zones . . . . .

Eliek "validating-resalver_cache"
T

Settings atistics

(] SSL Orchestrator
A

Acceleration

Il

Device Management

Network

il

[B%] system

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/cache/trust_anchor/list.jsp?name=
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https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/cache/trust_anchor/list.jsp?name=%2FCommon%2Fvalidating-resolver_cache&tab=dns_cache_validating_config
https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/cache/trust_anchor/list.jsp?name=%2FCommon%2Fvalidating-resolver_cache&tab=dns_cache_validating_config
https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/cache/trust_anchor/list.jsp?name=%2FCommon%2Fvalidating-resolver_cache&tab=dns_cache_validating_config

%2FCommon%:2Fvalidating-resolver_cache&tab=dns_cache_validating_config

| OMLINE (ACTIVE)
! standalone

DNS » Caches : Cache List »» Trust Anchors : validating-res

Trust Anchors
- W
@ iApps
Trust Anchors Add._ |
@ Ous | Trust Anchor
Delivery No records to displa
GSLB Remaove |

p— Click "Trust Anchors” Click "Add"

Caches

Setlings
% S55L Orchestrator
( %) Acceleration
% Device Management

£ Network

(%] system
For each line of output from the preceding command create a “Trust Anchor”
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https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/cache/trust_anchor/list.jsp?name=%2FCommon%2Fvalidating-resolver_cache&tab=dns_cache_validating_config
https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/cache/trust_anchor/list.jsp?name=%2FCommon%2Fvalidating-resolver_cache&tab=dns_cache_validating_config
https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/cache/trust_anchor/list.jsp?name=%2FCommon%2Fvalidating-resolver_cache&tab=dns_cache_validating_config

DNS » Caches : Cache List

Add Trust Anchor

I Trust Anchor I . IN DS 12036 & 1 B255BD09DCEDD59F0EOFODE541B3323D0936DFEE

Cancel| Repeat Finishedl

2|

1z

o,

# router0l

Hobo— o— o

e wvalidating-res

H o= = —

[
[
[
[
[

DMNS » Caches : Cache List » Trust Anchors : validating-resolver_cache

5~ Properties Trust Anchors DLV Anchors Local Zones Forward Zones Response Policy Zones

Statistics =

Trust Anchors Add... |

+'| | Trust Anchor

i1 IN DS 19036 8 1 B256BD09DCEDDSIFOENFODE541B83280DI860FEE

[ .IN DS 19036 & 2 49AAC11D7BEFG446702E54A1607371607A1A41855200FD2CE1CDDE32F24ERFBS
] .INDS 20326 & 1 AE1EASBOT4DACASABTA0BD03IEICEDTEBFCED1724

[0 1N Ds 20326 8 2 EDGD44B20BAF1D39A05C0BODTCE5D02458E830409BBCHE83457104237CTFRECAD

Remove |

tmsh modify ltm dns cache validating-resolver validating-resolver_cache trust-anchors
—replace-all-with { ". IN DS 19036 8 1 B256BD09DCSDD59FOEOF0D8541B8328DD986DF6E" ". |
—IN DS 19036 8 2 49AAC11D7B6F6446702E54A1607371607A1A41855200FD2CE1CDDE32F24E8FBS" ".
— IN DS 20326 8 1 AE1EA5B974D4C858B740BDO3E3CED7EBFCBD1724" ". IN DS 20326 8 2,
—E06D44B80B8F1D39A95C0BOD7C65D08458E880409BBC683457104237C7F8EC8D" '}
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3.5.2 Modify DNS Profile

In order to activate the new “Validating Resolver”, modify the DNS profile example.com_dns_profile.
Navigate to: DNS »> Delivery : Profiles : DNS

OMLINE (ACTIVE)
Standalone

DNS » Delivery : Profiles : DNS
s ~ | DNS Protocol

Selecta-@xample.com dns_profile~—

| Wizards ‘- Mame
it dns
@ DNS
[ examplecom_dns_profile
NNS (O]
3
otocol
iRules Other

Translation

Mameservers

% SSL Orchestrator
Keys

@j Local Traffic

o
,% Traffic Intelligence

m Acceleration
Select the profile “example.com_dns_profile”

Modify the DNS profile to activate the new validating-resolver_cache.
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Uszer: admin

DNS » Delivery : Profiles : DNS » Properties ample.com_dns_profile

% ~ | Properties

| i&h IADDS
General Properties
7| wizards Name example.com_dns_profile
Partition / Path Common
@ DNS
Parent Profile dns
Delivery
GSLB Denial of Service Protection
Rapid Response Mode IDisabIe{j .'V
Zones = V]
Caches Rapid Response Last Action Drop
Settings Hardware Acceleration
Protocol Validation Disabled

% 551 Orchestrator
Response Cache Disabled | v

1

() Local Traffic n

Select the ~validating-resolver. cache™

~ DNS Features e — e
E% Traffic Intelligence DNSSEC
CEE TR GSLB Enabled
~ DNS Express
o Access
DNS Cache Enabled
LSRR SRS | validating-resalver_cache
L£2) Network DNS IPvE to IPv4
System Unhandled Query Actions Allow
Use BIND Server on BIG-IP Disabled
DNS Traffic
Zone Transfer
DNS Security
DNS Security Profile Name Select...

Logging and Reporting

Process Recursion Desired |Enabled .

Logging Enabled
Logging Profile |example_dns_logging_profile
ANVR Statistics Sample Rate Enabled 1/ I 1 queries sampled
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https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/profile/dns/properties.jsp?name=
/Common/example.com_dns_profile

TMSH

tmsh modify Itm profile dns example.com_dns_profile cache validating-resolver_cache

3.5.3 Resulis

From the CLI on the router01.branch01 BIGIP run
tail -f /var/log/Itm

From the Workstation CMD prompt run: “dig ghghghghg.com”

Usersuser . ERAMPLE»

Uzersuzer . EXAMPLE»

“Uzerssuszer.EXAMPLE>
HC:“Userssuser.ERAMPLE>digy ghghghghg.com

5 442> DiG 92.3.2 <<{>> ghghghghgy.com
B:: global options: printcmd
Got answer:
=>>HEADER<{<— opcode: QUERY, status: NADOMAIN, id: 1644
flags: gr rd ra; QUERY: 1. ANSWER{ A.)AUTHORITY: 1. ADDITIONAL: 9

! QUESTION SECTION:
M - shghghghg.com. IN

53 AUTHORITY SECTIONM:
COom. 208 IN S0A a.gtld-servers.net. nstld.verisi
gn—grs.com. 1580763251 188@ 70@ 6A4808 B64P8 at

53 Query time: 124 msec
SERVER: 18.1.70.208#53¢10.1.708.208>
WHEN: Sat Jul 22 17:41:25 2817
MSG SIZE rcud: 184

C:sUserssuzer . EXAMPLE>

17:41:24 routerOl.hb . ple.com oid
none: cgquer gl IN L + 1.70.
H 124 routerO0l.branchil.e rple.com oid
1644 to 10.1.71.101 i g o T empty

[]
From the Workstation CMD prompt run: “dig google.com”
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https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/profile/dns/properties.jsp?name=/Common/example.com_dns_profile
https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/profile/dns/properties.jsp?name=/Common/example.com_dns_profile

C:slserssuser.EXAMPLE>
C:sUserssuser EXAMPLE>
C:sUserssuser . EXAMPLE>
HC:-~Uzerssuser. EXAMPLE>
C=N\Userssuser.EXAMPLE}dig google.com

<€2>> DiG 2.3.2 <<{>> google.com

global options: printcmd

Got answer:

—>»>HEADER<{<— opcode: QUERY, status:-WOERROR, id: 448

flags: gr rd ra; QUERY: 1. AMSWER:( 1, AUTHORITY: 8. ADDITIOMAL: @

d:: QUESTION SECTION:
sgoogle _com. IN
3o ANIWER SECTION:
google.com. 388 IH 216.58.218.238
Query time: 77 msec
SERVER: 18.1.70.200#53¢1A.1.78.208>

WHEN: Sat Jul 22 17:3%:11 2817
MSG SIZE rcud: 44

C:xlserssuser. ERAMPLE>

er0l info tmm[l

1.branchll.example.com gid

ample.com gid

From the Workstation CMD prompt run: “dig dnssec-deployment.org +dnssec”
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C:sUserssuser.EXAMPLE>dig dnssec—deployment.org +dnssec

<<>» DiG 2.3.2 <<>> dnssec—deployment.org +dnssec

global options: printcmd

Got answer:

—>>HEADER<<{— opcode: QUERY, status: NOERROR. id: 1568

flags: gr vd ra ad; QUERY: 1, ANSWER{ 2.)AUTHORITY: 6. ADDITIONAL: 1

OPT PSEUDOSECTION:

EDMS: verzion: B, flags: do;: udp: 48%6
QUESTION SECTION:

nssec—deployment .oryg. IN A

;5 ANSWER SECTION:

dnssec—denloyr t-org. 294 IN A 46.43.37.18
dnssec—deployment .org. 294 IN RREIG A5 2 388 20178801204001 2017874
BZB4801 36518 dnssec—deployment.org. fceSC4irvEKmApBc+39r¥tx+tilzp?cPhel /MRUeGP?gun
WNMEGNFEuJuwll +eBsy6oNRNU1B4malW7vY@bmudkgsET20kUCc EPO0O/BzY " RFPHmzBsG5N Bxhg+BLe i
MUY p/gh+DX At GQUHuMgn6Z30eqD4Ut 6 FJEc LuyGEDBc RYNE yBc =

55 AUTHORITY SECTION:
dnssec—deployment.org. 2974 IN nzl.seal.afilias—nst.info.
dnssec—deployment .org. 294 IN nsl.mial.afilias—-nst.info.
dnssec—deployment.org. 294 nsl.yyzl.afilias—nst.info.
dnssec—deployment.org. 294 nzl.hkgl.afilias—nst. 1nfo.
dnssec—deployment .org. nzl.amsl.afilias—
dnssec—deployment .org. NS 5 2 308 281708

S

13:07:46 routerl i1 3]: 7 f145 0 rol.branchil.e om oid
o 10.1.71.11 : H iew none: H C 7 ' Lo+ (10.1.70.

From the Workstation CMD prompt run: “dig dnssec-failed.org +dnssec”
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C:slUserssuser . ERAMPLE>dig dnssec—failed.org +dnssec

<<>> DiG 9.3.2 <<{>> dnssec—failed.ory +dnessec
globhal options: printcmd
G

ot answer:
—>>HEADER<<— opcode: QUERY, statv4: SERUFAIL, id: 635
flags: gr »d ra; QUERY: 1. ANSWEN: 9O, AUTHORITY: A, ADDITIONAL: @

QUESTION SECTION:
nesec—failed.org. IN

Ear

Query time: 15 msec

SERUER: 1P8.1.70_200#53¢108_1._.70._2808>
WHEN: Thu Jul 280 11:49:38 2817

MS8G SIZE wcud: 35

C:sUserssuser. ERAMPLE>

routerll. branchil.e coom oogid

Jcom ogid 63

http://www.internetsociety.org/deploy360/resources/dnssec-test-sites/

Configure a validating resolver cache on the BIG-IP® system to recursively query public DNS servers,
validate the identity of the DNS server sending the responses, and then cache the responses.

After completing this lab students will entirely offload DNS queries from internal masters.
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http://www.internetsociety.org/deploy360/resources/dnssec-test-sites/

Root Nameservers

Moving DNS services onto the F5
means that no DNS requests will G .
reach the internal DNS servers. ispl_intemet_vian

Remote Office

rrarrarraern

DNS1 Listener: 10.1.70.200
DMNS2: Listener: 10.1.70.210 O ad_vlan

O
branch_vlan

y O

o

IP=10.1.7131 "

IP =10.1.70.200
O =|GW =10.1.701

o _
DNS1 = 10.1.70.200 |, 1P = 10.170.210
DNS2 = 10.1.70.210 GW = 10.1.70.1
Gw=10.1.71.1 Tt
: DC02
Workstation
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-JoV nameservers

The BIG-IP firewall validates the
DNSSec identity of the signed queries

Remote Office

= -

branch_vlaﬁ O ad_vlan
Q 1o
o fo| ™ =
o] .
whitehouse.gov O DCO1
°|-—-
DC02

Workstation

Navigate to DNS »> Caches : Cache List
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router01_branchD1.example.com

OMLINE (ACTIVE)
Standalone

DMNS » Caches : Cache List

#+ ~  Cache List Statistics

§ ® Se:an:hl

+ Name

Mo records to display.

Delete. .. |

Statistics

ﬁ Acceleration

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/cache/list.jsp

Create a validating resolver cache according to the table below:

Setting Value

Name validating-resolver_cache
Resolver Type Validating Resolver
Answer default zones Checked - Enabled
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https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/cache/list.jsp

General Properties

Mame | validating-resolver_cache _
REesolver Type |‘-.falida1ing Resolver —
Route Domain Name 0
DNS Cache
Message Cache Size I 1048575 bytes
Resource Record Cache Size | 10435760 bytes
Name Server Cache Count | 16536 entries
DNSSEC Key Cache Size | 1048576 bytes
Answer Default Zones Enabled —
RRSet Rotate none
DNS Resolver
Use IPv4 Enabled
Use IPvG Enabled
Use UDP Enabled
Use TCP Enabled
Max. Concurrent UDP Flows | 3192
Max. Concurrent TCP Flows | 20
Max. Concurrent Queries | 1024
Unsolicited Reply Threshold | ]
Allowed Query Time | 200
E:ggumize Cluery Character Enabled
I Aﬂdresa:l

for defaults)

Root Hints (Opiional: Leave blank

_Add |
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https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/cache/create.jsp

TMSH
tmsh create Itm dns cache validating-resolver validating-resolver_cache answer-default-zones yes

https://support.f5.com/kb/en-us/products/big-ip-dns/manuals/product/bigip-dns-services-implementations-12-1-0/
7.html#guid-d4548549-b4e2-4dae-9ada-3eal0eb84cif

3.6 RPZ

Response Policy Zone will be turned on to stop clients from trying to resolve blacklisted domains.

RPZ Feed:
Spamhaus
SURBL

Users trying to reach blacklisted
domains will be sent to a
“Walled Garden”

_internet_vlan

Remote Office

O
branch_vlan ad _vlan
www.guns.com IN A 10.1.70.21 o
O ol > —
o www.guns.com
0 DCO1
Garden IP
§ [ _.,
araen
DCO02

Windows Workstation

https://support.f5.com/kb/en-us/products/big-ip-dns/manuals/product/bigip-dns-services-implementations-12-1-0/
8.html

3.6.1 Zone Runner

Customers will subscribe to their RPZ vendor of choice.

Use Zonerunner to create a custom RPZ zone for our lab.
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https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/cache/create.jsp
https://support.f5.com/kb/en-us/products/big-ip-dns/manuals/product/bigip-dns-services-implementations-12-1-0/7.html#guid-d4548549-b4e2-4dae-9ada-3ea00eb84c1f
https://support.f5.com/kb/en-us/products/big-ip-dns/manuals/product/bigip-dns-services-implementations-12-1-0/7.html#guid-d4548549-b4e2-4dae-9ada-3ea00eb84c1f
https://support.f5.com/kb/en-us/products/big-ip-dns/manuals/product/bigip-dns-services-implementations-12-1-0/8.html
https://support.f5.com/kb/en-us/products/big-ip-dns/manuals/product/bigip-dns-services-implementations-12-1-0/8.html

Navigate to DNS »> Zones :

ZoneRunner : Zone List

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/globallb/zfd/zone/create.jsp

router01_branchD1.example.com
10.31

103

]| ONLINE (ACTIVE)

Caches

Settings

% SSL OI'CI‘IE

Runner : Zone List

Wiew List named Configuration

Find Zones

View Name

Zone Name I * Search' Reset Searchl
Z

ones | <+ Zone Type | = View Name | Resource
DNSSEC Zones

ZoneRunner .~ Resource Record

List
—» EICNCE

(7 Local Traffic

Acceleration

@ Device Management

@ Network
System

Wiew List

named Configuration

Create a zone according to the following table:

Setting Value

View Name external

Zone Name rpz.example.com

Zone Type Master

Zone File Name db.external.rpz.example.com
Options also-notify { ::1 port 53583; };
TTL 300

Master Server

router01.branch01.example.com.

Email Contact

hostmaster.example.com.

NS Record: TTL

300

NS Record: Nameserver

router01.branch01.example.com.

Create A Record

Checked - Enabled

A Record: IP Address

10.1.71.1
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https://router01.branch01.example.com/tmui/Control/jspmap/tmui/globallb/zfd/zone/create.jsp

General Properties

View Mame |extema| : — |
Zone Name | rpz_example com |
———r No dot at the end
Zone Type Master L) A \ \ |
1
Configuration I
Records Creation Method |Manual [v] |
Zone File Name | db.external.rpz_example.com |
allow-update | localhost; }:
also-notify { ::1 port 5353; }:
Options
Create Reverse Zone (1 Enable |
Dots at the end
Records Creation r, i |
TIL | 200
Master Server | router01 branch01 example.com.
Email Contact | hostmaster example.com.
Serial Number | 2017071801
SOA Record
Refresh Interval | 10800
Retry Inferval [ 3600 ;
Expire | 604300 / [Seconds|v|
Negative TTL | 86400 / [Seconds|v|
L | 300
NS Record
Narrl&sewerl router01.branch01.example.com.
Create A Record Enable
A Record IP Address | 10.1.71.1

Navigate to: DNS »> Zones : ZoneRunner : Resource Record List

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/globallb/zfd/record/create.jsp
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https://router01.branch01.example.com/tmui/Control/jspmap/tmui/globallb/zfd/record/create.jsp

router01.branch01.example.com Partition: ]

OMNLINE (ACTIVE)
Standalone

DMNS » Zones : ZoneRunner : Resource Record List

¢+ » Resource Record List
1

ne List View Lis amed Configuration

Find Records
@ DNS View Name Al
Delivery Zone Name |All Zanes (Select a View to search a specific zong)| |
GSLB Type All
Zones Name I .
Caches
RDATA

Setings Search | ResetW
g% SSL Orchestrator

() Local Tramic

Acceleration

@ Device Management

Create a resource record according to the following table:

Setting Value

View Name external

Zone Name rpz.example.com

Name *.guns.com.rpz.example.com.
TTL 300

Type CNAME

CNAME
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Record Configuration

‘ View Mame
‘ Zone Name
MName
TTL
Type

CNAME

external

S

MpZ.example.com. |

* guns.com.rpz.example.com.

300

[P A—

router(1_branch01. example com
10.1.10.31

| OMLINE (ACTIVE)
| standalone

Delivery
GSLB
Zones
Caches

Setlings
% 55L Orchestrator

() Local Traffic

(%) Accsleration
Device Management

=) Network

3.6.2 Name Server

DMS » Zones : ZoneRunner :

ource Record List

ys . Resource Record List | Zone

Find Records
View Name \ All
Zone Name | All Zones (Select a View to search a specific zone)| v |
Type Al
Name | *
RDATA

m"“mCIlckf “Search®™

v““ Mame v ZuneName

-
-

O *.guns.com.rpz.example.com. extemal

O rpz.example.com.

O rpz.example.com.

rpz.example.com.
external rpz.example.com.

external rpz. example.com.

Delete... |

Navigate to DNS »> Delivery : Nameservers : Nameserver List
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router01.branch1.example.com

ONLINE (ACTIVE)
Standalone

Listeners
GSLB Profiles
Zones Load Balancing
Caches iRules
Settings Translation

Mameservers » | Mameserver List G-)

Statistics

% SSL Orchestrator
) Local Traffic

(© 24) Acceleration

£ Device Management

&) Network
https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/nameserver/list.jsp

Create a nameserver according to the following table:

Setting Value
Name localhost
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https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/nameserver/list.jsp

me:  router01.branch01.example.com
0.1.10.31

IP
| OMLINE (ACTIVE)
fs | Standalone

g tAors Name [locainost  f——
@ DNS Address | 127.0.0.1
Delivery Service Port |53 [Cther:
GSLB
Configuration
Zones
Route Domain [i
Caches
TSIG Key |Ncne .
Settings

Cancel | Repeat | Finished |

@ SSL Orchestrator
() Local Traffic

(© %) Acceleration

£ Device Management

£2) Network

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/nameserver/create.jsp

TMSH

tmsh create Itm dns nameserver localhost { address 127.0.0.1 tsig-key none }

3.6.3 DNS Express

Navigate to DNS »> Zones : Zones : Zone List

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/zone/create.jsp
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https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/nameserver/create.jsp
https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/zone/create.jsp

| ONLINE (ACTIVE}
| standalone

DMNS » Zones : Zones : Zone List

g . Zone List Statistics
I

E ve I ® %ﬂ:hl

gnﬂs “-Name

= Response Policy |+ Farttion / Path

No records to display.

Delivery

GSLB

Statistics

Caches

Settings
% S5L Orchestrator
) Local Traffic
! #4) Acceleration
% Device Management

&2) Network

Create a DNS Express zone according to the following table:

Setting Value

Name rpz.example.com
Server localhost

Allow NOTIFY From 127.0.0.1
Response Policy checked
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router(1.branch(1.example.com

10.1.10.31

| OMLINE (ACTIVE)
| Standalone

1Apps I MName | rpz.example.com _
3 o
DNS Express
Delivery Server |localnost -+ —
GSLB Availability Unknown
Zones State |Enabled .
Caches Motify Action Consume
Settings
Mdress:l 127.001| X Md|
% SEL Onche 127.001 of—
Allow NOTIFY From
@ Local Traffic
(i ?s] Acceleration
Verify Motify TSIG D—
g Device Management Response Policy —_—
£ Network Zone Transfer Clients
Active Ayailable
System [Common
I <= dc01.example.com
localhost
==
TSIG
Server Key |Nene .
TMSH

tmsh create Itm dns zone rpz.example.com { dns-express-server localhost response-policy yes dns-
express-allow-notify add { 127.0.0.1 } dns-express-notify-tsig-verify no }

3.6.4 Local Zone

Navigate to: DNS »> Caches : Cache List

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/cache/list.jsp
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https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/cache/list.jsp

DMS » Caches : Cache List

# ~ Cache List Statistics
B f | earc
@ . ‘ + Name
Delivery [ transparent_cache
oS D‘ﬂ&
Delete.._ | oyl .
cones Click+~validating-resolver- cache

Statistics

Settings
f% SSL Orchestrator
() Local Traffic
(" ) Acceleration
£ Device Management

£2) Network
Select validating-resolver_cache, click “Local Zones”, and click “Add”
https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/cache/local_zone/list.jsp?name=
%2FCommon%:2Fvalidating-resolver_cache&tab=dns_cache_config
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https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/cache/local_zone/list.jsp?name=%2FCommon%2Fvalidating-resolver_cache&tab=dns_cache_config
https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/cache/local_zone/list.jsp?name=%2FCommon%2Fvalidating-resolver_cache&tab=dns_cache_config

router(1.branchi example.com
0.1.10.31

| OMLINE (ACTIVE)
| standalone

DNS s Caches : Cache List .

A R

Local Zones
_—— A

Properties

-

iApps
@ Lb Local Zones
Delivery |+| [ Name
GSLB Mo records to display.
, Select~Local'Zones*
ones Delete... | .
Then click~Add~
Caches
Settings

(3 SSLOrchestrator
() Local Traffic

(7 24) Acceleration

Device Management

&2) Network

Create a local zone entry according to the following table:

Setting Value

Name sorry.example.com

Type Static

Records sorry.example.com. IN A 10.1.71.21

Local Zone - -
I Mame ﬁ Imw_examme_cgm ? ,_,\_,g U o ,!.! glm@ \eﬁn-ﬁdﬁ’ !’!’

Type — | Static
| sormy.example.com. IN A 10.1.71.21| x  Add|
ﬁ somy_example.com. [N A 10.1.71.21
Records \
- = 0 { ey : |
There is a “dot™ at the end !!

Delete

TMSH commands for router01.branch01:

tmsh modify ltm dns cache validating-resolver validating-resolver_cache local-zones {
—{ name sorry.example.com records add { "sorry.example.com. IN A 10.1.71.21" } type,

—static } }
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3.6.5 Walled Garden

Navigate to: DNS »> Caches : Cache List
https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/cache/list.jsp

Click “validating-resolver_cache”

| OMLINE (ACTIVE)

DMS » Caches : Cache List

% ~ Cache List

@nus ‘#Name

[ transparent_cache

validating-resolyger_cache
GsLB uk
Delete .. |

Click<validating-resolver. cache

Settings Statistics

f‘ﬁ SSL Orchestrator
(39 Local Traffic
(" i) Acceleration
&= Device Management

&) Network
Select validating-resolver_cache, click “Response Policy Zones”, and then click “Add”

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/cache/rpz/list.jsp?name=
%2FCommon%z2Fvalidating-resolver_cache&tab=dns_cache_config
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https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/cache/list.jsp
https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/cache/rpz/list.jsp?name=%2FCommon%2Fvalidating-resolver_cache&tab=dns_cache_config
https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/cache/rpz/list.jsp?name=%2FCommon%2Fvalidating-resolver_cache&tab=dns_cache_config

routerD1._branchD1_example com D J User: admin T
0.1.10.31 ) Role: Administrator Partition: ml

]| ONLINE (ACTIVE)

DNS » Caches : Cache Lis|
% - | Properties Loca Response Policy Zones | Statistics

Apps Response Policy Zones ﬂl
@ DNS |AName |¢m|¢\u¢ledsarden|¢mgsamstat50nw ition / Path
Delivery No records to display. I ° ________ |
bee.|  Click "Response Policy Zone®  Click *Add®
Zones
Caches
Settings

{33 ssL orchestrator
() Local Traffic

(73%) Acceleration

== Device Management

Create a local zone entry according to the following table:

Setting Value

Zone rpz.example.com
Action Walled Garden
Walled Garden sorry.example.com
Response Policy fone

Zone ﬁt rpz.example.com
Action ﬂ Walled Garden
Walled Garden —){ sorry example com|v|

Logs and Stats Only O

TMSH commands for router01.branch01:

TMSH

tmsh modify Itm dns cache resolver validating-resolver_cache response-policy-zones add ({
rpz.example.com { action walled-garden walled-garden sorry.example.com } }
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3.6.6 Results

From a Workstation command prompt run “dig www.guns.com”

e Command Prompt M=]

C:xlserssuser . EEAMPLE»dig www.guns.com

€2 DAG 2.3.2 << wyw.guns.com G'ont'roverSial uu

global options: printcmd

Got answer:

—>>*HEADER<<— opcode: GQUERY, status: WOERROR, id: 1856

flags: gr »d ras; QUERY: 1. ANSWER: 2. AUTHORITY: 1. ADDILIOMAL: @

55 QUESTIOM SECTION:
WL QUNS . COMm . IN

;5 AMSYWER SECTIOM:
LI . QUNE - COM . 38a IN CHMAME sorry.example .com.
soprry.exanple .com. 3688 IN 1] 18.1.71.21

55 AUTHORITY SECTIOM:
rpz.-.example..com. 388 IN S0A routerdl . branchBl .example.com.
ostmaster.example.com. 20178713602 1686860 31680 6048080 86480

33 Query time: 15 msec

5 SERVER: 18.1.70.200#53¢18.1.78.2608)>
55 WHEN: Thu Jul 13 18:29:34 2817

55 MS8G SIZE wcud:- 157

C:Usersuser. EKAMPLE>

Try running additional dig commands to verify that other domains still resolve as expected.

dig www.f5.com

3.7 URL Categorization

Configure DNS queries filtering based on the category of the requested domain. This will be done with
using F5 iRules and built-in categorization database.
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O
ispl_internet_vlan

News_and_Media Category Disallowed

Remote Office

rrarrarraern|

walledgarden.example.com ¢
IN CNAME 10.1.70.21

O
branch_vlan

o

o]

WWW.CNN.com 0 DCO1

Workstation

3.7.1 Create an iRule

Navigate to: DNS »> Delivery : iRules : iRules List
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router01_branchD1.example.com
10.1.10.31

ONLINE (ACTIVE)
Standalone

DMS » Delivery : iRules : iRule List

% - | iRule List

f

‘erificati

|

@ DNS ‘AName

l Delivery Listeners

g MNone

eSupport_OA_BasicAuth [# ] F5 Verified

Profiles
eSupport_OA_NtmAuth [#7] F5 Verified
Zones Load Balancing
A S rn At halear =il F5 Veriﬁed
Caches iRule List O)
F& Vernified
! i o )
Settings ranslation ata Group List F5 Verified
iFile List .
% SSL Orchestra\ — FS Verified
Statistics F5 Verified
@ Local Traffic i ,_auth_| |2 || F& Verified
7t _sys_auth_radius = 1| F& Verified
Acceleration
i1 _sys_auth_ssl_cc_ldap ||| F& Verified
Device Manageme#] i _sys_auth_ssl_cridp = 1| F5 Verified
i _sys_auth_ssl_ocsp |2 || F& Verified
=1 Network

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/rule/list.jsp

Create new iRule, copy the content below and paste it.

B B B N = T I I B R IR |

Setting Value

Name DNS-query-filtering

when RULE_INIT {

# Set categories to block for DNS hosts

set static::blocked_categories {
/Common/Bot_Networks
/Common/Spyware
/Common/Malicious_Web_Sites
/Common/Adult_Content
/Common/Sex

# CONFIGURATION

# Check all requests by default

set static::request_check 1

# If the category returns as blocked, return NXDOMAIN (1)
# Otherwise if (0), return a statically defined IP address
set static::request_return_nxdomain 0

set static::request_redirect_to "10.1.71.21"
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https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/rule/list.jsp

# Toggle for debug logs
set static::request_debug 1

when DNS_REQUEST {
if { Sstatic::request_check } {
set lookup_category [getfield [CATEGORY::lookup "http://[DNS::question name]"]
%" 1]
if { [lsearch —-exact $static::blocked categories $lookup_category] >= 1 } {
if { S$static::request_debug } {
log localO. "BLOCKED: Category $lookup_category matching [DNS::question,
—name] 1s filtered."
}
DNS: :answer clear
if { Sstatic::request_return_nxdomain } {
DNS: :header opcode QUERY
DNS: :header rcode NXDOMAIN

n

} else {
if { [DNS::question type] equals "A" } {
DNS: :answer insert "[DNS::question name]. 111 [DNS::question class],
— [DNS::question type] $static::request_redirect_to"
}
}
DNS: :return
} else {
if { Sstatic::request_debug } {
log localO. "Category $lookup_category matching [DNS::question name] is not,,
—filtered"
}

TMSH commands for router01.branch01 (Make sure you use text editor to copy content above and paste it)

TMSH
tmsh create Itm rule DNS-query-filtering

3.7.2 iRule assignment

Repeat the following steps for all 4 DNS listeners.
Navigate to: DNS »> Delivery : Listeners : Listener List
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router(1_branch1.example com
1

OMLINE (ACTIVE)
Standalone

Local Traffic » iRules : iRule List

1+ ~ IRule List

L 1§ Search'
@nns |AName |=Veﬁﬁcaﬁon s
Listener List @ F5 Verified 1]
o F5 Verified 4]
GSLB Profiles Statislics
SO L ITETpET == F& Verified 5
Zones Load Bélancing
upport_main |71 F5 Verified 5
Caches iRWes
_SAML_BasicAuth =1 F& Verified ]
Settings ranslation
g c [ F5 Verified 5
Mameservg )
% 5§51 Orches te |71 F5 Verified i3]
Key [ | F5 Verified 5
() Local Traffic i _sys_auth_radius [©] F5 Verified i
_sys_auth_ssl_cc_ldap =1 F& Verified ]
Acceleration
_sys_auth_ssl_cridp 21| F5 Verified ]
Device Managemsgny i _sys_auth_ssl_ocsp =1 F5 Verified | 14]
i1 _sys_auth_tacacs 2| F5Verified 4]
=) Network

Navigate to the listener DC01_udp_virtual

DMS » Delivery : Listeners : Listener List

4 - | Listener List Statistics

1§ % Searchl Create...

|¢Slate‘¢ﬂame ADesﬁnatbn|¢Pmd‘¢Paﬁibanath

[] Enabled DCO1_fcp virtual 10.1.70.200 TCP Caommon

Enabled DCO1_udp_virtual 10.1.70.200 UDP Common
] Ena —pp— 10.1.70.210 TCP Common
[] Enabled DC02 udp virtual 10.1.70.210 UDP Common

Enable | Disable | Delete... |

Navigate to iRules section
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DNS » Delivery : Listeners : Listener List :» Pronertiez - DC01_udp_virtual

1+ ~ Properties iRules Statistics

Load Balancing

e —

General
Name DCO1_udp_virtual
Partition Commaon
Description | |
State Enabled
Listener: |Advanced
Type:
SR ype: (@ Host O Network
Address:| 10.1.70.200
Senvice Port [ons 53
WLAN Traffic Enabled on...
Selected Available
ICommon [{Common
VLANs and Tunnels branch01_vian =3 | AD_vlan ~
external_vlan
== | hitp-tunnel L
ispi_site1_vlan
Source Address Translation None
Address Translation ClEnabled
Port Translation [l Enabled
Route Advertisement [ Enabled

Navigate to Manage

DNS » Delivery : Listeners : Listener List »» iRules : DC01_udp_virtual

% - | Properties Load Balancing iRules Statistics

[x]

Statistics
Statistics Profile None
Update

iRules ( Manage. . |:
MName

No records to display.

https://router01.branch01.example.com/tmui/Control/form?___handler=/tmui/dns/listener/irules& source=Manage...& lin

Highlight DNS-query-filtering iRule and move it to Selected column

159


https://router01.branch01.example.com/tmui/Control/form?__handler=/tmui/dns/listener/irules&__source=Manage...&__linked=false&__fromError=false

DNS » Delivery : Listeners : Listener List »» Properties : DC01_udp_virtual
o~

Properties

Load Balancing iRules Statistics

iRule Management

Selected

iRules

s Dol

_sys_APM_ExchangeSupport_OA_BasicAuth
_sys_APM_ExchangeSupport_OA_NimAuth
_sys_APM_ExchangeSupport_helper

Update

TMSH commands for router01.branch01

TMSH

tmsh modify gtm listener all rules { DNS-query-filtering }

3.7.3 Results

From the CLI on the router01.branch01 BIGIP run
tail -f /var/log/ltm

From the Workstation command prompt run “dig example.com” and check for the results
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mmand Prompt

422 DiG 2.3.2 <<>> example.con

global options: printcmnd

Got answer:

—>»>HEADER<<{— opcode: QUERY, status: NOERROR, id: 116

flags: gqr aa »d; QUERY: 1. AMSWER: 1, AUTHORITY: 1, ADDITIONAL: 1

;5 QUESTION SECTION:
sexanmple ..com. IN

;5 ANSWER SECTION:
example.com. 4515} IN 18.1.78.2808

;; AUTHORITY SECTION:
example .com. 3608 IN dcBl .exanple.com.

;; ADDITIONAL SECTION:
dcBl .example .com. 3688 IN 18.1.78.26808

Query time: 31 msec

SERVER: 1A8.1.78.20@8#53C1@8.1.78.280>
WHEN: Tue Jul 18 22:86:35 2817

MSG SIZE rcvd: 80

C:slUserszsuser. EXAMPLE>

quer
Eule
filtered
chO1l.

Update | Delete

From the Workstation command prompt run “dig porno.com” and check for the results
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ommand Prompt _ O]
C:slserssuser.
C:s\lserssuser.
C:slserssuser.
C:slUserssuser.
C:\Userssuser. EXdig porno.com

42> DiG 9.3.2 {{>> porno.com

glohal options: printcmd

Got answer:

—»>HEADER<<{— opcode: QUERY. status: NOERROR
flags: gr vd; QUERY: i, ANSUWER: i, AUTHORIT

57 QUESTION SECTION:
;POrnNo.com. IN

. ad a3?
¥Yf B.) ADDITIONAL: @

55 ANSUER SECTION:
PoOrNo.com. 111 IN 18.1.71.21

Query time: 31 msec

SERUER: 1@8.1.70.200#5%3¢10.1.78.2808>
WHEN: Tue Jul 18 22:89:13 2817

M8G SIZE rcud: 43

C:xlUzerssuzer.  EKAMPLE>

7 routerdl.bramn nple . com
n 10.1.71.1004# riew none: oL com IN L+ (10.1.70.
m—filtering
rOl.branchll.e
111 IN & 10.1.

Update | Delete

Navigate to: DNS »> Delivery : iRules : iRules List
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router01_branchD1.example.com
10.1.10.31

ONLINE (ACTIVE)
Standalone

DMS » Delivery : iRules : iRule List

% - | iRule List

I X Se:an:h'
‘ « Name ‘ + Verification =
Listeners J None
=Support_OA_BasicAuth =1 F5 Verified 15
Profiles PROM_IA =
eSupport_OA_NtmAuth [#7] F5 Verified 5
Zones Load Balancing
A S rn At halear 3] F5 Veriﬁed f5
Caches iRule List O)
F& Vernified &
! i o )
Settings ranslation ata Group List F5 Verified .
iFile List .
% SSL Orchestra\ — FS Verified =
Statistics F5 Verified 5
@ Local Traffic i . auth_| %] F& Verified 5
7t _sys_auth_radius = 1| F& Verified 53
Acceleration
i1 _sys_auth_ssl_cc_ldap ||| F& Verified 5
Device Manageme#] i _sys_auth_ssl_cridp = 1| F5 Verified iy
i _sys_auth_ssl_ocsp |2 || F& Verified 5
=1 Network

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/rule/list.jsp

Click on the DNS-query-filtering iRule and add new filtering category “News_and_Media”
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https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/rule/list.jsp

DNS » Delivery : iRules : iRule List »» Properiies : DNS-query-filtering

1 -~ Properties Statistics [

Properties
Name DMS-guery-filtering
Partition f Path Common

1 - when RULE_INIT {

2 # Set categories to block for DNS hosts
3+ =zet static::blocked_categories {

4 S Common/Bot_Metworks

= fCommon/Spyware

[ /Common/Malicious_lkleb_Sites

i JCommon/Adult_Content

a8 C ons Sex
/Common/News_and_Media >

11

12

13 # CONFIGURATION

o 14 # Check all requests by default

Definition 15 set static::reguest_check 1

16 # If the category returns as blocked, return NXDOMAIN (1)
17 # Otherwise if (@), return a statically defined IP address
18 zet static::request_return_nxdomain @

19 set static::request_redirect_to "16.1.71.21"

28 # Toggle for debug logs

21 set static::request_debug 1

24
25 = when DNS_REQUEST {
26~ if { fstatic::reguest check } {
[ Iwrap Text
[ show Print Margin

lanore Signature/Checksum M

From the Workstation command prompt run “dig cnn.com” and check for the results
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[¢+]Command Prompt =]
C:slserssuser.
C:slUserssuser.
C:xlUseprzsuser.
C:ulsepzuser.
C:slserssuser. PLE>dig cnn.com

€<2> DiG 2.3.2 <<>> cnn.com

; global options: printcmd

; Got answer:

5 —>>HEADER<<- opcode: QUERY. status: NOERROR, id: 13976

; flags: gr »d; QUERY: 1. ANSWER: 1. AUTHORITY: 9.\ ADDITIONAL: @

;: QUESTION SECTION:
5CNN.com. IN

;: ANSWER SECTION:
cnn.com. 111 IN 1i8.1.71.21

Query time: 31 msec

SERVER: 18.1.78.20@453¢1@.1.78.2808>
UHEN: Tue Jul 18 22:15:27 2817

MEG SIZE w»cwd: 41

C:sxlUserzsuser. EXAHNPLE>

nple.com
(10.1.
ilter

ter0l.branchil
111 IN & 10.1.

Update | Delete
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