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Lab Environment
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Class 1 - Intro to GSLB

[image: ../_images/class1_availability.png]

	Students will configure F5 DNS servers to support GSLB services on a single device in site1.


	Join an additional F5 DNS server in site2 to the GSLB cluster.


	An Internal group of DNS servers is authoritative for the zone example.com and contains a static A record for “www.example.com”, which resolves to 203.0.113.9.


	Students will add glue records and delegate gslb.example.com to the F5 GSLB DNS servers.


	Convert the A record “www.example.com” to be a CNAME record pointing to www.gslb.example.com.




At the end of the lab students will have configured F5 GSLB DNS servers to alternately resolve www.example.com to 203.0.113.9 and 198.51.100.41








          

      

      

    

  

    
      
          
            
  
1. Settings




A site specific sync group name will be created, and synchronization will be enabled.

Navigate to: DNS  ››  Settings : GSLB : General

Configure the global settings for GSLB according to the following table:







	Setting

	Value





	Synchronize

	checked



	Group Name

	EXAMPLE_group



	Synchronize DNS Zone Files

	checked






[image: ../../_images/gtm_global_settings.png]
https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/dns/settings/gslb/properties_general.jsp


TMSH

tmsh modify gtm global-settings general synchronization yes synchronization-group-name EXAMPLE_group synchronize-zone-files yes



https://support.f5.com/csp/article/K13734

https://support.f5.com/kb/en-us/products/big-ip-dns/manuals/product/bigip-dns-implementations-12-0-0/4.html





          

      

      

    

  

    
      
          
            
  
2. Listeners

A listener object is an specialized virtual server that is configured to respond to DNS queries.

We will be creating both TCP and UDP based listeners.

[image: ../../_images/class1_listeners.png]







          

      

      

    

  

    
      
          
            
  
2.1. Logging

Configure DNS query and response logging. Create a “Log Publisher”, and a “Logging Profile”


Note

It is required to complete the following task on both gtm1.site1 and gtm1.site2




	Navigate to: System  ››  Logs : Configuration : Log Publishers

[image: ../../_images/system_log_publisher_flyout.png]
Create a local syslog publisher according to the table below:







	Setting

	Value





	Name

	local-syslog-publisher



	Destinations

	local-syslog






[image: ../../_images/sys_syslog_publisher_details.png]
https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/system/log/create_publisher.jsp

https://gtm1.site2.example.com/tmui/Control/jspmap/tmui/system/log/create_publisher.jsp

On both gtm1.site1 and gtm1.site run the following command:


TMSH

tmsh create sys log-config publisher local-syslog-publisher { destinations { local-syslog { } } }





	Navigate to: DNS > Delivery > Profiles > Other > DNS Logging: Create

[image: ../../_images/dns_logging_profile_flyout.png]
Create a new DNS logging profile as shown in the table below.







	Setting

	Value





	Name

	example_dns_logging_profile



	Log Publisher

	local-syslog-publisher



	Log Responses

	enabled



	Include Query ID

	enabled






[image: ../../_images/dns_logging_profile_create.png]
https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/dns/profile/dns_log/create.jsp

https://gtm1.site2.example.com/tmui/Control/jspmap/tmui/dns/profile/dns_log/create.jsp

TMSH command for both gtm1.site1 and gtm1.site2:


TMSH

tmsh create ltm profile dns-logging example_dns_logging_profile enable-response-logging yes include-query-id yes log-publisher local-syslog-publisher







https://support.f5.com/kb/en-us/products/big-ip_ltm/manuals/product/bigip-external-monitoring-implementations-12-0-0/5.html





          

      

      

    

  

    
      
          
            
  
2.2. DNS Profile

A DNS profile controls the way a listener processes a query.


Note

It is required to complete the following task on both gtm1.site1 and gtm1.site2



Navigate to: DNS > Delivery > Profiles > DNS: Create

[image: ../../_images/dns_profile_flyout.png]
Create a new DNS profile as shown in the following table.







	Setting

	Value





	Name

	example.com_dns_profile



	Unhandled Query Action

	Drop



	Use BIND Server on Big-IP

	Disabled



	Logging

	Enabled



	Logging Profile

	example_dns_logging_profile



	AVR statistics Sample Rate

	Enabled, 1/1 queries sampled






[image: ../../_images/dns_profile_settings.png]
https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/dns/profile/dns/create.jsp

https://gtm1.site2.example.com/tmui/Control/jspmap/tmui/dns/profile/dns/create.jsp

TMSH command for both gtm1.site1 and gtm1.site2:


TMSH

tmsh create ltm profile dns example.com_dns_profile use-local-bind no unhandled-query-action drop log-profile example_dns_logging_profile enable-logging yes avr-dnsstat-sample-rate 1



https://support.f5.com/csp/article/K14510





          

      

      

    

  

    
      
          
            
  
2.3. UDP Profile

A UDP profile is associated with a listener.


Note

It is required to complete the following task on both gtm1.site1 and gtm1.site2



Navigate to: DNS  ››  Delivery : Profiles : Protocol : UDP

[image: ../../_images/udp-dns_profile_flyout.png]
Create a new UDP profile as shown in the following table:







	Setting

	Value





	Name

	example.com_udp-dns_profile



	Parent Profile

	udp_gtm_dns






[image: ../../_images/udp-dns_profile.png]
https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/dns/profile/udp/create.jsp

https://gtm1.site2.example.com/tmui/Control/jspmap/tmui/dns/profile/udp/create.jsp

TMSH command for both gtm1.site1 and gtm1.site2:


TMSH

tmsh create ltm profile udp example.com_udp-dns_profile defaults-from udp_gtm_dns







          

      

      

    

  

    
      
          
            
  
2.4. TCP Profile

A TCP profile is associated with a listener.


Note

It is required to complete the following task on both gtm1.site1 and gtm1.site2



Navigate to: DNS  ››  Delivery : Profiles : Protocol : TCP

[image: ../../_images/dns_profile_tcp_flyout.png]
Create a new TCP profile as shown in the following table.







	Setting

	Value





	Name

	example.com_tcp-dns_profile



	Parent Profile

	f5-tcp-wan






[image: ../../_images/dns_profile_tcp.png]
https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/dns/profile/tcp/create.jsp

https://gtm1.site2.example.com/tmui/Control/jspmap/tmui/dns/profile/tcp/create.jsp

TMSH Command for both gtm1.site and gtm1.site2:


TMSH

tmsh create ltm profile tcp example.com_tcp-dns_profile defaults-from tcp-wan-optimized







          

      

      

    

  

    
      
          
            
  
2.5. UDP IP Address

A UDP listener will receive and process DNS queries.


Note

It is required to complete the following task on both gtm1.site1 and gtm1.site2



Navigate to: DNS  ››  Delivery : Listeners : Listener List

[image: ../../_images/listener_flyout.png]
Create a UDP listener according to the following table:








	Setting

	gtm1.site1

	gtm1.site2





	Name

	isp1_site1_ns1.example.com_udp_53_virtual

	isp1_site2_ns2.example.com_udp_53_virtual



	Destination

	203.0.113.8

	198.51.100.40



	Protocol Profile (Client)

	example.com_udp-dns_profile

	example.com_udp-dns_profile



	DNS Profile

	example.com_dns_profile

	example.com_dns_profile






https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/dns/listener/create.jsp

https://gtm1.site2.example.com/tmui/Control/jspmap/tmui/dns/listener/create.jsp

[image: ../../_images/listener_settings.png]
gtm1.site1 TMSH command:


TMSH

tmsh create gtm listener isp1_site1_ns1.example.com_udp_53_virtual address 203.0.113.8 ip-protocol udp mask 255.255.255.255 port 53 profiles add { example.com_dns_profile example.com_udp-dns_profile }



gtm1.site2 TMSH command:


TMSH

tmsh create gtm listener isp1_site2_ns2.example.com_udp_53_virtual address 198.51.100.40 ip-protocol udp mask 255.255.255.255 port 53 profiles add { example.com_dns_profile example.com_udp-dns_profile }



https://support.f5.com/csp/article/K14923





          

      

      

    

  

    
      
          
            
  
2.6. TCP IP Address

A TCP listener will receive and process DNS queries.


Note

It is required to complete the following task on both gtm1.site and gtm1.site2



Navigate to: DNS  ››  Delivery : Listeners : Listener List

[image: ../../_images/listener_flyout.png]
Create a TCP listener.








	Setting

	gtm1.site1

	gtm1.site2





	Name

	isp1_site1_ns1.example.com_tcp_53_virtual

	isp1_site2_ns2.example.com_tcp_53_virtual



	Destination

	203.0.113.8

	198.51.100.40



	Protocol Profile (Client)

	example.com_tcp-dns_profile

	example.com_tcp-dns_profile



	DNS Profile

	example.com_dns_profile

	example.com_dns_profile






[image: ../../_images/listener_tcp_settings.png]
https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/dns/listener/create.jsp

https://gtm1.site2.example.com/tmui/Control/jspmap/tmui/dns/listener/create.jsp

gtm1.site1 TMSH command:


TMSH

tmsh create gtm listener isp1_site1_ns1.example.com_tcp_53_virtual address 203.0.113.8 ip-protocol tcp mask 255.255.255.255 port 53 profiles add { example.com_dns_profile example.com_tcp-dns_profile }



gtm1.site2 TMSH command:


TMSH

tmsh create gtm listener isp1_site2_ns2.example.com_tcp_53_virtual address 198.51.100.40 ip-protocol tcp mask 255.255.255.255 port 53 profiles add { example.com_dns_profile example.com_tcp-dns_profile }



https://support.f5.com/csp/article/K14923





          

      

      

    

  

    
      
          
            
  
3. Datacenters

Datacenters are logical groupings of devices that share a gateway.


Note

The tasks in this section are to be only completed on gtm1.site1



Navigate to: DNS > GSLB > Data Centers > Data Center List: Create

[image: ../../_images/create_datacenters_flyout.png]
https://gtm1.site1.example.com/tmui/Control/jspmap/xsl/gtm_dc/list

Create two data centers according to the table below:







	Setting

	Value





	Name

	site1_datacenter



	Name

	site2_datacenter






[image: ../../_images/create_datacenters.png]
https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/globallb/data_center/create.jsp

TMSH command for only site1.gtm1:


TMSH

tmsh create gtm datacenter site1_datacenter




TMSH

tmsh create gtm datacenter site2_datacenter










          

      

      

    

  

    
      
          
            
  
3.1. Servers

Server objects need to be defined and grouped into a Datacenter

Navigate to: DNS  ››  GSLB : Servers : Server List


[image: ../../_images/gslb_servers_flyout.png]


https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/globallb/server/list.jsp








          

      

      

    

  

    
      
          
            
  
3.1.1. gtm1.site1

All GTM devices need to be defined. Create a server object for gtm1.site1

[image: ../../../_images/server_create_none.png]
Click “Create” to define gtm1.site1 as defined in the table below:







	Setting

	Value





	Name

	gtm1.site1_server



	Data Center

	site1_datacenter



	Devices Add:

	gtm1.site1.example.com : 203.0.113.7



	Health Monitors

	bigip







	Fill in the Name and Datacenter

[image: ../../../_images/gtm1-click_add.png]


	Click the “Add” button to define IP addresses

[image: ../../../_images/gtm1_click-addserver.png]


	Complete the form and associate the “bigip” “Health Monitor”

[image: ../../../_images/gtm1.site1_create.png]




https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/globallb/server/create.jsp


TMSH

tmsh create gtm server gtm1.site1_server datacenter site1_datacenter devices add { gtm1.site1.example.com { addresses add { 203.0.113.7 } } } monitor bigip product bigip







          

      

      

    

  

    
      
          
            
  
3.1.2. gtm1.site2

All GTM devices need to be defined. Create a server object for gtm1.site2

[image: ../../../_images/server_create_gtm1.png]
Click “Create” to define gtm1.site2 as defined in the table below:







	Setting

	Value





	Name

	gtm1.site2_server



	Data Center

	site2_datacenter



	Devices Add:

	gtm1.site2.example.com : 198.51.100.39



	Health Monitors

	bigip







	Fill in the Name and Datacenter

[image: ../../../_images/gtm2-click_add.png]


	Click the “Add” button to define IP addresses

[image: ../../../_images/gtm2_click-addserver.png]


	Complete the form and associate the “bigip” “Health Monitor”

[image: ../../../_images/gtm1.site2_create.png]




https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/globallb/server/create.jsp


TMSH

tmsh create gtm server gtm1.site2_server datacenter site2_datacenter devices add { gtm1.site2.example.com { addresses add { 198.51.100.39 } } } monitor bigip product bigip







          

      

      

    

  

    
      
          
            
  
3.1.3. site1_ha-pair

LTM devices need to be defined. Create a server object for the bigip1.site1 and bigip2.site1 HA pair

[image: ../../../_images/server_create_gtm1-gtm2.png]
Create a Server Object as defined in the table below:







	Setting

	Value





	Name

	site1_ha-pair



	Data Center

	site1_datacenter



	Devices Add:

	bigip1.site1.example.com : 203.0.113.5



	Devices Add:

	bigip2.site1.example.com : 203.0.113.6



	Health Monitors

	bigip



	Virtual Server Discovery

	Enabled



	Link Discovery

	Enabled







	Fill in the Name and Datacenter

[image: ../../../_images/site1_click-addserver.png]


	Click the “Add” button to define IP addresses

[image: ../../../_images/site_ha_pair_bigip1_add.png]


	Click “Add” again to define the other BIG-IP in the HA pair.

[image: ../../../_images/site1_click-addserver_again.png]


	Click the “Add” button to define IP addresses

[image: ../../../_images/site_ha_pair_bigip2_add.png]


	Complete the form and associate the “bigip” “Health Monitor”

[image: ../../../_images/site1-HA_pair_create.png]


	Make sure to enable both “Virtual Server” and “Link” discovery

[image: ../../../_images/VS_and_link_auto_discovery.png]




https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/globallb/server/create.jsp


TMSH

tmsh create gtm server site1_ha-pair datacenter site1_datacenter devices add { bigip1.site1.example.com { addresses add { 203.0.113.5 { } } } bigip2.site1.example.com { addresses add { 203.0.113.6 { } } } } link-discovery enabled monitor bigip product bigip virtual-server-discovery enabled







          

      

      

    

  

    
      
          
            
  
3.1.4. site2_ha-pair

LTM devices need to be defined. Create a server object for the bigip1.site2 and bigip2.site2 HA pair

[image: ../../../_images/server_create_gtm1-gtm2-site1-hapair.png]
Create a Server Object as defined in the table below:







	Setting

	Value





	Name

	site2_ha-pair



	Data Center

	site2_datacenter



	Device Add:

	bigip1.site2.example.com : 198.51.100.37



	Device Add:

	bigip2.site2.example.com : 198.51.100.38



	Health Monitors

	bigip



	Virtual Server Discovery

	Enabled



	Link Discovery

	Enabled







	Fill in the Name and Datacenter

[image: ../../../_images/site2_click-addserver.png]


	Click the “Add” button to define IP addresses

[image: ../../../_images/site2_ha_pair_bigip1_add.png]


	Click “Add” again to define the other BIG-IP in the HA pair.

[image: ../../../_images/site2_click-addserver_again.png]


	Click the “Add” button to define IP addresses

[image: ../../../_images/site2_ha_pair_bigip2_add.png]


	Complete the form and associate the “bigip” “Health Monitor”

[image: ../../../_images/site2-HA_pair_create.png]


	Make sure to enable both “Virtual Server” and “Link” discovery

[image: ../../../_images/VS_and_link_auto_discovery.png]




https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/globallb/server/create.jsp


TMSH

tmsh create gtm server site2_ha-pair datacenter site2_datacenter devices add { bigip1.site2.example.com { addresses add { 198.51.100.37 { } } } bigip2.site2.example.com { addresses add { 198.51.100.38 { } } } } link-discovery enabled monitor bigip product bigip virtual-server-discovery enabled







          

      

      

    

  

    
      
          
            
  
3.2. Device Trust

A mesh of F5 DNS servers need to exchange keys to establish a trusted mechanism for HA communications.

[image: ../../_images/establish_trust.png]
Launch Putty and login to gtm1.site1.example.com

Run the following command:

When prompted for a password use “default”.


TMSH

bigip_add



[image: ../../_images/putty_gtm1_site1.png]
Navigate to: DNS  ››  GSLB : Servers : Trusted Server Certificates

https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/locallb/ssl_certificate/properties.jsp?certificate_name=server&store=iquery

[image: ../../_images/gslb_dataceter_servers_trusted_certificates.png]




          

      

      

    

  

    
      
          
            
  
3.3. Sync Group

After the BIG-IP DNS server in datacenter 2 is joined to the sync group, administrators may make changes to either F5 DNS server.

Changes will be automatically replicated across all F5 DNS servers.

Launch Putty and log in to gtm1.site2

Run the following command: Enter the password “default” when prompted.

Select “y” to allow the bigip-ip to join the mesh.


TMSH

gtm_add 203.0.113.7



[image: ../../_images/putty_gtm1_site2.png]




          

      

      

    

  

    
      
          
            
  
4. Pools

LTM virtual server objects are grouped together into GTM pools.

Navigate to: DNS  ››  GSLB : Pools : Pool List

[image: ../../_images/gtm_pool_list.png]
Create a Pool of LTM Virtuals according to the following table:







	Setting

	Value





	Name

	www.example.com_pool



	Type

	A



	member

	isp1_site1_www.example.com_tcp_https_virtual



	member

	isp2_site2_www.example.com_tcp_https_virtual






https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/globallb/pool/create.jsp

[image: ../../_images/create_gtm_pool.png]
TMSH command to run on only gtm1.site1:


TMSH

tmsh create gtm pool a www.example.com_pool { members add { site1_ha-pair:/Common/isp1_site1_www.example.com_tcp_https_virtual { member-order 0 } site2_ha-pair:/Common/isp2_site2_www.example.com_tcp_https_virtual { member-order 1 } } }







          

      

      

    

  

    
      
          
            
  
5. FQDN

F5 refers to an FQDN as a “wide-ip”, or “wip”.

Navigate to: DNS  ››  GSLB : Wide IPs : Wide IP List

[image: ../../_images/gtm_wideip_list.png]
Create an F5 “wide IP”







	Setting

	Value





	Name

	www.gslb.example.com



	Type

	A



	Pool

	www.example.com_pool






[image: ../../_images/gtm_wideip_create.png]
https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/globallb/wideip/list.jsp

TMSH command to run on only gtm1.site1:


TMSH

tmsh create gtm wideip a www.gslb.example.com { pools add { www.example.com_pool { order 0 } } }







          

      

      

    

  

    
      
          
            
  
6. Delegation

Log in to the DNS server from the jumpbox (username: user pasword: Agility1) , and open the DNS management UI:

[image: ../../_images/dc01_dns_tools.png]







          

      

      

    

  

    
      
          
            
  
6.1. A Records

Create two new A records for the new BIGP-IP nameservers.







	Setting

	Value





	ns1

	203.0.113.8



	ns2

	198.51.100.40






Expand “Forward Lookup Zones”, right click on EXAMPLE.COM and select “New Host”

[image: ../../_images/dc01_new_A_ns2.png]




          

      

      

    

  

    
      
          
            
  
6.2. Sub Domain


	Expand “Forward Lookup Zones”, and right click on “EXAMPLE.com

[image: ../../_images/dc01_new_delegation.png]


	Create the “gslb” subdomain.

[image: ../../_images/dc01_new_delegation_create_gslb.png]


	Step through the Delegation Wizard. Add “ns1.example.com - 203.0.113.8”

[image: ../../_images/dc01_new_delegation_ns1ns2.png]


	Also add “ns2.example.com - 198.51.100.40”

[image: ../../_images/dc01_new_delegation_ns1ns2_create.png]


	Make sure both ns1.example.com and ns2.example.com are added

[image: ../../_images/dc01_new_delegation_ns1ns2_create_finish.png]


	Click “Finish”

[image: ../../_images/dc01_new_delegation_create_gslb_finish.png]








          

      

      

    

  

    
      
          
            
  
6.3. CNAME


	Make sure “Forward Lookup Zones” and “EXAMPLE.COM” is expanded. Right click on “www”, and select delete.

[image: ../../_images/dc01_new_delegation_delete_www.png]


	Right click on “EXAMPLE.COM”, and select “New Alias (CNAME)”

[image: ../../_images/dc01_new_delegation_create_cname.png]


	Add “www - www.gslb.example.com”

[image: ../../_images/dc01_new_delegation_create_cname_finish.png]








          

      

      

    

  

    
      
          
            
  
7. Results


	From the Workstation command prompt type “dig www.example.com”

[image: ../../_images/dc01_new_delegation_create_cname_results.png]


	Observe WIDEIP statistics on gtm1.site1: Statistics  ››  Module Statistics : DNS : GSLB  ››  Wide IPs : www.gslb.example.com : A

https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/globallb/stats/wideip/stats_detail.jsp?name=%2FCommon%2Fwww.gslb.example.com&type=1&identity=www.gslb.example.com+%3A+A

[image: ../../_images/gtm1_site1_wideip_statistics_flyout.png]
[image: ../../_images/gtm1_site1_wideip_statistics_detail.png]

TMSH

tmsh show gtm wideip a www.gslb.example.com





	Observe WIDEIP statistics on gtm1.site2: Statistics  ››  Module Statistics : DNS : GSLB  ››  Wide IPs : www.gslb.example.com : A

https://gtm1.site2.example.com/tmui/Control/jspmap/tmui/globallb/stats/wideip/stats_detail.jsp?name=%2FCommon%2Fwww.gslb.example.com&type=1&identity=www.gslb.example.com+%3A+A



	Disable physical interfaces on gtm1.site2:

https://gtm1.site2.example.com/tmui/Control/form?__handler=/tmui/locallb/network/interface/list&__source=disable&__linked=false&__fromError=false

[image: ../../_images/gtm1_site1_disable_interfaces.png]
TMSH command to run on only gtm1.site2:


TMSH

tmsh modify net interface all disabled





	Refresh statistics on gtm1.site1 and make sure DNS requests are still resolving.

https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/globallb/stats/wideip/stats_detail.jsp?name=%2FCommon%2Fwww.gslb.example.com&type=1&identity=www.gslb.example.com+%3A+A



	Re-enable interfaces on gtm1.site2, disable interfaces on gtm1.site1.
Observe statistics on gtm1.site2 and make sure DNS requests are still resolving.

TMSH command to run on only gtm1.site2:


TMSH

tmsh modify net interface all enabled





	Observe pool statistics on gtm1.site1: Statistics  ››  Module Statistics : DNS : GSLB  ››  Pools : www.example.com_pool : A

https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/globallb/stats/pool/stats_detail.jsp?name=%2FCommon%2Fwww.example.com_pool&pool_type=1&identity=www.example.com_pool+%3A+A

[image: ../../_images/results_pool_statistics.png]

TMSH

show gtm pool a www.example.com_pool





	Using Putty, ssh into gtm1.site1 and run the following command to watch logs:


TMSH

tail -f /var/log/ltm











          

      

      

    

  

    
      
          
            
  
8. Persistence

Modify the GSLB configuration so that LDNS servers continually receive the same DNS answer.


	On gtm1.site1 navigate to: DNS  ››  GSLB : Pools : Pool List  ››  Members : www.example.com_pool

[image: ../../_images/gslb_wideip_list.png]
https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/globallb/wideip/list.jsp



	Click into the “Pools” tab:

[image: ../../_images/gslb_wideip_list_members.png]
https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/globallb/wideip/pools.jsp?name=%2FCommon%2Fwww.gslb.example.com&type=1&identity=www.gslb.example.com



	Enable Persistence

[image: ../../_images/gslb_wideip_persistence_enabled.png]

TMSH

tmsh modify gtm wideip a www.gslb.example.com persistence enabled





	View Persistence Records


TMSH

tmsh show gtm persist











          

      

      

    

  

    
      
          
            
  
9. LB Methods

Modify the GSLB configuration so that site2 is a standby DR site.

Introduce a network problem that causes the isp1 link monitor to fail.

An ISP network outage can automatically cause DR activation.


	On gtm1.site1 navigate to: DNS  ››  GSLB : Pools : Pool List  ››  Members : www.example.com_pool

https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/globallb/pool/members.jsp?name=%2FCommon%2Fwww.example.com_pool&pool_type=1&identity=www.example.com_pool

[image: ../../_images/gslb_pool_persistence_flyout.png]


	Modify the “Load Balancing Method” -> “Preferred” to “Global Availability”

[image: ../../_images/gslb_pool_global_availability_details.png]

TMSH

tmsh modify gtm pool a www.example.com_pool load-balancing-mode global-availability





	Introduce a network problem in the ISP at site1

Log into the router and disable interface 1.6 connecting ISP1 to site1

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/locallb/network/interface/list.jsp

[image: ../../_images/router_disable_isp1_site_interface.png]
TMSH command to run on the router01 to simulate an ISP failure


TMSH

tmsh modify interface 1.6 disabled





	View the effect

Log into gtm1.site2 and observe the status of “Link” objects:

[image: ../../_images/dns_gslb1_site2_links.png]
https://gtm1.site2.example.com/tmui/Control/jspmap/xsl/gtm_link/list


TMSH

tmsh show gtm link





	Set the site1 isp link back up

Log into the router and enable the interface 1.6 connecting ISP1 to site1

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/locallb/network/interface/list.jsp

[image: ../../_images/router_enable_isp1_site_interface.png]

TMSH

tmsh modify interface 1.6 enabled







Note: Even though you re-enabled the primary site1, a persistence record from the previous lab is still in place.





          

      

      

    

  

    
      
          
            
  
Class 2 - Advanced GSLB

The lab environment consists of a Lan of workstations in a remote location with internal DNS servers behind an F5 firewall.

The F5 device is directly connected to the internet.

[image: ../_images/class2_overview.png]
Students will work with the following concepts as part of a group of lab exercises.


	Transparent Cache


	Hidden Master


	DNSSec


	Validating Resolver


	RPZ


	URL Categorization











          

      

      

    

  

    
      
          
            
  
1. Transparent Cache




In this module we will prepare the objects required to build a transparent cache.

In the next exercise a DNS profile will reference the cache and a Listener will forward traffic to a healthy backend DNS server

[image: ../../_images/before_transparent_cache.png]
Enabling a transparent cache on the BIG-IP will offload some DNS queries from being sent to the internal DNS servers.

[image: ../../_images/transparent_cache_enabled.png]
Log into the gateway device router01.brancho1 in the branch office

Navigate to DNS  ››  Caches : Cache List

Create a transparent cache







	Setting

	Value





	Name

	transparent_cache



	Resolver Type

	Transparent






[image: ../../_images/cache_transparent.png]
https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/cache/create.jsp

TMSH command for router01.branch01:


TMSH

tmsh create ltm dns cache transparent transparent_cache







          

      

      

    

  

    
      
          
            
  
1.1. Monitors

A DNS application specific health monitor provides intelligence in the steering DNS queries towards the fastest responding DNS server.

[image: ../../_images/class2_dc02_is_down.png]
Navigate to: Delivery : Load Balancing : Monitors

[image: ../../_images/class2_create_health-monitor_flyout.png]
https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/monitor/list.jsp

Create a monitor according to the following table:







	Setting

	Value





	Name

	example.com_dns_monitor



	Type

	DNS



	Query Name

	www.example.com






[image: ../../_images/class2_dns_monitor_create_properties.png]
https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/monitor/create.jsp


TMSH

tmsh create ltm monitor dns example.com_dns_monitor defaults-from dns qname www.example.com







          

      

      

    

  

    
      
          
            
  
1.2. Load Balancing

Augment and scale an existing DNS infrastructure by Load Balancing DNS queries across a pool of DNS servers.

Navigate to: Delivery : Load Balancing : Pools : Pool List

[image: ../../_images/class2_dns__pool_create_flyout.png]
Create a pool according to the following table:







	Setting

	Value





	Name

	branch01_dns_pool



	Health Monitors

	example.com_dns_monitor



	
	Node Name





	dc01.branch01.example.com_node



	
	Address





	10.1.70.200



	
	Service Port





	53



	
	Node Name





	dc02.branch01.example.com_node



	
	Address





	10.1.70.210



	
	Service Port





	53






[image: ../../_images/class2_create_dns_pool_properties.png]
https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/pool/create.jsp


TMSH

tmsh create ltm pool branch01_dns_pool members add { dc01.branch01.example.com_node:53 { address 10.1.70.200 }  dc02.branch01.example.com_node:53 { address 10.1.70.210 } } monitor example.com_dns_monitor







          

      

      

    

  

    
      
          
            
  
1.3. Results


	Navigate to: DNS  ››  Delivery : Load Balancing : Pools : Pool List

Click to select the branch01_dns_pool, and then click “Members”

[image: ../../_images/class2_cache_listpool_flyout.png]
https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/pool/list.jsp



	Click to select “branch01_dns_pool”, and then select “Members”

[image: ../../_images/class2_click-members_pool.png]
https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/pool/resources.jsp?name=/Common/branch01_dns_pool



	Notice the health status of the existing DNS infrastructure.

[image: ../../_images/class2_ltmpool_wthone_down_member.png]

TMSH

tmsh show ltm pool branch01_dns_pool detail



[image: ../../_images/class2_dc02_is_down.png]








          

      

      

    

  

    
      
          
            
  
2. Listeners

A listener object is an specialized virtual server that is configured to respond to DNS queries.

We will be creating both TCP and UDP based listeners that have the same IP address of the existing DNS server.

Note: the Workstation is configured to use 10.1.70.200 and 10.1.70.210 for DNS.

After this module students will have enabled the BIG-IP to intercept and cache DNS requests.

[image: ../../_images/class2_create_listenerVIPS.png]







          

      

      

    

  

    
      
          
            
  
2.1. Log Profile

Configure DNS query and response logging.


	Create a “Log Publisher” for local syslog.

Navigate to: System  ››  Logs : Configuration : Log Publishers

[image: ../../_images/system_log_publisher_flyout.png]
Create a local syslog publisher as shown in the table below:







	Setting

	Value





	Name

	local-syslog-publisher



	Destinations

	local-syslog






[image: ../../_images/sys_syslog_publisher_details.png]
https://router01.branch01.example.com/tmui/Control/jspmap/tmui/system/log/create_publisher.jsp


TMSH

tmsh create sys log-config publisher local-syslog-publisher { destinations add { local-syslog { } } }





	Create a “Logging Profile”

Navigate to DNS  ››  Delivery : Profiles : Other : DNS Logging

[image: ../../_images/dns_cache_transparent_flyout_router01.png]
Create a DNS logging profile as shown in the table below:







	Setting

	Value





	Name

	example_dns_logging_profile



	Log Publisher

	local-syslog-publisher



	Log Responses

	enabled



	Include Query ID

	enabled






[image: ../../_images/dns_cache_transparent_create_router01.png]
https://router01.branch01.example.com/tmui/Control/jspmap/tmui/locallb/profile/dns_log/create.jsp


TMSH

tmsh create ltm profile dns-logging example_dns_logging_profile enable-response-logging yes include-query-id yes log-publisher local-syslog-publisher











          

      

      

    

  

    
      
          
            
  
2.2. DNS Profile

A DNS profile will control which features are enabled as part of processing a query.

Navigate to: DNS  ››  Delivery : Profiles : DNS

[image: ../../_images/router01_ltm_profile_dns.png]
Create a DNS profile as shown in the table below.







	Setting

	Value





	Name

	example.com_dns_profile



	DNS Cache

	Enabled



	DNS Cache Name

	transparent_cache



	Use BIND Server on Big-IP

	Disabled



	Logging

	Enabled



	Logging Profile

	example_dns_logging_profile



	AVR statistics Sample Rate

	Enabled, 1/1 queries sampled






[image: ../../_images/dns_profile_settings_cache_router01.png]
https://router01.branch01.example.com/tmui/Control/jspmap/tmui/locallb/profile/dns/create.jsp


TMSH

tmsh create ltm profile dns example.com_dns_profile { avr-dnsstat-sample-rate 1 cache transparent_cache defaults-from dns enable-cache yes enable-logging yes log-profile example_dns_logging_profile use-local-bind no }







          

      

      

    

  

    
      
          
            
  
2.3. UDP Profile

A UDP profile controls the way the platform processes UDP traffic.

Navigate to: DNS  ››  Delivery : Profiles : Protocol : UDP

[image: ../../_images/router01_create_udp_profile.png]
https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/profile/udp/list.jsp

Create a UDP profile as shown in the following table.







	Setting

	Value





	Name

	example.com_udp-dns_profile



	Parent Profile

	udp_gtm_dns






[image: ../../_images/router01_create_udp_profile_properties.png]
https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/profile/udp/create.jsp


TMSH

tmsh create ltm profile udp example.com_udp-dns_profile defaults-from udp_gtm_dns







          

      

      

    

  

    
      
          
            
  
2.4. TCP Profile

A TCP profile controls the way the platform processes TCP traffic.

Navigate to: DNS  ››  Delivery : Profiles : Protocol : TCP

[image: ../../_images/router01_create_tcp_profile.png]
https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/profile/tcp/list.jsp

Create a TCP profile as shown in the following table.







	Setting

	Value





	Name

	example.com_tcp-dns_profile



	Parent Profile

	f5-tcp-lan






[image: ../../_images/router01_create_tcp_profile_properties.png]
https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/profile/tcp/create.jsp


TMSH

tmsh create ltm profile tcp example.com_tcp-dns_profile defaults-from f5-tcp-lan







          

      

      

    

  

    
      
          
            
  
2.5. UDP Listener

A UDP listener is an IP address that will receive DNS queries.

Navigate to: DNS  ››  Delivery : Listeners : Listener List

[image: ../../_images/router01_create_virtual_flyout.png]
https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/listener/list.jsp

Create two UDP listeners according to the tables below:







	Setting

	Value





	Name

	DC01_udp_53_virtual



	Destination Address

	10.1.70.200



	Service Port

	DNS 53



	VLAN and Tunnel Traffic -> Enabled on..

	branch01_vlan



	Protocol

	UDP



	Protocol Profile (Client)

	example.com_udp-dns_profile



	DNS Profile

	example.com_dns_profile



	Default Pool

	branch01_dns_pool












	Setting

	Value





	Name

	DC02_udp_53_virtual



	Destination Address

	10.1.70.210



	Service Port

	DNS 53



	VLAN and Tunnel Traffic -> Enabled on..

	branch01_vlan



	Protocol

	UDP



	Protocol Profile (Client)

	example.com_udp-dns_profile



	DNS Profile

	example.com_dns_profile



	Default Pool

	branch01_dns_pool






[image: ../../_images/router01_create_virtual_udp_properties.png]
https://router01.branch01.example.com/tmui/Control/jspmap/tmui/locallb/virtual_server/create.jsp


TMSH

tmsh create gtm listener DC01_udp_virtual address 10.1.70.200 port 53 ip-protocol udp pool branch01_dns_pool profiles add { example.com_dns_profile  example.com_udp-dns_profile } vlans add { branch01_vlan } vlans-enabled




TMSH

tmsh create gtm listener DC02_udp_virtual address 10.1.70.210 port 53 ip-protocol udp pool branch01_dns_pool profiles add { example.com_dns_profile  example.com_udp-dns_profile } vlans add { branch01_vlan } vlans-enabled







          

      

      

    

  

    
      
          
            
  
2.6. TCP Listeners

A TCP listener is an IP address that will receive DNS queries.

Navigate to: DNS  ››  Delivery : Listeners : Listener List

[image: ../../_images/router01_create_virtual_flyout.png]
https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/listener/list.jsp

Create two TCP listeners according to the table below:







	Setting

	Value





	Name

	DC01_tcp_53_virtual



	Destination

	10.1.70.200



	Service Port

	DNS 53



	VLAN and Tunnel Traffic -> Enabled on..

	branch01_vlan



	Protocol

	TCP



	Protocol Profile (Client)

	example.com_tcp-dns_profile



	DNS Profile

	example.com_dns_profile



	Pool

	branch01_dns_pool












	Setting

	Value





	Name

	DC02_tcp_53_virtual



	Destination

	10.1.70.210



	Service Port

	DNS 53



	VLAN and Tunnel Traffic -> Enabled on..

	branch01_vlan



	Protocol

	TCP



	Protocol Profile (Client)

	example.com_tcp-dns_profile



	DNS Profile

	example.com_dns_profile



	Pool

	branch01_dns_pool






[image: ../../_images/router01_create_virtual_tcp_properties.png]
https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/listener/create.jsp


TMSH

tmsh create gtm listener DC01_tcp_virtual address 10.1.70.200 port 53 ip-protocol tcp pool branch01_dns_pool profiles add { example.com_dns_profile  example.com_tcp-dns_profile } vlans add { branch01_vlan } vlans-enabled




TMSH

tmsh create gtm listener DC02_tcp_virtual address 10.1.70.210 port 53 ip-protocol tcp pool branch01_dns_pool profiles add { example.com_dns_profile  example.com_tcp-dns_profile } vlans add { branch01_vlan } vlans-enabled



https://support.f5.com/kb/en-us/products/big-ip_ltm/manuals/product/bigip-dns-cache-implementations-11-3-0/2.html





          

      

      

    

  

    
      
          
            
  
2.7. Results


	From the jumpbox open a command prompt, perform several recursive queries to your new listener to test.

Repeat some of the same queries multiple times

dig www.f5.com
dig www.wikipedia.org
dig www.ncsu.edu
dig www.example.com







	Viewing Cache Entries

Navigate to: DNS  ››  Caches : Cache List  ››  Properties : transparent_cache

[image: ../../_images/router01_cache_select_statistics.png]
https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/cache/properties.jsp?name=%2FCommon%2Ftransparent_cache

Navigate to: Statistics  ››  Module Statistics : DNS : Caches  ››  Caches

[image: ../../_images/router01_cache_click_view.png]
Navigate to: Statistics  ››  Module Statistics : DNS : Caches  ››  Caches : transparent_cache

[image: ../../_images/router01_cache_view_details.png]
https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/cache/stats_detail.jsp?name=/Common/transparent_cache


TMSH

tmsh show ltm dns cache records rrset cache transparent_cache



[image: ../../_images/tmsh_show_ltm_dns_cache_records.png]

TMSH

show ltm dns cache transparent transparent_cache





	Clearing Entire Cache

Navigate to Statistics > Module Statistics > DNS > Caches

Set “Statistics Type” to “Caches”.

Select the cache and click “Clear Cache” to empty the cache.









          

      

      

    

  

    
      
          
            
  
3. Hidden Master

The internal DNS servers are authoritative for example.com so we need to slave the zone to the BIG-IP.

After this module is complete the BIG-IP will become an authoritative slave.

[image: ../../_images/class2_hidden_masters.png]
https://support.f5.com/kb/en-us/products/big-ip_ltm/manuals/product/dns-services-implementations-11-6-0/2.html#unique_1658664851








          

      

      

    

  

    
      
          
            
  
3.1. Name Server

Define the Active Directory server as a nameserver and initiate a zone transfer.

Navigate to DNS  ››  Delivery : Nameservers : Nameserver List

[image: ../../_images/create_nameserver_flyout.png]
Create a nameserver according to the following table:







	Setting

	Value





	Name

	dc01.example.com



	Address

	10.1.70.200






[image: ../../_images/create_nameserver_dc01.png]
https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/nameserver/create.jsp


TMSH

tmsh create ltm dns nameserver dc01.example.com { address 10.1.70.200 }







          

      

      

    

  

    
      
          
            
  
3.2. DNS Express

The zone example.com is served from the high performance authoritative resolver.

Navigate to DNS  ››  Zones : Zones : Zone List

[image: ../../_images/create_dnsxpress_flyout.png]
Create a DNS Express zone according to the following table:







	Setting

	Value





	Name

	example.com



	Server

	dc01.example.com



	Allow NOTIFY From

	10.1.70.200






[image: ../../_images/create_dnsxpress_zone_example.png]
https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/zone/create.jsp


TMSH

tmsh create ltm dns zone example.com { dns-express-allow-notify add { 10.1.70.200 } dns-express-notify-tsig-verify no dns-express-server dc01.example.com }



https://support.f5.com/kb/en-us/products/big-ip-dns/manuals/product/bigip-dns-services-implementations-12-1-0/1.html#guid-977cd16a-5d12-4b1e-964c-5d8206f647ed





          

      

      

    

  

    
      
          
            
  
3.3. Results

The BIG-IP will now be an authoratative slave for the example.com zone.  This protects the master as well as increases performance utilizing the BIG-DNS delivery engine.


	Click on the newly created DNS Express zone and make sure it is showing green for ‘Available’ indicating that the initial AXFR transfer was successful.

[image: ../../_images/DNS_Express_result1.png]


	Using putty from the taskbar, log in to router01.branch01.example.com.





Run the following command to see the contents of the DNS Express database:


dnsxdump | less





Examine the results

[image: ../../_images/DNS_Express_result3.png]










          

      

      

    

  

    
      
          
            
  
4. DNSSec

[image: ../../_images/dnssec_zone_sign.png]
https://support.f5.com/kb/en-us/products/big-ip_ltm/manuals/product/dns-services-implementations-11-6-0/2.html#unique_1658664851








          

      

      

    

  

    
      
          
            
  
4.1. Zone Signing Key

Navigate to: DNS  ››  Delivery : Keys : DNSSEC Key List

[image: ../../_images/dnssec-keys-create.png]
Create zone signing key according the following table:







	Setting

	Value





	Name

	example.com_zsk



	Type

	Zone Signing Key



	Key Management

	Manual



	Certificate

	default.crt



	Private Key

	default.key






[image: ../../_images/dnssec-zsk.png]
https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/dnssec_key/create.jsp


TMSH

tmsh create ltm dns dnssec key example.com_zsk key-type zsk certificate-file default.crt key-file default.key







          

      

      

    

  

    
      
          
            
  
4.2. Key Signing Key

Navigate to: DNS  ››  Delivery : Keys : DNSSEC Key List

[image: ../../_images/dnssec-keys-create.png]
Create a key signing key according to the following table:







	Setting

	Value





	Name

	example.com_ksk



	Type

	Key Signing Key



	Key Management

	Manual



	Certificate

	default.crt



	Private Key

	default.key






[image: ../../_images/dnssec-ksk.png]
https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/dnssec_key/create.jsp

TMSH commands for Key Signing key creation:


TMSH

tmsh create ltm dns dnssec key example.com_ksk key-type ksk certificate-file default.crt key-file default.key







          

      

      

    

  

    
      
          
            
  
4.3. Signed Zone

Navigate to: DNS  ››  Zones : DNSSEC Zones : DNSSEC Zone List

[image: ../../_images/dnssec-zone.png]
https://router01.branch01.example.com/tmui/Control/form?__handler=/tmui/dns/dnssec_zone/list&__source=delete_confirm&__linked=false&__fromError=false

Create DNS Express zone signed by DNSSEC







	Setting

	Value





	Name

	example.com



	Zone Signing Key

	example.com_zsk



	Key Signing Key

	example.com_ksk






[image: ../../_images/dnssec-new-zone.png]
TMSH commands for DNSSEC signed zone creation:


TMSH

tmsh create ltm dns dnssec zone example.com keys add { example.com_ksk example.com_zsk }







          

      

      

    

  

    
      
          
            
  
4.4. Results

From the CLI on the router01.branch01 BIGIP run tail -f /var/log/ltm

From the Workstation CMD prompt run: “dig example.com +dnssec”

[image: ../../_images/dnssec-logs.png]




          

      

      

    

  

    
      
          
            
  
5. Validating Resolver




Configure a validating resolver cache on the BIG-IP® system to recursively query public DNS servers, validate the identity of the DNS server sending the responses, and then cache the responses.

After completing this lab students will entirely offload DNS queries from internal masters.

[image: ../../_images/class2_validating-resolver.png]
[image: ../../_images/class2_validating-resolver2.png]
Navigate to DNS  ››  Caches : Cache List

[image: ../../_images/cache_list_flyout.png]
https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/cache/list.jsp

Create a validating resolver cache according to the table below:







	Setting

	Value





	Name

	validating-resolver_cache



	Resolver Type

	Validating Resolver



	Answer default zones

	Checked - Enabled






[image: ../../_images/cache_validating-resolver.png]
https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/cache/create.jsp


TMSH

tmsh create ltm dns cache validating-resolver validating-resolver_cache answer-default-zones yes



https://support.f5.com/kb/en-us/products/big-ip-dns/manuals/product/bigip-dns-services-implementations-12-1-0/7.html#guid-d4548549-b4e2-4dae-9ada-3ea00eb84c1f





          

      

      

    

  

    
      
          
            
  
5.1. Trust Anchors

Create a trust anchor to validate content in a DNS response.

Using Putty, ssh into router01.branch01 and run the following command:


TMSH

dig dnskey . | grep 257 > /root/dnskey.txt

dnssec-dsfromkey -f /root/dnskey.txt .



[image: ../../_images/trusted-anchors-cli.png]
Navigate to: DNS  ››  Caches : Cache List  ››  validating-resolver_cache : Trust Anchors

Select the validating-resolver_cache and click “Trust Anchors”

[image: ../../_images/selet_validating_resolver.png]
https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/cache/trust_anchor/list.jsp?name=%2FCommon%2Fvalidating-resolver_cache&tab=dns_cache_validating_config

[image: ../../_images/trust-anchor.png]
For each line of output from the preceding command create a “Trust Anchor”

[image: ../../_images/trust-ancor-1.png]
[image: ../../_images/trusted-anchors-done.png]
	1

	tmsh modify ltm dns cache validating-resolver validating-resolver_cache trust-anchors replace-all-with { ". IN DS 19036 8 1 B256BD09DC8DD59F0E0F0D8541B8328DD986DF6E" ". IN DS 19036 8 2 49AAC11D7B6F6446702E54A1607371607A1A41855200FD2CE1CDDE32F24E8FB5" ". IN DS 20326 8 1 AE1EA5B974D4C858B740BD03E3CED7EBFCBD1724" ". IN DS 20326 8 2 E06D44B80B8F1D39A95C0B0D7C65D08458E880409BBC683457104237C7F8EC8D" }











          

      

      

    

  

    
      
          
            
  
5.2. Modify DNS Profile

In order to activate the new “Validating Resolver”, modify the DNS profile example.com_dns_profile.

Navigate to: DNS  ››  Delivery : Profiles : DNS

[image: ../../_images/modify_dns_profile_activate_validating_resolver.png]
Select the profile “example.com_dns_profile”

Modify the DNS profile to activate the new validating-resolver_cache.

[image: ../../_images/modify_dns_profile_validating_resolver.png]
https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/profile/dns/properties.jsp?name=/Common/example.com_dns_profile


TMSH

tmsh modify ltm profile dns example.com_dns_profile cache validating-resolver_cache







          

      

      

    

  

    
      
          
            
  
5.3. Results

From the CLI on the router01.branch01 BIGIP run

tail -f /var/log/ltm

From the Workstation CMD prompt run: “dig ghghghghg.com”

[image: ../../_images/nxdomain.png]
From the Workstation CMD prompt run: “dig google.com”

[image: ../../_images/google.png]
From the Workstation CMD prompt run: “dig dnssec-deployment.org +dnssec”

[image: ../../_images/dnssec-resolver-results.png]
From the Workstation CMD prompt run: “dig dnssec-failed.org +dnssec”

[image: ../../_images/dnssec-failed.png]
http://www.internetsociety.org/deploy360/resources/dnssec-test-sites/





          

      

      

    

  

    
      
          
            
  
6. RPZ

Response Policy Zone will be turned on to stop clients from trying to resolve blacklisted domains.

[image: ../../_images/class2_rpz_overview.png]
https://support.f5.com/kb/en-us/products/big-ip-dns/manuals/product/bigip-dns-services-implementations-12-1-0/8.html








          

      

      

    

  

    
      
          
            
  
6.1. Zone Runner

Customers will subscribe to their RPZ vendor of choice.

Use Zonerunner to create a custom RPZ zone for our lab.

Navigate to DNS  ››  Zones : ZoneRunner : Zone List

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/globallb/zfd/zone/create.jsp

[image: ../../_images/zonerunner_create_zone.png]
Create a zone according to the following table:







	Setting

	Value





	View Name

	external



	Zone Name

	rpz.example.com



	Zone Type

	Master



	Zone File Name

	db.external.rpz.example.com



	Options

	also-notify { ::1 port 5353; };



	TTL

	300



	Master Server

	router01.branch01.example.com.



	Email Contact

	hostmaster.example.com.



	NS Record: TTL

	300



	NS Record: Nameserver

	router01.branch01.example.com.



	Create A Record

	Checked - Enabled



	A Record: IP Address

	10.1.71.1






[image: ../../_images/zonerunner_create_zone_properties.png]
Navigate to: DNS  ››  Zones : ZoneRunner : Resource Record List

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/globallb/zfd/record/create.jsp

[image: ../../_images/zonerunner_create_resource_record.png]
Create a resource record according to the following table:







	Setting

	Value





	View Name

	external



	Zone Name

	rpz.example.com



	Name

	*.guns.com.rpz.example.com.



	TTL

	300



	Type

	CNAME



	CNAME

	.






[image: ../../_images/zonerunner_create_resource_record_properties.png]
[image: ../../_images/zonerunner_list_resource_records.png]




          

      

      

    

  

    
      
          
            
  
6.2. Name Server

Navigate to DNS  ››  Delivery : Nameservers : Nameserver List

[image: ../../_images/create_nameserver_flyout.png]
https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/nameserver/list.jsp

Create a nameserver according to the following table:







	Setting

	Value





	Name

	localhost






[image: ../../_images/create_nameserver_localhost.png]
https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/nameserver/create.jsp


TMSH

tmsh create ltm dns nameserver localhost { address 127.0.0.1 tsig-key none }







          

      

      

    

  

    
      
          
            
  
6.3. DNS Express

Navigate to DNS  ››  Zones : Zones : Zone List

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/zone/create.jsp

[image: ../../_images/create_dnsxpress_flyout.png]
Create a DNS Express zone according to the following table:







	Setting

	Value





	Name

	rpz.example.com



	Server

	localhost



	Allow NOTIFY From

	127.0.0.1



	Response Policy

	checked






[image: ../../_images/create_dnsxpress_zone.png]

TMSH

tmsh create ltm dns zone rpz.example.com { dns-express-server localhost response-policy yes dns-express-allow-notify add { 127.0.0.1  } dns-express-notify-tsig-verify no }







          

      

      

    

  

    
      
          
            
  
6.4. Local Zone

Navigate to: DNS  ››  Caches : Cache List

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/cache/list.jsp

[image: ../../_images/select_validating-resolver_cache.png]
Select validating-resolver_cache, click “Local Zones”, and click “Add”

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/cache/local_zone/list.jsp?name=%2FCommon%2Fvalidating-resolver_cache&tab=dns_cache_config

[image: ../../_images/cache_create_local-zone.png]
Create a local zone entry according to the following table:







	Setting

	Value





	Name

	sorry.example.com



	Type

	Static



	Records

	sorry.example.com. IN A 10.1.71.21






[image: ../../_images/create_localzone_entry.png]
TMSH commands for router01.branch01:

tmsh modify ltm dns cache validating-resolver validating-resolver_cache local-zones { { name sorry.example.com records add { "sorry.example.com. IN A 10.1.71.21" } type static } }









          

      

      

    

  

    
      
          
            
  
6.5. Walled Garden

Navigate to: DNS  ››  Caches : Cache List

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/cache/list.jsp

Click “validating-resolver_cache”

[image: ../../_images/select_validating-resolver_cache.png]
Select validating-resolver_cache, click “Response Policy Zones”, and then click “Add”

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/cache/rpz/list.jsp?name=%2FCommon%2Fvalidating-resolver_cache&tab=dns_cache_config

[image: ../../_images/cache_enable_rpz.png]
Create a local zone entry according to the following table:







	Setting

	Value





	Zone

	rpz.example.com



	Action

	Walled Garden



	Walled Garden

	sorry.example.com






[image: ../../_images/cache_enable_rpz_details.png]
TMSH commands for router01.branch01:


TMSH

tmsh modify ltm dns cache resolver validating-resolver_cache response-policy-zones add { rpz.example.com { action walled-garden walled-garden sorry.example.com } }







          

      

      

    

  

    
      
          
            
  
6.6. Results

From a Workstation command prompt run “dig www.guns.com”

[image: ../../_images/cmd_dig_guns_rpz.png]
Try running additional dig commands to verify that other domains still resolve as expected.

dig www.f5.com





          

      

      

    

  

    
      
          
            
  
7. URL Categorization

Configure DNS queries filtering based on the category of the requested domain. This will be done with using F5 iRules and built-in categorization database.

[image: ../../_images/url_categorization.png]







          

      

      

    

  

    
      
          
            
  
7.1. Create an iRule

Navigate to: DNS  ››  Delivery : iRules : iRules List

[image: ../../_images/irule-new.png]
https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/rule/list.jsp

Create new iRule, copy the content below and paste it.







	Setting

	Value





	Name

	DNS-query-filtering






when RULE_INIT {
  # Set categories to block for DNS hosts
  set static::blocked_categories {
    /Common/Bot_Networks
    /Common/Spyware
    /Common/Malicious_Web_Sites
    /Common/Adult_Content
    /Common/Sex
  }


  # CONFIGURATION
  # Check all requests by default
  set static::request_check 1
  # If the category returns as blocked, return NXDOMAIN (1)
  # Otherwise if (0), return a statically defined IP address
  set static::request_return_nxdomain 0
  set static::request_redirect_to "10.1.71.21"
  # Toggle for debug logs
  set static::request_debug 1
}


when DNS_REQUEST {
  if { $static::request_check } {
    set lookup_category [getfield [CATEGORY::lookup "http://[DNS::question name]"] " " 1]
    if { [lsearch -exact $static::blocked_categories $lookup_category] >= 1 } {
      if { $static::request_debug } {
         log local0. "BLOCKED: Category $lookup_category matching [DNS::question name] is filtered."
      }
      DNS::answer clear
      if { $static::request_return_nxdomain } {
         DNS::header opcode QUERY
         DNS::header rcode NXDOMAIN
      } else {
         if { [DNS::question type] equals "A" } {
            DNS::answer insert "[DNS::question name]. 111 [DNS::question class] [DNS::question type] $static::request_redirect_to"
         }
      }
      DNS::return
 } else {
   if { $static::request_debug } {
      log local0. "Category $lookup_category matching [DNS::question name] is not filtered"
      }
    }
  }
}





TMSH commands for router01.branch01 (Make sure you use text editor to copy content above and paste it)


TMSH

tmsh create ltm rule DNS-query-filtering







          

      

      

    

  

    
      
          
            
  
7.2. iRule assignment

Repeat the following steps for all 4 DNS listeners.

Navigate to: DNS  ››  Delivery : Listeners : Listener List

[image: ../../_images/listener-assignment-1.png]
Navigate to the listener DC01_udp_virtual

[image: ../../_images/listener-assignment-2-c.png]
Navigate to iRules section

[image: ../../_images/irule-assignment-3-c.png]
Navigate to Manage

[image: ../../_images/irule-assignment-4-c.png]
https://router01.branch01.example.com/tmui/Control/form?__handler=/tmui/dns/listener/irules&__source=Manage…&__linked=false&__fromError=false [https://router01.branch01.example.com/tmui/Control/form?__handler=/tmui/dns/listener/irules&__source=Manage...&__linked=false&__fromError=false]

Highlight DNS-query-filtering iRule and move it to Selected column

[image: ../../_images/irule-assignment-5-c.png]
TMSH commands for router01.branch01


TMSH

tmsh modify gtm listener all rules { DNS-query-filtering }







          

      

      

    

  

    
      
          
            
  
7.3. Results

From the CLI on the router01.branch01 BIGIP run

tail -f /var/log/ltm

From the Workstation command prompt run “dig example.com” and check for the results

[image: ../../_images/examplecom.png]
From the Workstation command prompt run “dig porno.com” and check for the results

[image: ../../_images/pornocom.png]
Navigate to: DNS  ››  Delivery : iRules : iRules List

[image: ../../_images/irule-new.png]
https://router01.branch01.example.com/tmui/Control/jspmap/tmui/dns/rule/list.jsp

Click on the DNS-query-filtering iRule and add new filtering category “News_and_Media”

[image: ../../_images/news.png]
From the Workstation command prompt run “dig cnn.com” and check for the results

[image: ../../_images/cnn.png]
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C:sUserssuser.EXAMPLE>dig dnssec—failed.org +dnssec

<{>> DiG 2.3.2 <<>> dnssec—failed.org +dnssec
global options: printcmd
Got answer:

—>>HEADER<<— opcode: QUERY, stat FRUFAIL, id: 635

flags: gr rd ra; QUERY: 1, ANSUER AUTHORITY: B. ADDITIONAL: B8
QUESTION SECTIOM:

nzsec—failed.org. IN A

Query time: 15 msec

SERVER: 18.1.70.2004#53(10.1.70.208>
WHEN: Thu Jul 28 11:49:38 2817

MSG SIZE wrcuvd: 35

C:sUserssuser. EXAMPLE >,

49:358 router0l info tmm[12352]: 2017-07-20 11:49:38 routerOl.branch0l.example.com gid 63
1.71.100#61266: view none: guery: dnssec-failed.org IN A +ED (10.1.70.200%0)

49:358 router0l info tmm[l12352]: 20 = =18: 358 router0l.branch0l.example.com gid 63
71.100#61266: [SERVFLIL or,rd,r
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[rootldrouter0l:
[root@routerOl:
[root@routerOl:
[root@routerOl:

Eval:
Ewval:
Ewval:
Ewval:

Aotive:
Aotive:
Aotive:
Aotive:

Atandalone]
SGtandalone]
SGtandalone]
SGtandalone]

config #

config #

config # dig dnskey . | grep 257 > Jroot/dnskey.txt
config # dnssec-dsfromkey -f /froot/dnskey.txt

IN D3 19036 5 1 BZS6BDOSDCSDDSSFOEOFODSS41ES325DD9560FGE
IN D3 19036 5 2 494AC11D7EeFE446702ES4A1607371607A1A41555200FDECEICDDESZFE4ESFES
IN D3 Z03Z6 5 1 AE1EASES74D4CS55E740EDOSESCEDTEEFCEDLT7Z4
IN D3 Z03Z6 5 Z EOGD44BS0BSF1D39ASSCOBODTCA5D05455E550409EEBCE53457104237CVFSECED
[rootfrouter0l:Eval: betive:3tandalone] config #
[rootfrouter0l:Eval: betive:3tandalone] config #
[rootfrouter0l:Eval: betive:3tandalone] config # I
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C:sUserssuser.EXAMPLE>dig example.com +dnssec igipt

(()) DiG 2.3.2 <<>> example.com +dnssec
; global options: printcmd
Got answer:
—>>HEADER{<{— opcode: QUERY, status: MOERROR, id: 614
; flags: gr aa »d; QUERY: 1. ANSWER: 2. AUTHORITY: 2, ADDITIONAL: 3

;; OPT PSEUDOSECTION:
; EDNS: version: B, flags: do; udp: 4896
55 QUESTION SECTION:
sexample .com. IN A

55 ANSWER SECTION:

example .com. 9515 ] IN A 1@.1.78.2688

example .com. 6808 IN RRSIG A 7 2 608 2017725202837 2817071
8202837 64588 example.com. meABjS4Ex3yhr8xnx5¥YmlJ+y4+JIXAP4r2P4Nc JyAKZo /NpuwFE21 /|
UBp +RFJ?TmoRTZMUSUgpAbtuzEY 2UUYBAkUUNZ o ?hrgf G4pd=zIcK6UMgY2. 0 Bbhx51103rrLz +thlhpZ
dHBue DBUm1 S X ghBY TxPUf cQDUICLthCHNbe35RS ggSHMRLOTvCexBi6. 49 hNLG6 oK JHSnDANs 0 GT S ke Z\)
gdf 6DI0vk19Bpt R7?qBKJIFAPRnEpgs x5 lgenB3QLIudnW0GiGa02WbAVN4hGd 1yu2hOxgL »TFfFBBC)
MS i/MAZb3FrT Gt XCTkE 2c00JDKe? +uGzRuFEHhms 201 4NEK? 2 yPEku=

55 AUTHORITY SECTION:

example .com. 3688 IN NS dcBl .example .com.

example .com. 3688 IN RRSIG NS 7 2 36H@ 20170725202837 20178
718202837 64508 example.com. MFjHTouNuff4Gpul15aFD6P+C7A% JARZF6KI Rs4G3ullgNU I y4MmN
N28k5 QGg2BuwSI7/eNnTAv jsmgyAQuSd15vl1648J5bM4ile IUTQBMbNAiBSA31i yFi2Cs - -Rb0ZGaR0x1
NIxKFquBssNh/tSOleOQIakI/dCL5N4Dmeh60 HsszNxRa74RFQ10QthRcKRqunHngohBeUsw/

ones : DNSSEC Zone L

ﬁ router01

Jul 15 15:41:158 router0l1l info tren[11375]: 2017-07-18 15:41:17 routerOl.branch0l.exsmple.com o
id 614 from 10.1.71.100#52224: view none: guery: example.com IN A +ED (10.1.70.200%0)

Jul 15 15:41:158 router0l1l info tren[11375]: 2017-07-18 15:41:17 routerOl.branch0l.exsmple.com o
id 614 to 10.1.71.100#52224: [NOERROR gr,aa,rd,do] response: example.com. 600 IN A 10.1.70.2Z0
0; example.com. 600 IN RR3IIG A 7 & 600 Z01707Z5202837 Z01707185202537 64505 example.com melBjS
4Ex3vhr3xnx STl J+y4+I3ZAP4r 2 PANe I vAK IO/ NpwF£2 I/ TEp+RF IS Tio ETZ MV S Wyp AL WwzE T2 TUVORV Tz o 7hr gf G4n
Az IcE6UNgY2/ J3bx51I03rrLe+thUThp ZAHSue DB 1 3 Egh 0¥ TP U0l WVCthCHbe 3 SREggSHmRLOTv o016/ 49hNLED
EIHSHDONS0GTS/ ke AL 6D I0vk19Ept R7qOKI3FOPRnXposx 5 loons3 0L TudnioG ] Ga0z Wh AVN4hQA 1 yuz hoxqLx TF£F

EECHZ i/ MAZLIFr TGLECTRE 2c00JDECS+uGeRuF EHhns 90 14NEE 72 yPEku==
I}
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_static/class2/dig.png
Command Prompt

C:sUserssuser.EXAMPLE>dig example.com +dnssec

<{>> DiG 9.3.2 {<>> example.com +dnssec

global options: printcmd

Got answer:

—>>HEADER{<{— opcode: QUERY, status: MOERROR, id: 1163

flags: gr aa »d; QUERY: 1, AMSWER: 2, AUTHORITY: 2, ADDITIONAL: 3

OPT PSEUDOSECTION:

; EDNS: version: B, flags: do; udp: 4896
55 QUESTION SECTION:

sexample .com. IN A

55 ANSWER SECTION:

example .com. 9515 ] IN A 1@.1.78.2688

example .com. 6808 IN RRSIG A 7 2 608 2017A725203408 2817071
8203488 645088 example.com. Halm?3IAPElzTrtBEZg?uwOlzyPZxMHuQBGBAgIv3IE+T j+?mcdNGs1z +
xFQ 2BsMf 3pZngUZW kdFswwARZKG4r ga/vScGYM2Yp3a4nLgBROVF/j+? coAKAUC1Jc¥aGhhI 017
pHEalkBB5Ygcwcsuf cH WooLygf Bhe /qg?7+16 ¥16=1obF1AER1 1ILMZGcHMDTUSRnI SgRUAdvQZNNQUWE
FutDESKUG41JLE MHgDTODiRzkaf jakYKOKQCKrYXC1BBvdY gKSdBQUH1dA I ZJDAGuZuDVF p=zjdTG- 2
HxGfUgAAZ7p6mUwBEP2 ihBugf 3TFAnilU=CoBUJjCAHco3ES QY168g==

55 AUTHORITY SECTION:

example .com. 3688 IN NS dcBl .example .com.

example .com. 3688 IN RRSIG NS 7 2 3688 2017@725203408 20176
718203488 64588 example.com. DEUNwS3RYXcD1xB+2aJ0812HgAtIUNywdTUIsKaPUpoluwwSYAsn
Zudzsw SggB02i7zWbt5+LEGuUNPyy jRgmiiBgUf jutrPIsgi+MBnUbmmYbeoby wcggPAialWlé ygH3Y x|
ZEAGL?MGhAxBrFllks rilsg +x¥kxWd6UFumGhY1hl TU?06»ph/RmMUtc ?IAL?f tclt ykllmAlrn?Edhz
=1ZDkTBeRxiAt3nY 2vRbniSwrx3 +M+RUE WudZF1CRUMWBG6 BullF13g+5MR/2xuvQ rmB7f zmEV hFG6gP
HpaLTYrSSWEK?uRA?EnT22zEB-tfgelvf EqPEA15WBv4J+PmM+ Pdzabu==

;; ADDITIONAL SECTION:

dcBl .example .com. 3688 IN A 1@.1.78.208

dcBl .example.com. 3688 IN RRSIG A 7 3 3688 20178725203408 201787
18203488 64588 example.com. OnlPcs+wHzPQRuLj6USsrGhiCqBaDDDNE 6 DurMKUVK3 ledglir6x48
h4?7L DefhQCcHNA?hR+JCHharE/rbkFpnJUSDLFzggOTC?JjfFj?Hux1oY2eTr thLEAmIQL1f5=0ssGmp|
KAdprSI8Ljg+6Muguy +TSJ12A/sujK?psZiMHS u3oPjt¥JQIf v2PDrbhjUJJzusU3?YZf Ru+I1Se3LESH
eB4tDo REN?PJeB DG4xUXG7onAATH28tKMpZAWOs DNBauuBME hpG+en?MaPxylq4dpDgUNN 2hji3EDR
i?ebn?yuMHZpjGpl4vndoo +Z/ jy?d5robgn LRBQgGR4xMaBM? vd2y/g==

5 Query time: 46 msec
SERVER: 10.1.70.2004#53(10.1.70.208>
WHEN: Tue Jul 18 15:34:88 2817
MSG SIZE wrcud: 988

C:wUzerz uzer.EXAMPLE>

Time: 3:35 PM (CD

DNS » Zones: [
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el e, ..., - B->.
" DNS » Caches : Cache List

Add DLV Anchor

I DL
Cancel | Repeat | Finisl

ﬁ router01

[root@router0l:Eval: Active: Standalone]
[root@router0l:Eval: Active: Standalone]
[root@router0l:Eval: Active: Standalone]
[root@router0l:Eval: Active: Standalone]
[root@router0l:Eval: Active: Standalone]
[root@router0l:Eval: Active: Standalone]
[root@router0l:Eval: Active: Standalone]
[root@router0l:Eval: Active: Standalone]
[root@router0l:Eval: Active: Standalone]
[root@router0l:Eval: Active: Standalone]
[root@router0l:Eval: Active: Standalone]
V.EHE

[rootfrouter0l:Eval: Aotive: 3tandalone] iy #

[rootfrouter0l:Eval: Aotive: 3tandalone] ify # dnssec-dsfromkey -f froot/DLVdnskey.txt dlv.isc.

#
#
#
#
#
#
#
#
#
#
#

dig dnskey dlv.isc.org. | grep 257 > /root/DLVdn

.org. IN D3 7 7D : O6EE1Q
dlv.isc.ofg., I 31020752 AliDleFed = SDE1AS09ASOEALTOASIAF4SA4TCA1T
[root@router0l:Eval: Active: Standalone]
[root@router0l:Eval: Active: Standalone]
[root@router0l:Eval: Active: Standalone]
[root@router0l:Eval: Active: Standalone]
[root@router0l:Eval: Active: Standalone]
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- DNS » Caches : Cache List

Add DLV Anchor

I DLV Anchor

Cancel | Repeat

ﬁ router01

[rootfrouter0l:Eval: detive:3tandalone] config #

[rootfrouter0l:Eval: detive:3tandalone] config #

[rootfrouter0l:Eval: Aetive: Standalone] config # twmsh create ltm virtual DCOZ_top 53 _wirt
Z10:domain ip-protosol top mask 255.235.255.255 profiles add { example.com dns profile |
rofile { } } translate-address disabled vlans add { branch0Ol wvlan } vlans-enabled pool b
[rootfrouter0l:Eval: detive:3tandalone] config #
[rootfrouter0l:Eval: detive:3tandalone] config #
[rootfrouter0l:Eval: detive:3tandalone] config #
[rootfrouter0l:Eval: detive:3tandalone] config #
r_cache answer-default-zones yes
[toot@router0l:Eval: ictive: Standalone] config

[toot@router0l:Eval: ictive: Standalone] config

[toot@router0l:Eval: ictive: Standalone] config

[rootfrouter0l:Eval: Aetive:3tandalone] config dig dnskey . | grep 257 > /root/dnskev.t
[root@route : : ispe iy i —dsfromkey -f /root/dnskey.txt

tmsh create ltm dns cache walidating-res

IN DE 190365 BB 7 B ! O0FDECEICDDESZFZ4ESFES
IN D3 Z03Z6 5 1 AE1EASES74D4CS55E740EDOSESCEDTEEFCEDLT7Z4
IN D3 Z03Z6 5 Z EOGD44BS0BSF1D39ASSCOBODTCA5D05455E550409EEBCE53457104237CVFSECED
[rootfrouter0l:Eval: betive:3tandalone] config #
[rootfrouter0l:Eval: betive:3tandalone] config #
[rootfrouter0l:Eval: betive:3tandalone] config #
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[root@routerOl:

[root@routerOl:
[root@routerOl:
[root@routerOl:
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SGtandalone]

config
config
config
config
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config
config
config
config
config

config
config

HrOH: H:r H:r H:r H: W M M M M

dig dnskey dlv.isc.org. | grep 257 > /root/DLVdnske

#
# dnssec-dsfromkey -f Sroot/DLVdnskey.txt dlv.isc.org

1 7D4S0DBEFS30374DEA43353FCEZEZ 106EE100153E46
Z A11D16FE7339583E159EDFS053B2FESYE47ODS1AS00AS0ELATIASIAF45A47CE17

SGtandalone]
SGtandalone]
SGtandalone]
SGtandalone]
SGtandalone]

config
config
config
config
config

#

#
#
#
#
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config
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config
config

HrOH: H:r H:r H:r H: W M M M M

# dig dnskey . | grep 257 > froot/dnskevy.txt
# dnssec-dsfromkey -f Sroot/dnskey.txt

IN D3 19036 & 1 BZ56BLOSDCEDDSSFOEOFODES541ES325DD9S6DFGE
IN D3 19036 § 2 49LAC11DVEEFE644670ZES4L1607371607A1A41555200FDECELICDDESEFZ4ESFES
IN D3 20326 & 1 AE1EALSES74D4CSS55EV40EDOSESCEDTEEFCEDLVES
IN D3 20326 § 2 EO6D44EBSOBSF1D359ASSCOBOD7CASD05455EE50409EEC653457104237C7FSECSD

[root@router0l:Eval:
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Add Trust Anchor
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ﬁ router01

[rootfrouter0l:Eval: betive: 3tandalone] config #
[rootfrouter0l:Eval: betive: 3tandalone] config #
[rootfrouter0l:Eval: Aetive: Standalone] config # tmsh create ltm virtual DCOZ_top 53 _wirt
Z210:domain ip-protosol top mask 255.255.255.255 profiles add { example.com dns profile |
rofile { } } translate-address disabled wvlans add { branch0Ol wvlan } wvlans-enabled pool b
[rootfrouter0l:Eval: detive: 3tandalone] config #
[rootfrouter0l:Eval: betive: 3tandalone] config #
[rootfrouter0l:Eval: betive: 3tandalone] config #
[rootfrouter0l:Eval: detive: 3tandalone] config #
r_cache answer-default-zones yes
[toot@router0l:Eval: ictive: Standalone] config
[toot@router0l:Eval: ictive: Standalone] config
[toot@router0l:Eval: ictive: Standalone] config
[rootfrouter0l:Eval: betive: Standalone] config dig dnskey . | grep 257 > /root/dnskev.t
ive:Standalone] omkey —-f Jroot/dnskey.txt
D09 D D5SSFOEOFO 5441
49LAC11DT7EEFE446T0ZES4ATI AN TEFI555200FDECEICDDESZFE4ESFES
IN D3 Z03Z6 5 1 AE1EASES74D4CS55E740EDOSESCEDTEEFCEDLT7Z4
IN D3 Z03Z6 5 Z EOGD44BS0BSF1D39ASSCOBODTCA5D05455E550409EEBCE53457104237CVFSECED
[rootfrouter0l:Eval: betive:3tandalone] config #
[rootfrouter0l:Eval: betive:3tandalone] config #
[rootfrouter0l:Eval: iotive: Standalone] config # o

tmsh create ltm dns cache walidating-res
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[root@studentl-dns:Active:Standalone] config # tmsh
root@ (studentl-dns) (cfg-sync Standalone) (Active) (/Common) (tmos)# ltm dns
root@ (studentl-dns) (cfg-sync Standalone) (Active) (/Common) (tmos.ltm.dns)# delete cache records rrset cache transparent-cache ?

Properties:
class Record class to filter on.
owner DNS owner name for filtering RRs.
ttl-range Range of TTLs to filter on, low:high.
type Record type to filter on.

root@ (studentl-dns) (cfg-sync Standalone) (Active) (/Common) (tmos.ltm.dns)# show cache records rrset cache transparent-cache type NS

Ltm: : DNS—Cache/Resolver RR Records

Owner TTL Type Class rdata

£5. com 39364 NS IN pdns3.£5. com
£5.com 39364 NS = IN pdns2.£5. com
£5.com 39364 NS IN pdnsl.£5.com
wikimedia.org 84065 NS  IN ns0.wikimedia.org
wikimedia.org 84065 NS  IN ns2.wikimedia.org
wikimedia.org 84065 NS  IN nsl.wikimedia.org
nesu. edu 1280 NS IN edll.ddi.ncsu.edu
ncsu. edu 1280 Ns  IN ed31.ddi.ncsu.edu
nesu. edu 1280 NS IN ed21.ddi.ncsu.edu

Total records returned (tmml): 9

root@ (studentl-dns) (cfg-sync Standalone) (Active) (/Common) (tmos.
root@ (studentl-dns) (cfg-sync Standalone) (Active) (/Common) (tmos.

Ltm: : DNS—Cache/Resolver RR Records

Total records returned (tmml): O

root@ (studentl-dns) (cfg-sync Standalone) (Active) (/Common) (tmos.

www . nesu . edu

Ltm: : DNS—Cache/Resolver RR Records

Owner TTL Type Class rdata
www.ncsu.edu 1209 A N 152.1.226.10
Total records returned (tmml): 1

root@ (studentl-dns) (cfg-sync Standalone) (Active) (/Common) (tmos.

www . ncsu. edu

root@ (studentl-dns) (cfg-sync Standalone) (Active) (/Common) (tmos.

www . nesu . edu

Ltm: : DNS—Cache/Resolver RR Records

Total records returned (tmml): O

1tm.dns) #
1tm.dns) #

1tm.dns) #

1tm.dns) #

1tm.dns) #

delete cache records rrset cache transparent-cache type NS
show cache records rrset cache transparent-cache type NS

show cache records rrset cache transparent-cache owner

delete cache records rrset cache transparent-cache owner

show cache records rrset cache transparent-cache owner
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root@(studentl-dns) (cfg-sync Standalone) (Active) (/Common) (tmos.ltm.dns.cache)# show resolver resolver-cache
Ltm: : DNS-Cache/Resolver: resolver-cache
Clientside Summary
Queries 6
Responses 6
Synchronous 3
Asynchronous 3
Caches Activity Hits Misses Inserts Updates Evictions
Complete Message 183 450 96 0 0
Resource Record Set 1337 1241 230 184 0
Internet Nameserver 801 914 36 0 0
DNSSEC Key 0 0 0 0 0
Forwarder Activity
Queries [
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Resolver/Forwarder Traffic  Total UDE Tce
Bits In 234952 234952 0
Bits Out 62704 62704 0
Packets In 77 77 0
Packets Out 105 105 0
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Total Connections 105 105 0
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Response Validation Status
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[root@studentl-dns:Active:Standalone

Ltm: : DNS-Cache/Resolver: validating-resolver

log # tmsh show ltm dns cache validating-resolver

Clientside Summary

Queries 3
Responses 3
Synchronous 2
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Caches Activity Hits Misses Inserts Updates Evictions
Complete Message 17 191 44 2 0
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[root@studentl-dns:Active:Standalone] config # tmsh

root@ (studentl-dns) (cfg-sync Standalone) (Active) (/Common) (tmos)# ltm dns

root@ (studentl-dns) (cfg-sync Standalone) (Active) (/Common) (tmos.ltm.dns)# show cache
records rrset cache transparent-cache owner f5.com

Owner TTL Type Class rdata

f5.com 41186 NS IN pdns3.£5.com
f5.com 41186 NS IN pdns2.£5.com
f5.com 41186 NS IN pdnsl.f5.com

Total records returned (tmm0O): 3
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s
| DNS » Caches : Cache List

Add Trust Anchor

ITrust chor

Cancel | Repeat

ﬁ router01

[rootfrouter0l:Eval: betive: 3tandalone] config #
[rootfrouter0l:Eval: betive: 3tandalone] config #
[rootfrouter0l:Eval: Aetive: Standalone] config # tmsh create ltm virtual DCOZ_top 53 _wirt
Z210:domain ip-protosol top mask 255.255.255.255 profiles add { example.com dns profile |
rofile { } } translate-address disabled wvlans add { branch0Ol wvlan } wvlans-enabled pool b
[rootfrouter0l:Eval: detive: 3tandalone] config #
[rootfrouter0l:Eval: betive: 3tandalone] config #
[rootfrouter0l:Eval: betive: 3tandalone] config #
[rootfrouter0l:Eval: detive: 3tandalone] config #
r_cache answer-default-zones yes
[toot@router0l:Eval: ictive: Standalone] config
[toot@router0l:Eval: ictive: Standalone] config
[toot@router0l:Eval: ictive: Standalone] config
[rootfrouter0l:Eval: betive: Standalone] config dig dnskey . | grep 257 > /root/dnskev.t
ive:Standalone] omkey —-f Jroot/dnskey.txt
D09 D D5SSFOEOFO 5441
49LAC11DT7EEFE446T0ZES4ATI AN TEFI555200FDECEICDDESZFE4ESFES
IN D3 Z03Z6 5 1 AE1EASES74D4CS55E740EDOSESCEDTEEFCEDLT7Z4
IN D3 Z03Z6 5 Z EOGD44BS0BSF1D39ASSCOBODTCA5D05455E550409EEBCE53457104237CVFSECED
[rootfrouter0l:Eval: betive:3tandalone] config #
[rootfrouter0l:Eval: betive:3tandalone] config #
[rootfrouter0l:Eval: iotive: Standalone] config # o

tmsh create ltm dns cache walidating-res
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[root@studentl-dns:Active:Standalone] config # tmsh show ltm dns cache records rrset
cache transparent-cache
Ltm: : DNS-Cache/Resolver RR Records
Owner TTL Type Class rdata
text-1b.eqgiad.wikimedia.org 3252 A IN 208.80.154.224
£5.com 41351 NS IN pdns3.£5.com
£5.com 41351 NS IN pdns2.£5.com
£5.com 41351 NS IN pdnsl.f5.com
WWW.ncsu.edu 3267 A IN 152.1.226.10
wikipedia-1b.wikimedia.org 252 CNAME IN text-lb.eqgiad.wikimedia.org
www.wikipedia.org 3252 CNAME IN wikipedia-1b.wikimedia.org
www.f5.com 23 A IN 208.85.209.20
wikimedia.org 86052 NS IN ns0.wikimedia.org
wikimedia.org 86052 NS IN ns2.wikimedia.org
wikimedia.org 86052 NS IN nsl.wikimedia.org
ncsu.edu 3267 NS IN edll.ddi.ncsu.edu
ncsu.edu 3267 NS IN ed31l.ddi.ncsu.edu
ncsu.edu 3267 NS IN ed21.ddi.ncsu.edu

Total records returned (tmml): 14
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root@ (studentl-dns) (cfg-sync Standalone) (Active) (/Common) (tmos.ltm.dns)# show cache
records rrset cache transparent-cache type NS

Owner TTL Type Class rdata
wikimedia.org 85867 NS IN ns0.wikimedia.org
wikimedia.org 85867 NS IN ns2.wikimedia.org
wikimedia.org 85867 NS IN nsl.wikimedia.org
£5.com 41166 NS IN pdns3.£5.com
£5.com 41166 NS IN pdns2.£5.com
£5.com 41166 NS IN pdnsl.f5.com
ncsu.edu 3082 NS IN edll.ddi.ncsu.edu
ncsu.edu 3082 NS IN ed31.ddi.ncsu.edu
ncsu.edu 3082 NS IN ed21.ddi.ncsu.edu

Total records returned (tmmO): 9
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root@ (studentl-dns) (cfg-sync Standalone) (Active) (/Common) (tmos.ltm.dns)# show cache transparent transparent-cache

Ltm: :DNS-Cache/Resolver: transparent-cache

Clientside Summary
Queries 1
Responses 6
Synchronous 6
Asynchronous [
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C:sUserssuser.EXAMPLE>dig example.com +dnssec igipt

(()) DiG 2.3.2 <<>> example.com +dnssec
; global options: printcmd
Got answer:
—>>HEADER{<{— opcode: QUERY, status: MOERROR, id: 614
; flags: gr aa »d; QUERY: 1. ANSWER: 2. AUTHORITY: 2, ADDITIONAL: 3

;; OPT PSEUDOSECTION:
; EDNS: version: B, flags: do; udp: 4896
55 QUESTION SECTION:
sexample .com. IN A

55 ANSWER SECTION:

example .com. 9515 ] IN A 1@.1.78.2688

example .com. 6808 IN RRSIG A 7 2 608 2017725202837 2817071
8202837 64588 example.com. meABjS4Ex3yhr8xnx5¥YmlJ+y4+JIXAP4r2P4Nc JyAKZo /NpuwFE21 /|
UBp +RFJ?TmoRTZMUSUgpAbtuzEY 2UUYBAkUUNZ o ?hrgf G4pd=zIcK6UMgY2. 0 Bbhx51103rrLz +thlhpZ
dHBue DBUm1 S X ghBY TxPUf cQDUICLthCHNbe35RS ggSHMRLOTvCexBi6. 49 hNLG6 oK JHSnDANs 0 GT S ke Z\)
gdf 6DI0vk19Bpt R7?qBKJIFAPRnEpgs x5 lgenB3QLIudnW0GiGa02WbAVN4hGd 1yu2hOxgL »TFfFBBC)
MS i/MAZb3FrT Gt XCTkE 2c00JDKe? +uGzRuFEHhms 201 4NEK? 2 yPEku=

55 AUTHORITY SECTION:

example .com. 3688 IN NS dcBl .example .com.

example .com. 3688 IN RRSIG NS 7 2 36H@ 20170725202837 20178
718202837 64508 example.com. MFjHTouNuff4Gpul15aFD6P+C7A% JARZF6KI Rs4G3ullgNU I y4MmN
N28k5 QGg2BuwSI7/eNnTAv jsmgyAQuSd15vl1648J5bM4ile IUTQBMbNAiBSA31i yFi2Cs - -Rb0ZGaR0x1
NIxKFquBssNh/tSOleOQIakI/dCL5N4Dmeh60 HsszNxRa74RFQ10QthRcKRqunHngohBeUsw/

ones : DNSSEC Zone L

ﬁ router01

Jul 15 15:41:158 router0l1l info tren[11375]: 2017-07-18 15:41:17 routerOl.branch0l.exsmple.com o
id 614 from 10.1.71.100#52224: view none: guery: example.com IN A +ED (10.1.70.200%0)

Jul 15 15:41:158 router0l1l info tren[11375]: 2017-07-18 15:41:17 routerOl.branch0l.exsmple.com o
id 614 to 10.1.71.100#52224: [NOERROR gr,aa,rd,do] response: example.com. 600 IN A 10.1.70.2Z0
0; example.com. 600 IN RR3IIG A 7 & 600 Z01707Z5202837 Z01707185202537 64505 example.com melBjS
4Ex3vhr3xnx STl J+y4+I3ZAP4r 2 PANe I vAK IO/ NpwF£2 I/ TEp+RF IS Tio ETZ MV S Wyp AL WwzE T2 TUVORV Tz o 7hr gf G4n
Az IcE6UNgY2/ J3bx51I03rrLe+thUThp ZAHSue DB 1 3 Egh 0¥ TP U0l WVCthCHbe 3 SREggSHmRLOTv o016/ 49hNLED
EIHSHDONS0GTS/ ke AL 6D I0vk19Ept R7qOKI3FOPRnXposx 5 loons3 0L TudnioG ] Ga0z Wh AVN4hQA 1 yuz hoxqLx TF£F

EECHZ i/ MAZLIFr TGLECTRE 2c00JDECS+uGeRuF EHhns 90 14NEE 72 yPEku==
I}
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C:sUserssuser.EXAMPLE>dig dnssec—deployment.org +dnssec

<{>> DiG 2.3.2 <<>> dnssec—deployment.org +dnssec

; global options: printcmd

;5 Got answer:

;5 —»>HEADER<<{— opcode: QUERY, status: N OR. id: 1568

5 flags: gqr rd ra ad; QUERY: 1. ANSUYER AUTHORITY: 6. ADDITIONAL: 1

55 OPT PSEUDOSECTION:
5 EDNS: version: B, flags: do; uwdp: 48%6
55 QUESTION SECTION:
sdnssec—deployment .oryg. IN A

53 ANSWER SECTION:

IN A 46.43.37.18
RREIG

55 AUTHORITY SECTION:

dnssec—deployment .org. 294 IN NS nzl.seal.afilias—nst
dnssec—deployment .org. 294 IN NS nzl.mial.afilias—nst
dnssec—deployment .org. 294 IN NS nzl.yyzl.afilias—nst
dnssec—deployment .org. 294 IN NS nzl.hkgl.afilias—nst.info.
dnssec—deployment .org. 294 IN NS nzl.amsl.afilias—nst.info.
dnssec—deployment.org. 294 IN RRSIG NS 5 2 388 20178801204001 201787
18204801 36518 dnssec—deployment.org. Jri3JdhS8T+ScKm+ZRpwe EMyucl hBLM6T /5632 dup
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