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Lab Environment

Each student pod consists of a remote site
and two datacenters connected to the

internet *
Workstation

ISPA.SITE1 = 203.0.113.0/24 C
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Obtain login information
from lab instructor
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DNS requests are sent the local DNS
servers, which recursively queries for
DNS on behalf of clients.

ispl_internet_vlan

- Remote Site
— |

= = » 13 4P 5000 SERES - -
= arrairrorrd = < ® f5 -
= - -

O
branch_vlan

IP =10.1.70.200

B =|GW =10.1.70.1

dig www.fS.com

IP=10.1.7131
DN5 = 10.1.70.200
DN5 = 10.1.70.210

[P =10.1.70.210
GW =10.1.70.1

. DC02
Workstation
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e,

ispl_internet_vlan

The BIG-IP is the default D
gateway for web browsing o

Remote Site
. ——
- H -... W e o = = . BEadF S0 SERES A f5 -
- e e o rarrdrrirT: = “ < > -
- . h--'d T r_ ,4 - — e o -
O
branch_vlan ad_vlan

o
o [ ) IP = 10.1.70.200
=|GW =10.1.70.1
o https://www.f5.com O DCO1
O [P=10.1.71.31 A
DNS = 10.1.70.200 ] IP =10.1.70.210
= DNS = 10.1.70.210 GW =10.1.70.1
A3 EEEANGW=10.1.711
DCO02

Workstation
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The workstation has a connection O

to a “Management Network” Of| ispl.internet_vlan
O
router0l.branch0l.example.com = 10.1.10.31 _
0O 0 0O - B'F.-_'_--::
T—— . e [T
0 (¢ - e hm e e

branch_vlan

O
O https://router0l.branch0l.example.com
O IP=10.1.71.31
|| DNS = 10.1.70.200
- DNS = 10.1.70.210
-4 ) ENGW=10.1711
Workstation

- HadF
aams

Remote Site
o -

ad vlan

IP = 10.1.70.200
=|GW =10.1.70.1

DCO1

+ O

o

!

IP =10.1.70.210

GW =10.1.70.1

DCO02
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The management network is
connected to each datacenter site.

Remote Site

Datacenters

HA-Pair

Workstation

Application Servers
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Class 1 - Intro to GSLB

EXAMPLE INC. occupies two datacenters. Each °
datacenter is identically configured with:
- HA pair of F5 ADC
- Standalone F5 DNS
- Application Servers

ISPB.SITE2 = 198.51.100.0/24

ISPASITEL = 203.0.113.0/24
SITE1

o
appl_vlan: 10.1.30.0/

Students will configure F5 DNS servers to support GSLB services on a single device in site1.
Join an additional F5 DNS server in site2 to the GSLB cluster.

» An Internal group of DNS servers is authoritative for the zone example.com and contains a static A
record for “www.example.com”, which resolves to 203.0.113.9.

Students will add glue records and delegate gslb.example.com to the F5 GSLB DNS servers.

11
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« Convert the A record “www.example.com” to be a CNAME record pointing to www.gslb.example.com.

At the end of the lab students will have configured F5 GSLB DNS servers to alternately resolve
www.example.com to 203.0.113.9 and 198.51.100.41

2.1 Settings

A site specific sync group name will be created, and synchronization will be enabled.
Navigate to: DNS »> Settings : GSLB : General
Configure the global settings for GSLB according to the following table:

Setting Value
Synchronize checked

Group Name EXAMPLE_group
Synchronize DNS Zone Files checked

gtm1.site1, example.com Date; Jul 20
10.1.10.13 2

| ONLINE (ACTIVE)

DMNS » Settings : GSLB : General

Configuration Synchronization

@ DNS Synchronize =] #
Delivery Group Name | EXAMPLE_group _
GSLB Time Tolerance | 10 seconds
Zones Synchronize DNS Zone Files ¥3] _.
Caches

Confiauration Save
Delivery

| Enabled
General

Load Balancing

Metrics Collection
| Auto-Lhiscover | ] Enabled

£ Device fha | Request Interval “30 seconds
u@ Network Monitoring
[F%] System | Heartbeat Interval “ 10 seconds

https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/dns/settings/gslb/properties_general.jsp

TMSH

12 Chapter 2. Class 1 - Intro to GSLB


https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/dns/settings/gslb/properties_general.jsp

DNS Documentation

tmsh modify gtm global-settings general synchronization yes synchronization-group-name EXAM-
PLE_group synchronize-zone-files yes

https://support.f5.com/csp/article/K13734

https://support.f5.com/kb/en-us/products/big-ip-dns/manuals/product/bigip-dns-implementations-12-0-0/4.
html

2.2 Listeners

A listener object is an specialized virtual server that is configured to respond to DNS queries.
We will be creating both TCP and UDP based listeners.

A listener will receive DNS
requests to an IP address
assigned by a service provider.

SITE2

ISPE.SITE2 = 198.51.100.0/24

SITE1 N—"Tlo

ISPASITEL = 203.0.113.0/24 O
o DMS Listener = 198.51.100.40
DNS Listener = 203.0.113.8
o' = T - e =P

2.2.1 Logging

Configure DNS query and response logging. Create a “Log Publisher”, and a “Logging Profile”

Note: It is required to complete the following task on both gtm1.site1 and gtm1.site2

2.2. Listeners 13


https://support.f5.com/csp/article/K13734
https://support.f5.com/kb/en-us/products/big-ip-dns/manuals/product/bigip-dns-implementations-12-0-0/4.html
https://support.f5.com/kb/en-us/products/big-ip-dns/manuals/product/bigip-dns-implementations-12-0-0/4.html
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1. Navigate to: System »> Logs : Configuration : Log Publishers

| ONLINE (ACTIVE)
| Standalone

% SSL Orchestrator

Acceleration

&= Device Management

@Netm

File Managemen

Certificate Management

Disk Management
Software Management
License

Resource Provisioning
Platform

High Availability
Archives

Services

Preferences

sFlow

System » Log

: Configuration :

ture

Click~Create~ —

< Name

| default-ipsec-log-publisher
O local-db-publisher

[0 sys-db-access-publisher
[0 sys-sso-access-publisher

Dek!lel

Syst
Capt
Pack
Local

d Transact

Filter Options
paffic Remote Logging
Log Filters

Configuration

Lg 4 pstinations

Log Publishers (%)

Create a local syslog publisher according to the table below:

S R TR

Setting Value
Name local-syslog-publisher
Destinations local-syslog

14
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gtm1 site1 example.com
10.1.10.13

| ONLINE (ACTIVE)
| Standalone

@ SSL Orchestrator
(i ﬁ] Acceleration
&= Device Management

@Netmt
System

Configuration

File Management
Certificate Management
Disk Management

Software Management

Date: .
Time

System » Logs : Configuration : Log Publishers

General Properties

Name “ |Iccal—syslog-publisher

Description |

Log Destinations

Selected Available
ICommon ICommon
Destinations * il alertd
local-db

=

Cancel | Repeat | Finished

https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/system/log/create_publisher.jsp

https://gtm1.site2.example.com/tmui/Control/jspmap/tmui/system/log/create_publisher.jsp

On both gtm1.site1 and gtm1.site run the following command:

TMSH

tmsh create sys log-config publisher local-syslog-publisher { destinations { local-syslog { } } }

2. Navigate to: DNS > Delivery > Profiles > Other > DNS Logging: Create

2.2. Listeners

15
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gtmi1.site1 . example.com

| ONLINE (ACTIVE)
! Standalone

DNS » Deliven

E s 3

es . Other : DNS Logging

_ \Clicka“Create'r-«'o\‘ e
o

Load Balancing

Caches iRules

Settings

 ss.comendf
() Acceleration

g Device Management

£3) Network

[f%] System

DNS
Protocol
L Fersistence

Statistics

Create a new DNS logging profile as shown in the table below.

Setting

Value

Name

example_dns_logging_profile

Log Publisher

local-syslog-publisher

Log Responses

enabled

Include Query ID

enabled

16
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gtm1_site1.example.com Date: Ju

10.1.10.13

§ ONLINE (ACTIVE)

DNS » Delivery : Profiles : Other : DNS Logging » New...

General Properties

@ IARDs Mame ﬂ | example_dns_logging_profile
@ DNS Description |
Delvery Configuration
GSLB - "
Log Publisher |local-sysiog-publisher
Zones Log Queries [V Enabled dife—
Cache
aches Log Responses Enabled
Settings
Log Fields
& $SL Orchestrator Include Complete Answer Enabled
i Include Query ID WiEnabled fe—
(i 24) Acceleration
Include Source Enabled
Device Management Include Timestamp Enabled
Include View vl Enabled
£32) Network
§ Cancel | Repeat | Finished |
[%] system

https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/dns/profile/dns_log/create.jsp
https://gtm1.site2.example.com/tmui/Control/jspmap/tmui/dns/profile/dns_log/create.jsp

TMSH command for both gtm1.site1 and gtm1.site2:

TMSH

tmsh create Itm profile dns-logging example_dns_logging_profile enable-response-logging yes
include-query-id yes log-publisher local-syslog-publisher

https://support.f5.com/kb/en-us/products/big-ip_ltm/manuals/product/bigip-external-monitoring-implementations-12-0-0/
5.html

2.2.2 DNS Profile

A DNS profile controls the way a listener processes a query.

Note: It is required to complete the following task on both gtm1.site1 and gtm1.site2

Navigate to: DNS > Delivery > Profiles > DNS: Create

2.2. Listeners 17
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gtm1 site1.example.com Date
10.1.10.13 Time

| OMLINE {ACTIVE)
| Standalone

DNS » Delivery : Profiles : DNS

-~ DNS Protocol

e f % Search| 7 Create... |
|A Mame ‘em

(' ) Accsleration

g Device Management

£5) Network

[F%] system

le

Create a new DNS profile as shown in the following table.

Setting Value

Name example.com_dns_profile
Unhandled Query Action Drop

Use BIND Server on Big-IP Disabled

Logging Enabled

Logging Profile example_dns_logging_profile
AVR statistics Sample Rate Enabled, 1/1 queries sampled

18 Chapter 2. Class 1 - Intro to GSLB
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| Main I*I“ DNS » Delivery : Profiles : DNS » Properties : example.com_dns_profile
s i Statistics

3 e
General Properties
&3 ons name
Pariition / Path Common
Dalivery
Parent Profile dne
GSLB
Zones Denial of Service Protection Custom ]
Caches Rapid Response Mode Disabled O
Settings Rapid Response Last Action Drop a
(7 2%) Acceleration Hardware Acceleration
Protocol Validation |D.samec|. O
% Device Management
Response Cathe lLJlsaJ:»ecl. O
@ Network !
DNS Features
[£%] system DNSSEC Disabied .ﬂ' M
GSLB IEnatnlr-_hd ~] O
DNS Express Disabled m— 7
DNS Cache IDlsahlecI ~] O
DNS Cache Name [Gelect T~] O
DNS IPYE to IPv4 Disabled O
Unhandied Query Actions Drop | ™ .ﬁ kel
Use BIND Server on BIG-IP W .ﬁ
DNS Traffic
Zone Transfer ILJls:uecl . O
DNS Security [Disatied[~] O
DNS Security Profile Name [Setect_[+] O
Process Recursion Desired Enabled O
Logging and Reporting
Logging [Enatied | | ffimmm— —C
Logging Profile I |example_dns_logging_profile || I
AVR Stalistics Sample Rate | ™ Enabled 1/[ 7 queries sampled —lp

https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/dns/profile/dns/create.jsp
https://gtm1.site2.example.com/tmui/Control/jspmap/tmui/dns/profile/dns/create.jsp

TMSH command for both gtm1.site1 and gtm1.site2:

TMSH

tmsh create Itm profile dns example.com_dns_profile use-local-bind no unhandled-query-action drop log-
profile example_dns_logging_profile enable-logging yes avr-dnsstat-sample-rate 1

https://support.f5.com/csp/article/K14510

2.2. Listeners 19
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2.2.3 UDP Profile

A UDP profile is associated with a listener.

Note: It is required to complete the following task on both gtm1.site1 and gtm1.site2

Navigate to: DNS »> Delivery : Profiles : Protocol : UDP

e gtmi.sitel example.com Date: J
0.1.10.13 Time: 1

| ONLINE (ACTIVE)

DMNS » Delivery : Profiles : col : UDP C||Ck “Create"

7% ~ | DNS Protocol

Zones
Caches

Setlings

% SSL Orchestrator
(' ) Acceleration

£ Device Management
£2) Network

[£%] System

Create a new UDP profile as shown in the following table:

Setting Value
Name example.com_udp-dns_profile
Parent Profile udp_gtm_dns

20 Chapter 2. Class 1 - Intro to GSLB



DNS Documentation

gtm1 site1 example.com
5. 10.1.10.13

| ONLINE (ACTIVE}

DNS » Delivery : Prohles : Protocol : UDP »» New UDP Profile...

General Properties
4Gy 1Apps Name .ﬂ example.com_udp-dns_profile
&3 ons Parent Profile ====——=====gpfudp_gtm_ans v
Delivery settings Custom D
GSLB | Proxy Maximum Segment In O
Zones idie Timeout [Speciy_. >[5 seconds O
Caches | IP ToS [specity.— [v]]o -
Settings ) O
Link QoS |Specify... fo
= ) Acceleration Datagram LB Enabled O
o | Allow No Payload O O
Device Management
| TTL Mode Proxy U
£3) Network | Don't Fragment Mode [P0 7] =
System | Max Buffer Bytes [6s5350 o
| Max Buffer Packets [o .

https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/dns/profile/udp/create.jsp
https://gtm1.site2.example.com/tmui/Control/jspmap/tmui/dns/profile/udp/create.jsp

TMSH command for both gtm1.site1 and gtm1.site2:

TMSH

tmsh create Itm profile udp example.com_udp-dns_profile defaults-from udp_gtm_dns

2.2.4 TCP Profile

A TCP profile is associated with a listener.

Note: It is required to complete the following task on both gtm1.site1 and gtm1.site2

Navigate to: DNS »> Delivery : Profiles : Protocol : TCP

2.2. Listeners 21
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gtm1 site1 example.com

OMNLINE (ACTIVE)
Standalone

GSLB

Zones
Caches

Settings

% S5L Orchestrator

%] svstem

DMS » Delivery : Pro

‘eName $ i IePamntr
Listeners I-tcp tcp-legacy
tcp-legacy
tcp
foad Balancing
fcp
iRules
tcp
Translatiog
tcp
tcp-legacy
fcp-wan-of
o ofep (none)
i1 toplan-optimized tcp-legacy
i tcplegacy tcp
i icp-mobile-optimized tcp-egacy
i tcp-wan-optimized tcp-legacy

Create a new TCP profile as shown in the following table.

Setting

Value

Name

example.com_tcp-dns_profile

Parent Profile

f5-tcp-wan

22
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Hostnan gtm1 site1. example.com Date: Jul admin

~ e — - ) il Common
0.1.10.13 Time: 1:2 T) Administrator

| ONLINE (ACTIVE)
| standalone

DNS » Delivery : Profiles : Protocol : TCP »: New TCP Profile...

General Properties

E SR I Name ﬂexample_wm_tcpdmjmﬁle

@ DNS Parent Profile ﬂhﬁ-tcp—wan
Dalvery Timer Management
GSLB . -
Close Wait | specity... Is seconds
z
s Fin Wait 1 [Specity... [v]| 5 seconds
Caches
Fin Wait 2 [Specity... ]| 300 seconds
Settings
Idle Timeout [Specity._Tv] | 300 seconds
(83 sstorchestrator Keep Alive Interval [Speciy_[~] [1200 seconds
(+ 24) Acceleration Minimum RTO [500 milliseconds
— Reset On Timeout B4 Enabled
Device Management
Time Wait [Specity_.. [v] | 2000 milliseconds
Network o
@ T g it Dot A ey e
Scroll,\way,down to find the “Finish™button
[7%] System Zero Window Timeout — [Specity... ] | 20000 milliseconds

https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/dns/profile/tcp/create.jsp
https://gtm1.site2.example.com/tmui/Control/jspmap/tmui/dns/profile/tcp/create.jsp
TMSH Command for both gtm1.site and gtm1.site2:

TMSH

tmsh create Itm profile tcp example.com_tcp-dns_profile defaults-from tcp-wan-optimized

2.2.5 UDP IP Address

A UDP listener will receive and process DNS queries.

Note: It is required to complete the following task on both gtm1.site1 and gtm1.site2

Navigate to: DNS »> Delivery : Listeners : Listener List

2.2. Listeners 23
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gtm1 site1.example.com Date:
10.1.10.13 Time

| OMLINE {ACTIVE)
fs | Standalone

DNS » Delivery : Listeners : Listener List

e 4 - Listener List Statistics El e
) 1Apps \ Create
r x| Search| Create.. |
@ms |¢Staie‘¢Narne |ADesﬁmﬁm|¢
Profiles Statistics
Zones
Caches iRules
Settings Translation
Mameservers
f'é SSL Orc
Keys
(' ) Accsleration
@ Device Management
£5) Network
[£#] system
Create a UDP listener according to the following table:
Setting gtm1.sitet gtm1.site2
Name isp1_site1_ns1.example.com_udp_53_vyirspd| site2_ns2.example.com_udp_53_yirtual
Destination 203.0.113.8 198.51.100.40
Protocol Profile | example.com_udp-dns_profile example.com_udp-dns_profile
(Client)
DNS Profile example.com_dns_profile example.com_dns_profile

https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/dns/listener/create.jsp

https://gtm1.site2.example.com/tmui/Control/jspmap/tmui/dns/listener/create.jsp

24 Chapter 2. Class 1 - Intro to GSLB
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Administrator

DNS » Delivery : Listeners : Listener List » New...

General

@ 1Apps Name ﬂ isp1_site1_ns1.example.com_udp_ 52
@ DNS Description |
Delivery | State Enabled
GsLe Listener: |Advanced v |
zones Destination Type:  ® Host O Network
Caches Mdress:| 203.0113.8 —'
Settinge Senvice Port [ONs [53
& T T WLAN Traffic All'VLANs
~ Source Address Translation None
(© 24) Acceleration
Address Translation LI Enabled
Device Management Port Translation [ Enabled
52 Network Route Advertisement [ Enabled
Auto Last Hop Default
— Last Hop Fool |Nene
Service: |Advanced :
Protocol IUDP.
Protocol Profile (Client) |example.com_udp-dns_profile —
| Protocol Profile (Server) | (Use Client Profile)
| DNS Profile |example.com_dns_profile —

gtm1.site1 TMSH command:

TMSH

tmsh create gtm listener isp1_site1_ns1.example.com_udp_53_virtual address 203.0.113.8 ip-protocol udp
mask 255.255.255.255 port 53 profiles add { example.com_dns_profile example.com_udp-dns_profile }

gtm1.site2 TMSH command:

TMSH

tmsh create gtm listener isp1_site2_ns2.example.com_udp_53_virtual address 198.51.100.40 ip-protocol
udp mask 255.255.255.255 port 53 profiles add { example.com_dns_profile example.com_udp-dns_profile

2.2. Listeners 25
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https://support.f5.com/csp/article/K14923

2.2.6 TCP IP Address

A TCP listener will receive and process DNS queries.

Note: It is required to complete the following task on both gtm1.site and gtm1.site2

Navigate to: DNS »> Delivery : Listeners : Listener List

ame: gtm1.site1.example.com Date: Jul
10.1.10.13 Time

| OMLINE {ACTIVE)
| Standalone

DNS » Delivery : Listeners : Listener List

e isti ¢+ - Listener List ; ] pIiCK{CLEEtE"
- o r X Search| \ Create._. |
@) ous | ¢+ State < Name '~ Destination  §

Profiles Statistics
Zones
Caches iRules
Settings Translation
Mameservers
% SSL Orciregfili
Keys
(" 24) Acceleration
Device Management
£5) Network
[£%] system
Create a TCP listener.
Setting gtm1.sitet gtm1.site2
Name isp1_site1_ns1.example.com_tcp_53_irisial _site2_ns2.example.com_tcp_53_virtual
Destination 203.0.113.8 198.51.100.40
Protocol Profile | example.com_tcp-dns_profile example.com_tcp-dns_profile
(Client)
DNS Profile example.com_dns_profile example.com_dns_profile

26 Chapter 2. Class 1 - Intro to GSLB
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gtm1 site1.example.com
10.1.10.13

| ONLINE (ACTIVE)

Delivery
GSLB
Zones
Caches

Settings
% SSL Orchestrator
(' %) Acceleration

&= Device Management
E2) Network

Systom

DNS » Delivery : Listeners : Listener List »» New...

General

MName ﬁ isp1_site1_ns1 example com_udp_53

Description

=

|
|EnatHed .

Listener: |Advanced

Type: @ Host O Network

Destination Address: | 203.0.113.3 *
Senvice Port [ons |53
VLAN Traffic All VLANS
Source Address Translation None
Address Translation [1Enabled
Port Translation ] Enabled
Route Advertisement [1Enabled
Auto Last Hop Deaurt [v] Be sure to select=TCP~
Last Hop Pool None
Service: |Advanced
Protocol TCP
Protocol Profile (Client) |example.com_tcp-dns_profile e
Protocol Profile (Server) | (Use Client Profile)

DNS Profile |example.com_dns_profile r————
Load Balancing

Default Pool |None

Default Persistence Profile None

Fallback Persistence Profile None

https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/dns/listener/create.jsp

https://gtm1.site2.example.com/tmui/Control/jspmap/tmui/dns/listener/create.jsp

gtm1.site1 TMSH command:

TMSH

tmsh create gtm listener isp1_site1_ns1.example.com_tcp_53_virtual address 203.0.113.8 ip-protocol tcp

2.2. Listeners
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mask 255.255.255.255 port 53 profiles add { example.com_dns_profile example.com_tcp-dns_profile }

gtm1.site2 TMSH command:

TMSH

tmsh create gtm listener isp1_site2_ns2.example.com_tcp_53_virtual address 198.51.100.40 ip-protocol
tcp mask 255.255.255.255 port 53 profiles add { example.com_dns_profile example.com_tcp-dns_profile }

https://support.f5.com/csp/article/K14923

2.3 Datacenters

Datacenters are logical groupings of devices that share a gateway.

Note: The tasks in this section are to be only completed on gtm1.site1

Navigate to: DNS > GSLB > Data Centers > Data Center List: Create

gtm1 site1.example.com Date: Jul 2

10.1.10.13 Time: 1:45

| OMLINE (ACTIVE)

DMS » GSLB : Data Centers : Data Center List

£+ -~ DataCenterlist | Stafistics 7 S"cL{CLeate;

el

[g voes F searcn \mﬂl

@Dns |E|Availahiﬂy‘ANm
Delivery No records to display.
i L E.__
‘Wide IPs —I
Pools
Caches iRules

Settings

@ SSL Orche

Data Center List (%)
oSewerS LW Statistics

(' %) Accsleration Prober Pools
Monitors

&= Device Management
Topology

@ Network Disfributed Applications

[£%] Ssystem

https://gtm1.site1.example.com/tmui/Control/jspmap/xsl/gtm_dc/list
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Create two data centers according to the table below:

Setting Value
Name site1_datacenter
Name site2_datacenter

gtm1 site1.example.com Date: Jul

- o SR C.omimon
10.1.10.12 Time: 1:44

| OMLINE (ACTIVE)
| Standalone

DMS » GSLB : Data Centers : Data Center List

General Properties

@ Apps I Name | site1_datacenter]| Wi————
@ DNS Description |

Delivery Location |

GSLB Contact I

Zones Prober Preference [inside Data Center

Caches Prober Fallback | Any Available

Setlings

State |EnatHed .
& st orchestrator Cancel | Repeat | Finished |
Acceleration
Repeat;this step,to,create ~site2: datacenter~

% Device Management T S
£ Network
[%] System

https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/globallb/data_center/create.jsp
TMSH command for only site1.gtm1:

TMSH

tmsh create gtm datacenter site1_datacenter

TMSH

tmsh create gtm datacenter site2_datacenter

2.3.1 Servers

Server objects need to be defined and grouped into a Datacenter
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Navigate to: DNS »> GSLB : Servers : Server List

OMNLINE {ACTIVE)
! Standalone

DNS » GSLB: Servers : Serve

- ServerList

|E|Shms“rlame ‘Devte&|ﬁdﬁeas‘¢[ﬂhm‘wmm|

No records to display.

Wide IPs Ete_l

Pools

iRules

Data Centers

Server List ©)

Trusted Server
Cerificates

Statistics
Monitors

Topology
Disfributed Applications

https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/globallb/server/list.jsp

gtm1.site

All GTM devices need to be defined. Create a server object for gtm1.site1
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gtm1 site1. example.com Da User: admin

0.1.10.13 M tole: Administrator

| ONLINE (ACTIVE)
| standalone

DNS » GSLB : Servers : Server List

2 . Server List Trusted

@ms ‘BSIams|AName |DE\II:EE‘MH'&65‘¢D:MC&M Servers
Delivery No records to display.
Enable | Disable | Delete ..
GSLB
Zones
Caches 1 " L) 1 H
Click<Create~to,define gtm1.site1
Settings

@ SSL Orchestrator
(" ) Acceleration

&= Device Management
£2) Network

[i%] system

Click “Create” to define gtm1.site1 as defined in the table below:

Setting Value

Name gtm1.site1_server

Data Center site1_datacenter

Devices Add: gtm1.site1.example.com : 203.0.113.7
Health Monitors bigip

1. Fill in the Name and Datacenter
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| ONLINE (ACTIVE)
| Standalone

@ SSL Orchestrator
(" ) Acceleration

@ Device Management

£2) Network

[E%] System

DNS » GSLB : Servers : Server List »» New §

Mame ﬁ I atm1_site1_server
Product [BIG-IP System
I Data Center sl | |site1_datacenter
Prober Preference [Inherit From Data Center|w |
Prober Fallback |Inherit From Data Center |V |
State |Enabnled .
Devices Click~Add’™~
A
| Device Name ] Address [
No data available in table
BIG-IP
System
Devices

2. Click the “Add” button to define IP addresses
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Hostmame:  gtm site1 example.com Date: J 7 admin
IP Address: 10.1.10.13 Time (CDT) tole: Administrator

|| ONLINE (ACTIVE)

DMS » GSLB : Servers : Server List » New Server...
Add BIGP System Device

Device Name:| gtm1_site1.example.com ﬁ

=) iApps
° Address: |203.n.113.7° |
I:?j DS Translation: | (Optional)
Delivery Link:
csLe
Zones 203.0.113.7
Caches
Settings

Delete |

53 ssL orchestrator

(7 24) Acceleration

Device Management

ClickaOKy

— =) Network

[7%] system

3. Complete the form and associate the “bigip” “Health Monitor”
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gtm1_site1.example com
10.1.10.13

| ONLINE (ACTIVE)
| Standalone

DNS » GSLB : Servers : Server List » New Server...

General Properties

@ e MName | gtm1.site1_server

@ DNS Product [BIGTP System
Delivery I Data Center |site1_datacenter
GSLB Prober Preference |Inherit From Data Center [v |
Zones Prober Fallback |Inherit From Data Center [ |
Caches State [Enabied [+]
Settings

Devices

% SSL Orchestrator

ice
@ Acceleration gtm1_site1.example.com 203.0.1137
BIG-I
% Device Management Syst
Devices
E£2) Network
Edit| Delete
- s
Configuration: |Advanced ||
Selected Available
ICommon fCommon

Health Monitors huind | gateway_icmp A
gtp
= | hitp W
http_head_f5
Availability Requirements All Health Monitors
Bits: Disabled

Limit Settings Packets: | Disabled[~]
Current Connections: I Disabled .
Service Check[+]

iQuery Options Path v
SNMP [w

https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/globallb/server/create.jsp

TMSH

tmsh create gtm server gtm1.sitel_server datacenter site1l_datacenter devices add ({
gtm1.site1.example.com { addresses add { 203.0.113.7 } } } monitor bigip product bigip
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gtm1.site2

All GTM devices need to be defined. Create a server object for gtm1.site2

gtm1 site1, example.com Date: Ju
10.1.10.13

| ONLINE (ACTIVE)
| standalone

DMNS » GSLB : Servers : Server List

7% ~ ServerList Trusted Se

) iAvps F

® Se:an:h' (‘.rea'sel
@nus ‘BSIams|AName |Devices‘ﬂddrm ‘ Virtual

Delivery | @ gtm1.site1_server 1 203.0.11 ite1_datacenter 0
Enable | Disable | Delete |

G5LB

zones ClickCreateto,define gtm1.site2:

Caches \.-—-.—-w'.._# J\_'_ .

Settings

(3 sSL Orchestrator
(%) Acceleration

&= Device Management
£2) Network

[7%] System

Click “Create” to define gtm1.site2 as defined in the table below:

Setting Value

Name gtm1.site2_server

Data Center site2_datacenter

Devices Add: gtm1.site2.example.com : 198.51.100.39
Health Monitors bigip

1. Fill in the Name and Datacenter
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| ONLINE (ACTIVE)
| Standalone

DNS » GSLB : Servers : Server List »» New §

@ ] Name ﬁ | gtm1 _site2_server
@ DNS Product [BIGP System
Delivery I Data Center ~|silez_datacenter
GSLB Prober Preference [Inherit From Data Center | v |
Zones Prober Fallback |Inhen’t From Data Center | |
Gaches State Enabled
Settings
Devices H L "
Click<Add'~
@ SSL Orchestrator "“”| T
; | Device Name || Address 1L
@ Acceleration No data available in table
BIG-IP
£ Device Management System
Devices
£2) Network
Edit| Delete
[f%] system Eai poied

2. Click the “Add” button to define IP addresses
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Hostmame:  gtm site1 example.com

IP Address: 10.1.10.13

|| ONLINE (ACTIVE)

&)
&3 ons

Delivery
GSLB
Zones
Caches

Settings
53 ssL orchestrator

(7 24) Acceleration

Device Management

— =) Network

[7%] system

admiry
Administrator

DMS » GSLB : Servers : Server List » New Server...
Add BIGP System Device

gvice Name:| gtm1._site2 example.com

Address: [ 198.51.100.39 |

Translation: || (Optional)

Clickg Add 'l

Add
=805 51.100.39

ClickaOKy

3. Complete the form and associate the “bigip” “Health Monitor”

2.3. Datacenters
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gtm1 site1 example.com
10.13

| ONLINE (ACTIVE)
| Standalone

Delivery
GSLB
Zones
Caches

Setlings
@ SSL Orchestrator
Acceleration

= Device Management
£ Network

System

DNS » GSLB : Servers : Server List » New Server...

General Properties
Name [ gtm1_site2_server

Product [BIG-IP System
I Data Center [site2_datacenter ||

Prober Preference [Inherit From Data Center v |

Prober Fallback |Inherit From Data Center |\ |

State Enabled
Devices

Device Name (] Address

J-#'

gtm1 site2 example.com

198.51.100.39

System
Devices

Eci| Detete|

Configuration: |Advanced

Health Monitors

Availability Requirements

Limit Settings

iQuery Options

Selected Available
ICommon ICommon
== | gateway_icmp A
gtp
= | hitp W
hitp_head_f5
IA.II Health Monitors .
Bits: | Disabled[~]
Packets: | Disabled .
Current Connections: | Disabled .
Service Check[v]
Path
SNMP ™

https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/globallb/server/create.jsp

TMSH

tmsh create gtm server

gtm1.site2_server

datacenter

site2_datacenter

gtm1.site2.example.com { addresses add { 198.51.100.39 } } } monitor bigip product bigip
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site1_ha-pair

LTM devices need to be defined. Create a server object for the bigip1.site1 and bigip2.site1 HA pair

nar gtm1 site1.example.com
10.1.10.13

| ONLINE (ACTIVE)
| Standalone

DMS »» GSLB : Servers : Server List

% -  Server List Trusted S

@ R F Search| Create... |

@Dﬂs |E|SIH|LIS“N3H’IE ‘Dew:&s|Md'¢55

Delivery ] Q@ gtm 1 _site1_server 1 203.0113.7 1_datacenter 0

tm1_site2_server 1 198.51.190"39 site2_datacenter 0
GSLB O ! : = =

Enable | Disable | Delete . |
Zones
Caches
H Ll Ll

py— Click«<Create~

(33 ssLOrchestrator
Acceleration

&= Device Management
E£5) Network

[£%] System

Create a Server Object as defined in the table below:

Setting Value

Name site1_ha-pair

Data Center site1_datacenter

Devices Add: bigip1.site1.example.com : 203.0.113.5
Devices Add: bigip2.site1.example.com : 203.0.113.6
Health Monitors bigip

Virtual Server Discovery Enabled

Link Discovery Enabled

1. Fill in the Name and Datacenter
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gtm1_site1.example.com
10.13

| ONLINE (ACTIVE)
| Standalone

Delivery
GSLB
Zones
Caches

Settings
@ S5L Orchestrator
(“ 24) Acceleration
g Device Management

£32) Network

[f%] System

DNS » GSLB: Servers : Server List »» New 5

General Properties

Product

Name _4 | site1_ha-pair

| BIG-IP System

I Data Center — |

Praber Preference |Inherit From Data Center | |
Prober Fallback |Inherit From Data Center [ |
State Enabled

Devices

Click<Add~

BIG-IP
System
Devices

EIM_\H
|

Device Name || Address C

No data available in table

2. Click the “Add” button to define IP addresses
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Hostname: gtm_site1.example.com Date: Jul 20, 2017 User: admin
IP Address: 10.1.10.13 Time: 4:33 (CDT) tole: Administrator

|| ONLINE (ACTIVE)
| standalone

DNS » GSLB : Servers : Server List »» New Server...
Add BIGIP System Device

;,_'_ Statistics
o! iApps

4
&3 ons

Device Name bigip1.site1 example.com |

Address: 203.0113.5 |

Translation: | |(optionat)

IAuto—Select.
GSLB a
Zones Clicky Add g 20301135

Caches

Delivery

Settings

Deletel

{53 SsL Orchestrator

( 24) Acceleration
Device Management c"ck “OK“

—=l Network

[F%] system

3. Click “Add” again to define the other BIG-IP in the HA pair.
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| ONLINE (ACTIVE)
| Standalone

Delivery
GSLB
Zones
Caches

Settings

% SSL Orchestrator
(") Acceleration

&= Device Management
£2) Network

[7%] system

DNS » GSLB : Servers : Server List » New Server...

General Properties
Mame | site1_ha-pair
Product [BIG-IP System
I Data Center [site1_datacenter
Prober Preference [Inherit From Data Center|w |
Prober Fallback |Inherit From Data Center |\ |
state

Add!

_ Click<~Add'~......again
Devices Al L iglnod )
-

bigip1.site1.example.com 203.0.1135

4. Click the “Add” button to define IP addresses
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Hostmame:  gtm site1 example.com 7 admin
IP Address: 10.1.10.13 Time: 4:5 (CDT) tole: Administrator

|| ONLINE (ACTIVE)

DNS » GSLB : Servers : Server List »» New Server...
Add BIGP Systemn Device

Address: [ 202.0.1136 |

Device Name:| bigip2 site1.example.com

";J DNS _ )
!4 Translation: | |optional)

|Auto—8elect.

Delivery

GSLB

Zones 203.0.11386
Caches

Settings

Deletel

53 ssL orchestrator

(© 24) Acceleration

Device Management CIICk “OK“
—= Network

[3%] system

5. Complete the form and associate the “bigip” “Health Monitor”
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e gtm1.site1.example.com

§ ONLINE (ACTIVE)

DNS » GSLB : Servers : Server List »» New Server...

General Properties

@ S Name |sile1_ha-pair
&3 ons Product [BIG-IF System
Delivery I Data Center | site1_datacenter
GSLB Praber Preference |Inherit From Data Center | |
Zones Prober Fallback |Inherit From Data Center [ |
Caches State [Enabled [¥]
Settings
Devices
SSL Orchestrator | ‘Two,devices belong to,this HA-Pair,
& Add P i gM o NPl A il |
@ Acceleration bigip1.site1_example.com 203.0.113.5
. gg* bigip2.site1.example.com 203.0.1136
== Device Ma nt
vice nageme Devic
@ Network
Edit| Delete
System —I —I

C-=nursssn: [Advanced :

Add the ~bigip~Health Monitor;
L= —@,E/'J Selected Available
ICommon ICommon
E gateway_icmp A
gip
53] | o v
hitp_head_f5
‘ Availability Requirements [Al Heatth Monitors[¥]

6. Make sure to enable both “Virtual Server” and “Link” discovery

Resources
Virtual Server Discovery |Enabled
Link Discovery | Enabled

Cancel | Repeat | Finished |

https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/globallb/server/create.jsp

TMSH

tmsh create gtm server site1_ha-pair datacenter site1_datacenter devices add { bigip1.site1.example.com
{ addresses add { 203.0.113.5 { } } } bigip2.site1.example.com { addresses add { 203.0.113.6 { } } } } link-
discovery enabled monitor bigip product bigip virtual-server-discovery enabled
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site2_ha-pair

LTM devices need to be defined. Create a server object for the bigip1.site2 and bigip2.site2 HA pair

gtm1 site1.example.com

10.1.10.13

| ONLINE (ACTIVE)
| Standalone

ClicksmCreatex

DMS » GSLB : Servers : Server List

" - ServerList Trusted Se

) agtm 1 _site1_server 203.0.113.7 site1_datacenter 0
Delivery

gtm1_site2_server 198.51.100.39 site2_datacenter D
GSLB

site1_ha-pair 203.0.1135 site1_datacenter 0
Zones 203.0.1136
Caches
Settings

{33 ssLorchestrator
(%) Acceleration

Device Management
551 Network

[£%] System

Create a Server Object as defined in the table below:

Setting Value

Name site2_ha-pair

Data Center site2_datacenter

Device Add: bigip1.site2.example.com : 198.51.100.37
Device Add: bigip2.site2.example.com : 198.51.100.38
Health Monitors bigip

Virtual Server Discovery Enabled

Link Discovery Enabled

1. Fill in the Name and Datacenter
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| ONLINE (ACTIVE)
| standalone

DNS » GSLB: Servers : Server List » New 5

General Properties

@ e Name ﬂ site2_ha_pair
&3 ons Product [BIG-IP System

Delivery I Data Center s— |

GSLB Prober Preference [Inherit From Data Center|w |

Zones Prober Fallback |Inherit From Data Center | |

faches State Enabled

— Covices ClickAdd®
@ SSL Orchestrator M

| Device Name ||

(1 24) Acceleration No data available in table
=) Device Management BIG-IP System Devices
£ Network
R o] D]

2. Click the “Add” button to define IP addresses
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Hostname: gtm1.site1.example.com Date; J
IP Address: 10.1.10.13 L

§ ONLINE (ACTIVE)
5 | standalone

DNS » GSLB : Servers : Server List » New Server...

Eﬂ‘—j Statistics
") iApps

Device Name:| bigip1_site? example.com

Address: [ 1985110037 |

% ons Translation: | |(Optional)
Q)

Dl Link: IAuto—SeIect.

elivery
GSLB
198.51.100.37

Zones

Caches

Setfings

Deletel

53 ssL Orchestrator

(7 2% Acceleration

Device Management lick&OK>

—=l Network
[8%] system

3. Click “Add” again to define the other BIG-IP in the HA pair.
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gtm1 site1.example.com

| ONLINE (ACTIVE)
| Standalone

DNS » GSLB : Servers : Server List » New Server...

General Properties
E iApps MName ﬁl site2_ha_pair
@ DNS Product |BIG-IP System
Delivery I Dala Center s [site2_datacenter
GSLB Prober Preference | Inherit From Data Center v |
Zones Prober Fallback |Inherit From Data Center [ |
Caches State [Enabled %]
Setlings
Devices Click<=Add™~
% S5L Orchestrator , lr
@ Acceleration bigip1.site2 example.com 198.51.100.37
BIG-I
@ Device Management Syslem
Devices
£) Network
Edit| Delete
%] system Ect] Dot

4. Click the “Add” button to define IP addresses
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Hostname: gtm1.site1.example.com Date: J 017 Us
IP Address: 10.1.10.13 Time M (CDT) Rol

| OMLINE (ACTIVE)
| standalone

admin
Administrator

DNS » GSLB: Servers : Server List » New Server...

;,_'_ Statistics
Device Name! bigip2 site2 example.com

{0! iApps Address:

)
&3 ons

[ 1985110038 |

Translation: | |(Optional)

IAuto—Select.

Delivery

GSLB

1958.51.100.38
Zones

Caches

Settings

Deletel

53 ssL Orchestrator

(7 24 Acceleration

Device Management Clicke OKy

—=] Network
[%] system

5. Complete the form and associate the “bigip” “Health Monitor”
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SERUUSLI Common

gtmi1 site1 .example.com

I OMLINE (ACTIVE)
| standalone

@ Wpps I Name [ site2_ha_pair

&3 ons Product [BIG-P System ™
Delivery I Data Center |site2_datacenter  [w]
GSLB Prober Preference | Inherit From Data Center |w |
Zones Prober Fallback [Inherit From Data Center[w]
Caches State [Enabied [¥]
Settings

Devices
ﬁ §SL Orchestrator A

@ Acceleration 'bigip1 site2 example.com ' 108.51.100.37
. BIG-IP ¥ |nigip2 site2.example.com 198.51.100.38
Device Management 3”‘9, eem
£2) Network
E
) systom | Edi] Delete|
Configuration: lMWnCEd ~]
Selected Available
\ /Common IComman
Health Monitors = gtapteway_icmp =
>>| hitp v
http_head_f5

Availability Requirements INI Health Monitors .

6. Make sure to enable both “Virtual Server” and “Link” discovery

Resources
Virtual Server Discovery |Enabled
Link Discovery | Enabled

Cancel | Repeat | Finished |

https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/globallb/server/create.jsp

TMSH

tmsh create gtm server site2_ha-pair datacenter site2_datacenter devices add { bigip1.site2.example.com
{ addresses add { 198.51.100.37 { } } } bigip2.site2.example.com { addresses add { 198.51.100.38 { } } } }
link-discovery enabled monitor bigip product bigip virtual-server-discovery enabled
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2.3.2 Device Trust

A mesh of F5 DNS servers need to exchange keys to establish a trusted mechanism for HA communica-

tions.

gtm1 site1.example.com
10.1.10.13

| ONLINE {ACTIVE)

Status =« Name

‘MCES|MUI'ESS

|¢D.ataCentH Virtual Servers

gtm1 _site1_server 1

Delivery

gitm1.site2_server 1
GSLB

sitel_ha-pair 2
Zones
Caches site2_ha_pair
Settings

Enable | Disable | Delete |

% SSL Orchestrator

(' ) Accsleration

g Device Management

551 Network

[5%] system

Launch Putty and login to gtm1.site1.example.com
Run the following command:

When prompted for a password use “default”.

203.01137 site1_datacenter 0O

198.51.100.39 site2_datacenter 0

203.0.113.5
203.0.113.6

site1_datacenter 0

198.51.100.37 site2_datacenter 0
1958.51.100.38

‘Three,other;servers need to~establish trust>

TMSH
bigip_add

2.3. Datacenters
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aqllity_pub, .,

agllity_prv...

[

E

Ed.

WTTY (B4-oit*

4

Nokep ad++

i)

vozilla Firefox

P

Googhe
Chrome

w

Recycle Bin

<, PUTTY Configuration
Category:

[=1- Session
Logging

=1 Termiral
Keyboard
Bell
Features

= Window
Appearance
Behaviowr
Translation
Selaction
Colours

[= Connection
Data
Prowy
Telnet
Rlagin

- 55H

Senal

Bagic options for your PuT TY session

Specify the destination you want to connect to
Host Mame [or IP address) Port

1011013 |2

Connection type:
" Raw " Telnet (" Rlogin  SSH (" Serial

~ Load, save or delste a stored session
Saved Sessions

|glm1 _site’] example com

Default Settings

app
bigip1.zite] . example com

bigip1.site2 example. com
bigip2: site] examole com

Clase window on et

 Always  © Mever * Onlyon clean exit

Cancel

O |

Tstart| SBIGIPE-gmistelex. | 4 [0 € @ @ [P om

Navigate to: DNS »>» GSLB : Servers : Trusted Server Certificates

5% PUTTY Configuration |

https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/locallb/ssl_certificate/properties.jsp?certificate_
name=server&store=iquery
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gtm1 site1.example.com
10.1.10.13

| ONLINE (ACTIVE)

rvers : Trusted Server Certificates

Trusted Server Certificates

General Properties
@ DNS | Name server
: | Partition / Path
Delivery I
) gtm1.site2.example.com, MyCompany
Wide IPs bigip2.site1.example.com, MyCompany A
bigip1 site2 example.com, MyCompany
Zones Pools bigip2.site2.example.com, MyCompany v
) gtm1.site 1 example.com, MyCompany
Caches iRules
Settings Data Centers \ /

Server List
& SSL Orchestrator

Acceleration
Monitors

g Device Management | 2340963207
Topology

— | Mamman Mama- At cita? avamnla ram

" GMT

rober Pools
Statistics

2.3.3 Sync Group

After the BIG-IP DNS server in datacenter 2 is joined to the sync group, administrators may make changes
to either F5 DNS server.

Changes will be automatically replicated across all F5 DNS servers.

Launch Putty and log in to gtm1.site2

Run the following command: Enter the password “default” when prompted.

Select “y” to allow the bigip-ip to join the mesh.

TMSH
gtm_add 203.0.113.7
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ILETTIEL
Explorer % PuTTY Configuration

Category:
! - Session | Basic options for pour PuTTY session

P L.ugglng — Specify the destination you want to connect to
= Terminal

Host Mame [or IP address) Port
- Keyboard
-~ Bell ITU.1.1U.23 |22
- Features Connection lype:
= Window " Raw © Telnet " Rlogin @ SSH ¢ Serial

- Appearance B ;
Behaviour Load, save or delete a stored session

Translation Saved Sessions
Selection [4. gt SITE2

: Colours
[=- Connection
agility_pub. .. Data
- Promy
- Telnet

- Rlogin
# 55H
agiity_pre... - Serial Close window on exit
(" Ahwaps  Newer ¢ Onlyon clean exit

A
ﬁfﬁ e Open | Cancel |

1

dig_wmn-e. .,

Default Settings

"
td

Motepe ++

o

Recycle Bin

| ffgtarl:l =2 BIG-IP® - gtm1.sitel.ex... ”'@ gtm1.SITE2 @ PUTTY Configuration | . e

2.4 Pools

LTM virtual server objects are grouped together into GTM pools.
Navigate to: DNS »> GSLB : Pools : Pool List
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gtm1 site1 .example.com
10.1.10.13

| ONLINE (ACTIVE)
| standalone

DNS » GSLB : Pools :
s ~ Pool List
5y 1AppS
r f x Search| Create... |
@nns v [~|Status + Name * Type | Members + Partition / Path
Delivery No records to display.
i i
Wide IPs —I
& Acceleration
Device Management Prober Pools
Create a Pool of LTM Virtuals according to the following table:
Setting Value
Name www.example.com_pool
Type A
member isp1_site1_www.example.com_tcp_https_virtual
member isp2_site2_www.example.com_tcp_https_virtual

https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/globallb/pool/create.jsp

2.4. Pools
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| OMLINE (ACTIVE)
s | standalone

DHS » GSLB : Pools : Pool List

m Statistics General
Name .~ www.example com_poo x
3 v '
Type m
@ DNS
Dalivery
Configuration
GSLB =
2 Selected Avadable
ones [Common
e [==| | gateway_kmp A
Health Monitors - % -
Sattings —I ntp_head_f5
up| Down|
(© 24| Acceleration _I
Availability Requirements INI Health Monitors V|
=] pevice Management Bis [Ceaoiear™]
é N Limit Settings Packets [Desabied[™]
Cumrent Conneclions: | Disabled | v
[£%] system Manual Resume (]
T [30
Dynamic Ratio O
Mandimum Answers Returmed | 1
Verity Member Availability

Members Select twe LTM VIP's and “Add"

Load Preferred:lRound Robin .
Balancing Alternate: IRound Robin ~]
Jaskod Falback: [RetmtoONS  [v]

Fallback IP I 0.0.0.0

Virtual Server: | sewc

Ratio: | 1

ICommonfisp1_site1_www.example.com_fcp_| hIID'J Virtual (Common/site]_ha-pain - 203.0.113.0.443, Rabo(1)
/Commol 2 sile2 www.example. virtual ({Commonisite? ha - 188.51.100.41:443

‘Delete| p| Down|

TMSH command to run on only gtm1.site1:

TMSH

tmsh create gtm pool a www.example.com_pool { members add { sitel_ha-
pair:/Common/isp1_site1_www.example.com_tcp_https_virtual { member-order 0 } site2_ha-
pair:/Common/isp2_site2_www.example.com_tcp_https_virtual { member-order 1} }}

2.5 FQDN

F5 refers to an FQDN as a “wide-ip”, or “wip”.
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Navigate to: DNS »> GSLB : Wide IPs : Wide IP List

DMLINE {ACTIVE)
Standalone

DNS » GSLB : Wide IPs : Wide IP List

9 -~  Wide IP List

@nus |EStah.|s|AHame

Delivery O Q www.gslb.example.com

Statistics

Zones
Caches

Settings Data Centers

Servers
% S55L Orchestrator
Links
Acceleration Prober Pools
e Monitors
Device Management
Topology
L£2) Network Distributed Applications
System
Create an F5 “wide IP”
Setting Value
Name www.gslb.example.com
Type A
Pool www.example.com_pool
2.5. FQDN
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. gtm1.site1. example.com
0.1.10.13

| ONLINE (ACTIVE)

DNS » GSLB : Wide IPs : Wide IP List » New...

General Properties: |Advanced .

- e Name
@ DNS Type A
Delivery Description |
GSLe Alias: | www gsib.example.com
Zones Add |
www.gslb example.com
Caches Alas List g p
Settings
(.:ﬁ] Acceleration Delete |
g Device Management State |Enab|ed El
Minimal Response [Enabled [¥]
£3) Network
Return Code On Failure [Disabled ]
[T¥) System W Pool Selection
Load-Balancing Decision L Pool Traverssl
¥l Pool Member Selection
Pool Member Traversal
iRules
Selected Available
-
= <<
For troubleshooting =
il
purposes enable ' .o
-
verbose legging
Selected Available
E
iRule List
>
_Up| Down|
Pools
Load Balancing Method |Round Robin
Persistence m
58 o GSLB
Pool |Select...
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https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/globallb/wideip/list.jsp

TMSH command to run on only gtm1.site1:

TMSH

tmsh create gtm wideip a www.gslb.example.com { pools add { www.example.com_pool { order 0} } }

2.6 Delegation

Log in to the DNS server from the jumpbox (username: user pasword: Agility1) , and open the DNS
management Ul:

L& DCO1 - 10.1.70.200 - Remote Desktop Connection

B ©

EIGIPEdG] Recycle Bin

Server Manager * Dashboard r

Actrve Directory Admenmtrative Center

Actrve Directory Domains and Trusts

WELCOME TO SERVER MANAGER
I® Dashboard Actrve Directory Madule for Windows PowerSh

i Local Server Actrve Directory Sites and Senvices
B A1 Servers . Actrve Directory Users and Computers
i@ aDDs Jult ADSI Edit
Component Services

& ons

I Computer Mansgement
- F TaTe y a6 Sers - 3
B§ File and Storage Services b Defragment and Optimize Drives
o us

DHCP
9.

WHAT'S NEW Evert Vidwsr
Group Policy Management
Internet Information Servaces (IS) Manager
iSCS! Initiator

LEARN MORE Lecal Security Pokcy

Microsoft Azure Services
ODEC Data Sources [32-bit)
ODBC Dats Sources (64-bat)

Performance Monitor
S 5
I “PEG

O ¢ = O Pom || % pcor - 10,170,200 - .

ROLES AND SERVER GROUPS

[rstart| (2 BIG-1PE- pimbstelex... |

2.6.1 A Records

Create two new A records for the new BIGP-IP nameservers.

Setting Value
nsi 203.0.113.8
ns2 198.51.100.40
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Expand “Forward Lookup Zones”, right click on EXAMPLE.COM and select “New Host”

aqility _pub,

&

agility_pryv,,

200 - Remote Desktop Connection

File Action ‘iew Help
o= *l ’j I x L] Mame (uses parent domain name if blank):

2 DNS |"==2 Data Tirme:
4 o pbcot
4 | Forward Lookup Zon
bl _msdes EXAMPLE
4 | EXAMPLE.COM IP address:
b G msdes [ 198,51.100.40]
L] _sites
| _tep [#] Create associated painter (PTR) record
] _udp [ Allow any authenticated user to update DNS recards with the
| branch01 SAME OWNEr name

Ll
| DomainDnsZy
|
=

Fully qualified domain name (FQDN):
[ ns2, EXAMPLE, COM,

| FarestDnsZo
mgrnt

| sitel

| site2

B | Rewverse Lookup Zong
B | Trust Points

[152], ded example.com,,.. static
dedl.example.com. static
nslbranch0l.exarmple.corm,  static
10.1,70.200 6726/
10,171,100 6726/

v vy vV v v vTwvw

idd Hosk || Done |

b ] Conditional Forwarders || £ ]dec01 Host (&) 10.1.70.200 static
b [gl] Global Lags bl siobyl 20301139 static
i nst Hast (&) 203.0.113.8 >

osat] @ ¢ @8 @ % 0C01-10.1.70.200-Re...

2.6.2 Sub Domain

1. Expand “Forward Lookup Zones”, and right click on “EXAMPLE.com
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-.:_.lill 01 - 10.1.70.200 - Remote Desktop Connection

File Action Miew Help

oo 2m XD 6= B

Type Data Tirmestarmp

3 EXAMPLE,CC = tep
AARLE 2 onal ——

Update Server Data File

Start of Authority (SO4) [152], del exaraple.cam,,..  static

MName Server (N5) dedlexample.carm, static

MName Server (NS) nslbranch0l example.cam,  static
p 5] Re Hast () 10.1,70.200 6/26/2017 12:00:00 4
p ] Trus Hast (&) 10.1.71.100 6/26/2017 12:00:00 ¢
p | Condi Huost () 10170200 static
[ fﬂ Globa Hast () 203,0113.8

Hast (4) 198.51,100.40

Refresh
Export List...

-

<| [ |”'>'||

Create a new delegated DNS domain,

2. Create the “gslb” subdomain.
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Lg DCo1

& DNS Manager
File Action View Help
e 2m XDz Bm iEa
2 DNs Name Type Data Timestamp
4 § ocon 2
4[] Forward Lookup Zones || [
b ol _msdcs.EXAMPLE.CC e IR
4 ] EXAMPLE.COM = _
b 21 _msdes = you supply will be delegated to a different zone.
| j _sites < o
- ~ pDelegated domain: \
~ you want to delegate.
b _udp
p | branchO QSIbI
p | DomainDnsZone:
b | ForestDnsZones
b £ mgmt Fully qualified domain
b sitel |
b site2 1:00:00
b | Reverse Lookup Zones QSIb'E::‘ \MPLE.COM / 2:00:00,
b [ Trust Points g
b 7 Conditional Forwarders | (s
[ Global Logs Qn
Eln
<Back || Mext> | | cancel |
<| m >

3. Step through the Delegation Wizard. Add “ns1.example.com - 203.0.113.8”
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ction View Help

CIERELEEEN EIFEE

com

| Forward Lookup Zones
+ 2] _msdecs EXAMPLE.CC
1 =] EXAMPLE.COM
21 _msdcs

2 _sites

-

DomainDnsZone:
ForestDnsZones
mgmt

sitel

site2

| Reverse Lookup Zones

1 Trust Points

1 Conditional Forwarders
i) Global Logs

- - - - - -

yryeyrieyy

" BE

Name

21 _msdes

1 _sites

O tep

2 _udp

1 branch01

"l DomainDnsZones

| ForestDnsZones

1 mgmt

1 sitel

1 site2

[ 1{same as parent folder)
[ 1{same as parent folder)
[ 1(same as parent folder)
] (same as parent folder)
] clientm

[]dem

Flns1

rl nsd

Name Servers

You can select one or more name servers to host the delegated zone.

Specify the names and IP addresses of the DMS servers you want to have host the

20n€.

Name servers:

Server Fully Qualified Domain Mame (FQDN) 1P Address

sl .example.com. [203.0.113.8]

N
Add.. || JER.. || Remove |
| <tk | met> | |)cewel |

Host (&) 198.51.10040

4. Also add “ns2.example.com - 198.51.100.40”

2.6. Delegation
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1. 70.200 - Remote Desktop Connection

View Help

K)o s HED 3 ]| ererthe name of aDNS server that is authorkative for this zone.

rward Lookup Zones
_msdesEXAMPLE.CC|
EXAMPLE.COM
1 _msdcs

] _sites

O tep

2 _udp

1 branch?1
1 DomainDnsZones
] ForestDnsZones
1 mgmt

] sitel

] site2

werse Lookup Zones
15t Points

nditional Forwarders
rbal Logs

[ BE

Name

[ _msdes 4
= sites

2 tep

= _udp

 branchO ‘
] DomainDnsZones
) ForestDnsZones

I mgmt

] site

] site2

[ ] (same as parent fold
[ ] (same as parent fold
[ | (same a3 parent fold
[ ] (same as parent fold
] cliento?

[ ]ded

Fns1

[ns2

Host (&)

19€.51.100.40

5. Make sure both ns1.example.com and ns2.example.com are added
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0.1.70.200 - Remote Desktop Connection

on View Help

nm XDz Bm i@aa
Name You can select one or more name servers to host the delegated zone.

n ) _msdcs
Forward Lookup Zones || (1] _sites Specify the names and IP addresses of the DNS servers you want to have host the
2l _msdesEXAMPLE.CCH| ) yep delegated zone.
5 EXAMPLE.COM 2 _udp )
p [ _msdes - NSMe SEry oL —

S | branchi 'ﬁ; Fy - =
i _:::es ] DomainDnsZones - zm"’i“ Domain Name (FQON) [mmu 35"3 . y
p - .example.com. 0.113,
» B u:p _,'.l ForestDnsZones ns2,example.com. [196.51.100.40]

- I-mnchm i
- . ) sitel e — ___--"""
p | DomainDnsZones| . °
b ) ForestDnsZones || — site2
b ) mgmt [ ] (same as parent folder)
b O sitel r] (same as parent folder)
b site? r] (same as parent folder)
Reverse Lookup Zones [] Gsame as parent folder)
Trust Points [ clientm
Conditional Forwarders [_] ded
Global Logs ] ns1

Flns2 Host (&) 1985110040
L] >
- ]
> B
6. Click “Finish”
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Lo DCO1 - 10.1.70.200 - Remote Desktop Connection

& DNS Manager
File Action  Wiew Help

o 2m XEd= Bm § 8@

2 DNS Mame Type Data Timestamp
4 5 Dco
4 | Forward Lookup Zones
bl _msdes EXAMPLE.CC)| | |
4 [ EXAMPLE.COM = Completing the New Delegation Wizard
b _misdes
b [ _sites o o |
b tep o e ] _ You have successfully completed the New Delegation
b _udp i
b [ branch0l ) You specified the following settings:
b | DomainDnsZones N Name:  gslb.EXAMPLE.COM
b | ForestDnsZones y
b @@ mgmt To close this wizard and create the delegation, dick Finish,
Bl sitel
b sited 1:00:00

b Reverse Lookup Zones B00:00 4
B | Trust Points

p | Conditional Forwvarders
3

@ Global Logs

<| " | [>

2.6.3 CNAME

1. Make sure “Forward Lookup Zones” and “EXAMPLE.COM” is expanded. Right click on “www”, and

select delete.

66

Chapter 2. Class 1 - Intro to GSLB



DNS Documentation

Remote Desktop Connection

File Action View Help

e 2mXE=HBm iEa

2 DNs
4 § DCO
4 ] Forward Lookup Zones
b =) _msdcsEXAMPLE.CC
4 | EXAMPLE.COM
B ] _msdcs
_sites
Acp
_udp
branch{i
DomainDnsZones
ForestDnsZones
mgmt
sitel
site2
2l gslb
b ] Rewverse Lookup Zones
B . Trust Points
p 1 Conditional Forwarders
b (4] Global Logs

BROEREEEE

b

Ri h-g!ig!ggbgflgte
<| 9lt_t- >

Mame Type
1 _msdes
2 _sites
= tep
O _udp
1 branchDl
]l DomainDnsZones
7] ForestDnsZones
1 mgmt
1 sitel
1 site2
2 gsib
] (same as parent folder) Start of Authority (SOA)
D (same as parent folder) Name Server (N5)
£l (same as parent folder) Name Server (NS)
Q (same as parent folder) Host (&)
£ clientol Host (8)
Fldcm Host (&)
Elns1 Host (&)
Q ns2 Host (&)
| Delete |
Properties
Help

[152], dcOl.example.com.,...
dc0l.example.com.
nsl.branch0l.example.com.
10.1.70.200

10.1.71.100

10.1.70.200

203.0.113.8

198.51.100.40

Timestamp

static
static
static
6/26/2017 12:00:00 £
6/26/2017 12:00:00 £
static

Deletes the current selection.

2. Right click on “EXAMPLE.COM”, and select “New Alias (CNAME)”

2.6. Delegation
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,‘-:_ DC01 - 10.1.70.200 - Remote Desktop Connection

> 2 XS a5 8mfs NowAllas (CNAME)

5., DNS Type Data Timestamp
a § pco

4 || Forward Lookup

3 .
b B
[0}
¢ 2
v 3
¢ 3
v 3
= - Start of Authority (S04) [152], dcO1.example.com,,...  static
b
3 Dnmaln"' Narmne Server (NS) dc0l.example.com. static
p 21 gslb L Name Server (NS) nsl.branch0l.example.com. static
b ] Rewverse Look All Tasks » Host (&) 10.1.70.200 6/26/20M7 12:00:00 4
p 0 Trust Points View ~ Host (&) 10.1.71.100 6/26/2017 12:00:00 4
p 1 Conditional § Host (&) 10.1.70.200 static
[ 3 Global Logs Delete Host (&) 203.0.113.8
Refresh Host (4) 198.51.100.40
Bxport List..
Properties
Help

e aE |

Create a new alias resource record.

3. Add “www - www.gslb.example.com”
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LS DCO1 - 10.1.70.200 - R
= DNS Manager
File Acton View Help
e 2m XDz Bm iaa
Z DNs Hame Type Data Timestamp
4 § pcom 21 _msdcs
4 7] Forward Lookup Zones || 7 sites
' ; _msdes. EXAMPLE.CC | tep
4 - | EXAMPLE.COM :L_udp
b Gl _msdes ) branch01 Alias (CNAME)
b _sites .
| DomainDnsZo
an if :
:_L_‘Idp  ForestDnsZone Alias name (uses parent domain I left blank)
L Judp
- == ] mgn—rt
p | branch0l —
b 1 DomainDnsZones _‘uf‘ﬂ
b [ ForestDnsZones || — *te2
b mame 1gsm
p O sitel ] (same as pare
b ) site2 ] (same as pare I | Browse...
p 1 gslb [;l(same as pare
p ) Reverse Lookup Zones || E] (same as pare =a W -
> B Trotbein ] clienton www.GSLB.example.com
¢ [ Conditional Foraarders || 5] det [C] Alow any suthenticated user to update all DNS records with the same
pGIobaangs i:lnsl name. This setting apples only to DNS records for a new name.
Elns2

2.7 Results

1. From the Workstation command prompt type “dig www.example.com”

2.7. Results
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35 QUESTION SECTION:

vy .exanple .com. 36608 IN
IH

f‘_'Startl (=) BIG-IP@ - gtm1.site2.ex... | A 0 ¢ Iﬁ Command Prompt

> Wiwseranple oem

;rintcmd
H —>>HEADER<<— opcode : QUERY. status: NOERROR. id: 838
; flags: gr aa rd ra; QUERY: 1. ANSWER: 2. AUTHORITY: 8. ADDITIONAL: @

swuw.example .com. IN A

>3 HNSWER SECTIOMN:

CNAME wwu.gslb.example .com.
A 283 .8.113.9

.example .com. 38

; Query time: J1 wsec
SERVER: 18.1.78.208F153<108.1.70.2088)
WHEN: Sun Jun 2% 24:37:31 20817

; M8G SIZE wcud: T2

er.ERPIPLE>dig www.example .com

% ™ 0C01-10.1.70.200-Re... |

2. Observe WIDEIP statistics on gtm1.site1: Statistics »> Module Statistics : DNS : GSLB »> Wide IPs

: www.gslb.example.com : A

https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/globallb/stats/wideip/stats_detail.jsp?
name=%2FCommon%2Fwww.gslb.example.com&type=1&identity=www.gslb.example.com+%3A+A
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gtmi1 site1 example.com

OMLINE (ACTIVE)
Standalone

Delivery

Zones

Caches

Settings

DNS » GSLB : Wide IPs : Wide IP List »

7 - Properties

General Properties:
‘ Name ‘www.gslh_example.m‘n
' Partition  Path ' Common

| [ .
Wide IP List

Click Statistics

Pools

iRules

Prober Pools

Monitors . )
() Available (Enabled) - Available

Topolo

poroay Enabled
Distributed Applications
e Enabled
P [pre |

2.7. Results
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gtm1.site1.example.com

10.1.10.13

| ONLINE (ACTIVE)

Dashboard
Module Statistics
Analytics

Performance

") iApps

Date: Ju

Statistics » Module Statistics : DNS : GSLB » W

% » Iraffic Summary - | DNS hd

Display Options
Data Format Normalized
Auto Refresh |Di5able{! . Reﬁ'esh'

<<Back | Clear Statistics |

@ DNS Requests
Total 12—
@ S5L Orchestrator Persisted 0
) Resolved 12 f——
(¢ 24) Acceleration
Dropped 0
@ Device Management
Load Balancing
£3) Network Preferred 12 G —
Alternate 0
S Fallback 0
PAIABC Dasab diane n
TMSH

tmsh show gtm wideip a www.gslb.example.com

3. Observe WIDEIP statistics on gtm1.site2: Statistics »> Module Statistics : DNS : GSLB »> Wide IPs

: www.gslb.example.com : A

https://gtm1.site2.example.com/tmui/Control/jspmap/tmui/globallb/stats/wideip/stats_detail.jsp?
name=%2FCommon%2Fwww.gslb.example.com&type=1&identity=www.gslb.example.com+%3A+A

4. Disable physical interfaces on gtm1.site2:

https://gtm1.site2.example.com/tmui/Control/form?__handler=/tmui/locallb/network/interface/list&___
source=disable&__linked=false& _fromError=false

72

Chapter 2. Class 1 - Intro to GSLB


https://gtm1.site2.example.com/tmui/Control/jspmap/tmui/globallb/stats/wideip/stats_detail.jsp?name=%2FCommon%2Fwww.gslb.example.com&type=1&identity=www.gslb.example.com+%3A+A
https://gtm1.site2.example.com/tmui/Control/jspmap/tmui/globallb/stats/wideip/stats_detail.jsp?name=%2FCommon%2Fwww.gslb.example.com&type=1&identity=www.gslb.example.com+%3A+A
https://gtm1.site2.example.com/tmui/Control/form?__handler=/tmui/locallb/network/interface/list&__source=disable&__linked=false&__fromError=false
https://gtm1.site2.example.com/tmui/Control/form?__handler=/tmui/locallb/network/interface/list&__source=disable&__linked=false&__fromError=false
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gtm1 site2.example.com.

10.1.10.23

Network » Interface

25 + Interface List

&3 ons v/ ¢ Staus = Name | MAC Address ;:Iiaci
i & DISABLED 11 2cc260:59ec:f5 10000
{33 sSL Orchestrator
DISABLED 1.2 2cc26062ca81 10000
(7 24) Acceleration DISABLED 13 2c:e260:4e:315¢ 10000
Enable | Disable
g Device Management _I_I*'-'ﬁ—
£ Network Select and disable all interfaces

Interface Mirmoring
LLDP

Statistics

Trunks

Tunnels

Route Domains

TMSH command to run on only gtm1.site2:

TMSH

tmsh modify net interface all disabled

5. Refresh statistics on gtm1.site1 and make sure DNS requests are still resolving.

https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/globallb/stats/wideip/stats_detail.jsp?
name=%2FCommon%2Fwww.gslb.example.com&type=1&identity=www.gslb.example.com+%3A+A

6. Re-enable interfaces on gtm1.site2, disable interfaces on gtm1.site1. Observe statistics on gtm1.site2
and make sure DNS requests are still resolving.

TMSH command to run on only gtm1.site2:

TMSH

tmsh modify net interface all enabled

7. Observe pool statistics on gtm1.site1: Statistics »> Module Statistics : DNS : GSLB » Pools :
www.example.com_pool : A

https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/globallb/stats/pool/stats_detail.jsp?name=
%2FCommon%2Fwww.example.com_pool&pool_type=1&identity=www.example.com_pool+%3A+A
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https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/globallb/stats/pool/stats_detail.jsp?name=%2FCommon%2Fwww.example.com_pool&pool_type=1&identity=www.example.com_pool+%3A+A
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gtm1_site1 example com

| OMLINE (ACTIVE)
| Standalone

Statistics » Module Statistics : DNS : GSLB

@ - Trafic Summary ~ | DNS

Module Statistics Display Options
Analytics Data Format Normalized
Parformance Auto Refresh [Disabled 7] Refresh|
<< Back |
(g vewe
@ DNS Pool Details: “www.example.com_pool : A”
Status < Pool Member © Server © Virtual Server ¢ Prefermed || ©
ﬁ $5L Orchestrator Q@ 196.51.100.41:443 site2_ha-pair /Commonfisp2_site2 www. example com_tcp_hitps_wvirtual 43 1]
) Acced @ 20301139443 site1_ha-pair /Commonisp1_site1_www example.com_tcp_hitps_virtual 44 a
g Device Management
E£3) Network
System
TMSH

show gtm pool a www.example.com_pool

8. Using Putty, ssh into gtm1.site1 and run the following command to watch logs:

TMSH
tail -f /var/log/Itm

2.8 Persistence

Modify the GSLB configuration so that LDNS servers continually receive the same DNS answer.

1. On gtm1.site1 navigate to: DNS »>» GSLB : Pools : Pool List >> Members : www.example.com_pool
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g Device Management

£ Network

[£%] System

OMNLINE (ACTIVE)
Standalone

Click www.gslb.example.com

Ly 2

< Type
A

Statistics

Data Centers
Servers
Links
Prober Pools

Monitors

Topology

Distributed Applications

https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/globallb/wideip/list.jsp
2. Click into the “Pools” tab:

2.8. Persistence
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gtmi1.site1 example.com

| ONLINE (ACTIVE)
| standalone

Delivery
GSLB
Zones
Caches

Settings
@ S5L Orchestrator
(" %) Acceleration
g Device Management

£3) Network

[i%] System

User: admin

Alias List

Availability
State
Minimal Response

Raturn Mada Min Failirs

Common

() Available (Enabled) - Available

| Enabled .
| Enabled .

Inir-ﬂ'hln.rl i

https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/globallb/wideip/pools.jsp?name=
%2FCommon%2Fwww.gslb.example.com&type=1&identity=www.gslb.example.com

3. Enable Persistence

76

Chapter 2. Class 1 - Intro to GSLB


https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/globallb/wideip/pools.jsp?name=%2FCommon%2Fwww.gslb.example.com&type=1&identity=www.gslb.example.com
https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/globallb/wideip/pools.jsp?name=%2FCommon%2Fwww.gslb.example.com&type=1&identity=www.gslb.example.com

DNS Documentation

gtm1.site 1. example.com Date: Jul

10.1.10.13 Time: 4:5

| ONLINE (ACTIVE)

DNS » GSLB : Wide IPs ;: Wide IP List »» Members : www.gslb.e

% » Properties iRules Pools

Pools
@ DNS Load Balancing Method Round Robin
Delivery Persistence Enabled |V | qfm—
GSLB Persistence TTL 3600 seconds
Zones Persist CIDR {IPv4) [32
Caches
Persist CIDR (IPvE) 128
Settings
Last Resort Pool [None
% S$5L Orchestrator Update |
(. ’!] Acceleration
Pools
Device Management [v] ‘ - Order ‘ |~ | Status ‘ < Pool Name
Jo [#] www.example com_pool
Network
2 Dekete.. |
[8%] System
TMSH

tmsh modify gtm wideip a www.gslb.example.com persistence enabled

4. View Persistence Records

TMSH

tmsh show gtm persist

2.9 LB Methods

Modify the GSLB configuration so that site2 is a standby DR site.
Introduce a network problem that causes the isp1 link monitor to fail.
An ISP network outage can automatically cause DR activation.
1. On gtm1.site1 navigate to: DNS »>» GSLB : Pools : Pool List >>» Members : www.example.com_pool

https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/globallb/pool/members.jsp?name=
Y%2FCommon%2Fwww.example.com_pool&pool_type=1&identity=www.example.com_pool
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gtm1 site1 example.com
10.1.10.13

| OMNLINE (ACTIVE)
| standalone

DNS » GSLB : Pools : Pool List

s ~ Pool List Statistics

Click“www.example.com_pool*

-

1§ X
V| |~ Status | + Name

O Q www.example.com_pool

i i I
Wide IPs pe..

Cac
Settings Data Centers
Servers
% SSL Orchestrator
Links
@ Acceleration Prober Pools
— Monitors
— Device Management
Topology
£2) Network Distributed Applications

2. Modify the “Load Balancing Method” -> “Preferred” to “Global Availability”
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gtm1 site1 example.com
10.1.10.13

|| ONLINE (ACTIVE)
|| standalone

DNS » GSLB : Pools : Pool List :: Members .example.com_pool ; A
¥+ ~ | Properties Members
H mn n
2 ops Click *Members™
Load Balancing
@ DNS Preferred: [Global Availability || f—
Delivery Load Balancing Method Alternate: | Round Robin .
Fallback: [Return to DNS
GSLB
Fallback IP | | 0.0.0.0
Zones
Caches M
Seftings
Members
5 $SL Orchestrator _]‘AMMM‘EMWM Men'hastrena‘Parﬂﬂon ‘M&ﬂ'
O o Q ICommon/site1_ha-pair 203.0.113.9 Common /Con
(© %) Acceleration ' . _
1 Q@ ICommon/site2_ha-pair 192.51.100.41  Common /Com
Device Management Enable | Disable | Remove |
£2) Network

TMSH

tmsh modify gtm pool a www.example.com_pool load-balancing-mode global-availability

3. Introduce a network problem in the ISP at site1
Log into the router and disable interface 1.6 connecting ISP1 to site1

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/locallb/network/interface/list.jsp
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router01.branch01.example.com

|—_ ONLINE (ACTIVE)

Network » Interfaces : Interface
% -~ Interface List

% SSL Orchestrator
@ Local Traffic

Acceleration

@ Device Management

Interface Mirrering

LLDP

Statistics

Trunks

TMSH command to run on the router01 to simulate an ISP failure

TMSH
tmsh modify interface 1.6 disabled

4. View the effect
Log into gtm1.site2 and observe the status of “Link” objects:
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gtm 1, site2 example.com Dat
140 73 Tim

| ONLINE (ACTIVE)

DMNS » GSLB: Links : Link Lis

& @ 1| - Sus 2 Name | Adoress
O Q 196.51.100.33 192.51.100.23

_ B.1 203.0.113.1
Wide IPs

Pools LI

ches iRules

Data Centers

3 Links
@ Ac orr— Frober Pools Statistics
Monitors
&= Device Management
Topaology
@ Network Distributed Applications

[7%] System

https://gtm1.site2.example.com/tmui/Control/jspmap/xsl/gtm_link/list

TMSH

tmsh show gtm link

5. Set the site1 isp link back up
Log into the router and enable the interface 1.6 connecting ISP1 to site1

https://router01.branch01.example.com/tmui/Control/jspmap/tmui/locallb/network/interface/list.jsp
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Network » Interfaces : Interface

% -~ Interface List

Interfaces
@ DNS ‘ * Status ‘  Name
O ur 11
% SS5L Orchestrator
O up 1.2
@ Local Traffic O up 1.3
O 1,
(1 %) Acceleration
% Device Management

Interface Mirrering

LLDP

Statistics

TMSH
tmsh modify interface 1.6 enabled

Note: Even though you re-enabled the primary site1, a persistence record from the previous lab is still in

place.
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Class 2 - Next Generation DNS Services

The lab section for this class will cover the following topics:

1. Transparent Cache

2. DNS Express with a Hidden Master

3. DNSSec

4. Validating Resolver

5. RPZ

6. URL Categorization
The lab environment consists of BIG-IPs along with Linux hosts interacting with DNS Servers.
The F5 device is directly connected to the internet.

Below is a lab diagram and connectivity information:

Ubuntu Client

Ubuntu Client ;§

Ubuntu Server

3.1 Lab Components

The following table lists VLANS, IP Addresses and Credentials for all components:
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Component VLAN/IP Address(es) Credentials

BIG-1P DN nagility202
G S - Management: 10.1.1.4 admin/agility2020

External Self: 10.1.10.6
Internal Self: 10.1.20.6

Ubuntu Desktop ubuntu/agility2020

* Management: 10.1.1.6
External: 10.1.10.4

Ubuntu server buntu/agility2020
* Management: 10.1.1.5 phuntiagt ity

Internal: 10.1.20.4

Follow these steps to get your lab started:

Follow the instructions in your lab email to log into the F5 Unified Demo Framework (UDF) where your lab
is hosted.

The UDF provides both ssh, TMUI (Web Interface) and a Web Shell access to each component in the lab.
No RDP is required for this lab.

For simplicity, its suggested to use the Web Shell in a browser and not the native SSH interface as the latter
requires an additional step of setting up ssh keys.

3.1.1 Transparent Cache
Monitors

A DNS application specific monitor should be used to monitor pool members.

Navigate to: DNS >> Delivery >> Load Balancing >> Monitors

| ONLINE (ACTIVE)
5 | Standalone

DNS » Delivery : Load Balancing : Monitors

# - Monitor List

. iApps
. f X Search| \&I
@uus ¥/ » Name < Application [~ | Ty
Listeners Sulew
HTTP
Profiles
HTTP
Zones Pools
HTTPS
Caches iRules Nodes
HTTP
(33 ssLorc e
Keys Inbang
Etﬁ Local Traffic real_server Real S

Create a new monitor according to the following settings:
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Setting Value

Name example.com_dns_monitor
Type DNS

Query Name www.example.com

General Properties

I MName
Description
I Type

Parent Monitor

| example com_dns_maonitor

Configuration: Advanced

_

[DNS

dns _

. I 5 seconds

Interval

Up Interval Disabled

Time Until Up ID— seconds

Timeout |15— seconds

Manual Resume O ves®nNo

Reverse O Yes® No

Alias Address | * All Addresses

Alias Service Port [+ [* Al Ports [w]\! exa m I e co m

AR TS J. L

I Query Name | www.example.com — e

Query Type a

Answer Section Contains

Accept RCODE No Error

Receive String [

Adaptive [JEnabled
TMSH

tmsh create Itm monitor dns example.com_dns_monitor defaults-from dns gname www.example.com

Load Balancing

Create a new pool for back end load balancing of DNS queries. The Ubuntu server will be the single pool

member.

Navigate to: DNS >> Delivery : Load Balancing : Pools : Pool List

3.1. Lab Components
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|| ONLINE (ACTIVE)
Standalone

DNS » Delivery : Load Balancing : Pools : Pool List

1% ~ Pool List Statistics

@DNS @‘\ZIStatus‘AName ‘enes
u;eners jateway_pool
GSLB Profiles
Zones 2 | pad Balancing » 3 Pools Pool List
Caches MNodes Statistics
Settings Monitors
@ SSL Orchestra
(7) Local Traffic
Create a pool according to the following table:
Setting Value
Name dns_pool
Health Monitors example.com_dns_monitor
Node Name dns01_node
Address 10.1.20.4
Service Port 53
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DNS » Dellvery : Load Balancing : Pools : Pool List » Mew Pool..

Configuration: | Basic ¢
I Mame dns_pool
Description
Active Available
fCommon ICommon
Health Monitors example.com_dns_monitar, .« gateway_icmp
http
= http_head 5
https
Resources
Load Balancing Method | Round Robin -]
Priority Group Activation | Disabled sl
@ MNew Node | ' Mew FQDN Mode
Node Name:  dns01_node (Optional)
Address: | 10.1.20.4 |
Service Port: | 53 | Select... $|
Mew Members Add
Mode Mame | Address/FQDM | Service Port | Auto Populate | Priority
dns01_node 10.1.20.4 53 0
Edit Delete

Cancel Repeat || Finished

TMSH

tmsh create Itm pool dns_pool members add { dns01_node:53 { address 10.1.20.4 } } monitor exam-
ple.com_dns_monitor

Results

1. Navigate to: DNS »> Delivery »> Load Balancing »> Pools > Pool List
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| OMLINE (ACTIVE)
| standalone

DNS » Delivery

% » Pool List

@Dﬂs ||BSIams|AName
—
Listeners _tins_pool
lateway_pool
Profiles =

Statistics

1. Click to select dns_pool, and then select Members

2. Observe the health status of the pool (green is good)

DNS » Dellvery : Load Balancing : Pools : Pool List » Members : dns_pool

¥4 - | Properties Members Statistics @

Load Balancing

Load Balancing Method |"Raund Robin D
Priority Group Activation [ Disabled %]

Update

Current Members o
|BStalus‘¢Mambw ‘AMdrass |¢SeMoer|¢FQDN‘¢ Ephemeral |¢ Rmio‘e Priority Group | + Connection Limit | + Partition / Path
7 @  dns01_nodes3 101204 53 No 1 0 (Active) 0 Common

Enable | Disale | Force Offline || Remove

TMSH

tmsh show Itm pool dns_pool detail

In this module we will implement all the configuration objects required for a transparent DNS cache on the
BIG-IP.

Enabling a transparent cache offloads the back end DNS servers from responding to every query which
frees resources on the servers.
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Every query is Load Balanced to Recursive pool

—
== e Narms sarvr
R |
[ e |
T | ——

[ttt -
i =

Responses Cached by BIG-IP, only uncached/expired TTL queries are sent to Recursive Pool

>

F5 Agiiity 2015 1

Log into BIG-IP DNS using either the TMUI or webshell interface with credentials u:admin p:agility2020
Navigate to DNS »> Caches »> Cache List

then click the Create button to create a transparent cache with the following settings:

Setting Value
Name transparent_cache
Resolver Type Transparent
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I OMNLINE {ACTIVE)

DNS » Caches : Cache List »» New...

General Properties

lﬁ' iApps MName ~ |transparent_cache
@ DNS Resolver Type ﬂ Transparent (None)|Ba
Delivery DNS Cache
Zanes I Message Cache Size | 1048576 bytes
Cache List O
Size || 10485760 bytes
ttings Statistics
e s L] Enabled
estrator ’ RRSet Rotate none
Local Traffic Caru:el| Repeat Fmishedl

TMSH

tmsh create Itm dns cache transparent transparent_cache

3.1.2 Listeners

A Listener object is synonyous with a virtual server. In the DNS Delivery interface on a BIG-IP, Listeners
are configured to process DNS traffic.

We will be creating both TCP and UDP based listeners as remember DNS can use both TCP and UDP!

BIG-IP can be configured for multiple functions from the Listener, starting with simple load balancing, trans-
parent or full caching, along with optional security functions.

After this module, we will have enabled the BIG-IP to process and cache DNS requests.
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BIG-IP DNS

Recursive
Name server

Log Profile

In order to Log DNS queries, responses, or both, a logging profile must be created. The log profile specifies
both the formatting and destination of the log messages which is typically off the BIG-IP using High Speed
Logging (HSL).

Normally due to log volume, DNS logs would be sent off the BIG-IP, but for the purpose of the lab we will
use a local syslog destination to easily see log messages.

1. Create a “Log Publisher” for local syslog.

Navigate to: System »> Logs : Configuration : Log Publishers
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| ONLINE (ACTIVE)
5 | standalone

System » Logs : Configuration : Log Publishers

3 ons

& SSL Orchestrator

@ Acceleration

Device Management
£3) Network

=0

File Managemen

Certificate Management
Disk Management
Software Management
License

Resource Provisioning
Platform

High Availability
Archives
Services
Preferences

sFlow

Click~Create~

@JeName

‘ [ local-db-publisher

1 default-ipsec-log-publisher

[ sys-db-access-publisher

‘ [J sys-sso-access-publisher

Deletel

Systdm

Captufed Transactiyns
Packe] Filter
Local faffic

GSLB

Audit

Options
Remote Logging
Log Filters

L 4 pstinations

Create a local syslog publisher as shown in the table below:

Setting Value
Name local-syslog-publisher
Destinations local-syslog
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| ONLINE (ACTIVE)
| standalone

System » Lo ~onfiguration

: Log Publishers

{33 ssL Orchestrator
Acceleration

£=) Device Management
E£3) Network

System

General Properties

Name = T—y

Description

| local-syslog-publisher

Log Destinations

Selected Available

“ /Common /Common
Destinations il alertd

local-db

==

Cancel | Repeat| Finished

TMSH

tmsh create sys log-config publisher local-syslog-publisher { destinations add { local-syslog { } } }

2. Create a “Logging Profile”

Navigate to DNS »> Delivery : Profiles : Other : DNS Logging

ONLINE (ACTIVE)
Standalone

DNS ; Delivery : Profiles : O

ClicksCreates

r : DNS Logging

Other

GSLB
Zones
Caches

Settings

% S5L Orches

() Local Traffic

% ~ | DNS

f

® Searchl Create...

|¢Narne

Mo records to display.

Delete |
Listeners

DNS

Load Balancing

iRules

Protocol

Persistence

Statistics

Create a DNS logging profile as shown in the table below:

3.1. Lab Components
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Setting Value

Name example_dns_logging_profile
Log Publisher local-syslog-publisher

Log Responses enabled

Include Query ID enabled

]| ONLINE (ACTIVE)

DNS »» Delivery : Profiles : Other : DNS Logging »» New...

General Properties

IApPS MName — | example_dns_logging_profile
E Wizards Description |
» DNS Configuration
Delivery Log Publisher |lecal-syslog-publisher
Log Queries M Enabled
GSLB
Zones Log Responses Enabled —
Caches Log Fields
Settings Include Complete Answer Enabled
Include Query 1D [l Enabled _
% $5L Orchestrator
Include Source Enabled
() Local Traffic Include Timestamp Enabled
o Include View M Enabled
% Traffic Intelligence

Cancel | Repeat | Finished |

/-_\' Acreleration

TMSH

tmsh create Itm profile dns-logging example_dns_logging_profile enable-response-logging yes
include-query-id yes log-publisher local-syslog-publisher

DNS Profile

The DNS profile unlocks all BIG-IP features by making the BIG-IP fully aware of DNS as a protocol.

Without a DNS profile applied to a listener, the TMOS does not parse DNS requests and load balance
UDP/TCP packets.

Navigate to: DNS »> Delivery : Profiles : DNS
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OMLINE {ACTIVE)
Standalone

DMN5 » Delivery : Profiles : DNS

Fe) DNS Protocol - CIICK “create"

F X Sean:h' Create. .

DNS ®

Protocol

Other

Settiggs Translation
Mamesarvers
% S5L Orchestrator

Keys
[ Local Traffic

Create a DNS profile as shown in the table below. Check boxes on the right to enable editing and overriding
default properties.

Note: AVR sampling in production should be a ratio of queries so as not to overload local

database.
Setting Value
Name example.com_dns_profile
DNS Cache Enabled
DNS Cache Name transparent_cache
Use BIND Server on Big-IP Disabled
Logging Enabled
Logging Profile example_dns_logging_profile
AVR statistics Sample Rate Enabled, 1/1 queries sampled
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router(]1. branch01.example.com

10.1.10.31

| OMLINE (ACTIVE)
| standalone

DNS » Delivery : Profiles : DNS »» New DNS P

General Properties
") 1apps
MName I example.com_dns_ —
7| Wizards Parent Profile dns
@ DNS Denial of Service Protection Custom []
Delivery Rapid Response Mode Disabled O
GSLB Rapid Response Last Action Drop O
Zones .
Hardware Acceleration
Caches Protocol Validation [Disabled[~] O
Setlings
Response Cache Disabled O
% SSL Orchestrator DNS Features
3 Local Traffic DNSSEC [Enabled [~] O
GSLB [Enabled [~] O
E;Q Traffic Intelligence
DNS Express [Enabled [] O
(“ %) Acceleration DNS Cache Enabled —
wif= DMS Cache Name transparent_cache A ]|
f:fj Access |transparent h
— DNS IPvE to IPv4 |Disﬁ)led . O
Device Management
Unhandled Query Actions Allow O
Network
'@ Use BIND Server on BIG-IP Disabled ﬁ
L] !m
& DNS Traffic
Zone Transfer Disabled O
DNS Security [Disabled[>] O
DNS Security Profile Name Select . O
Process Recursion Desired |Enabled ~] O
Logging and Reporting
Logging [Enabled [v] i —p /]
Logging Profile [example_dns_logging_profile ?
AVR Statistics Sample Rate Enabled 1] 1 queries sampled  e—{7]
TMSH
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tmsh create Itm profile dns example.com_dns_profile { avr-dnsstat-sample-rate 1 cache transparent_cache
defaults-from dns enable-cache yes enable-logging yes log-profile example_dns_logging_profile use-local-
bind no }

UDP Profile

A UDP profile is a protocol profile that controls the way BIG-IP processes UDP traffic. With DNS, custom
UDP profiles are often used to set low idle times so as not to fill the connection table as DNS tends to be a
lot of short lived connections.

Navigate to: DNS »> Delivery : Profiles : Protocol : UDP

| ONLINE (ACTIVE)

DMS » Delivery : Profiles : Protocol : UDP

% ~ | ONS Protocol

@ DNS
% udp_decrement_tt
Listeners
GSLB
Zones Load Balancing UDP 4 G)
Caches iRules TCP

Sefttings

% $SL Orch
%‘fj Local T

Create a UDP profile as shown in the following table. By inheriting from udp_gtm_dns profile, notice the
idle timeout setting.

Setting Value
Name example.com_udp-dns_profile
Parent Profile udp_gtm_dns
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|| ONLINE (ACTIVE)
|| standalone

DNS » Delivery : Profiles : Protocol : UDP . New UDP Profile...

General Properties

) iApps
Mame I example com_udp —
7 || Wizards Parent Profile |udpj|rn_dns _
@ DNS Settings
Proxy Maximum Segment
Delivery y = O
cslB Idle Timeout |Specify... | 5 seconds
Zones IP ToS |Specify... | 0
Caches Link QoS |Specify... | 0
Settings Datagram LB Enabled
Allow Mo Payload O
% S5L Orchestrator
TTL Mode IF’roxy .
() Local Traffic Don't Fragment Mode PMTU
& Tramic intelNgence Cancel | Repeat | Finished |

TMSH

tmsh create Itm profile udp example.com_udp-dns_profile defaults-from udp_gtm_dns

TCP Profile

Like the UDP profile, a TCP profile controls properties of TCP connections on the BIG-IP.
Navigate to: DNS »> Delivery : Profiles : Protocol : TCP
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DOMNLINE {ACTIVE)
Standalone

DMS »» Delivery : Profiles : Protocol : TCP

Protocol

Create...

|| Wizards | + Name

Listeners
Prefiles 3

Load Balancing

it apm-forwarding-client-tcp
i1 apm-forwarding-server-icp

5_profile

DNS

Cach Other TCP
Setti
Nameservers gl
% SSL Orchestrator Keys Hep-lan_profile

LI Spinsession-aeTaue-mwcp
[F=7 1 ncal Traffic !

Create a TCP profile as shown in the following table.

Setting Value
Name example.com_tcp-dns_profile
Parent Profile f5-tcp-lan
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]| ONLINE (ACTIVE)
| standalone

Local Traffic »» Profiles : Protocol : TCP . New TCP Pro

General Properties

@ IApps
Mame I example_.com_tcp~
&3 ons Parent Profile [Etcpan
% S$5L Orchestrator Timer Management
Close Wait Specify.__. 5 seconds
[j::-ﬁ Local Traffic I -I
Fin Wait 1 [Specity-. V]| 5 seconds
Metwork Map
Fin Wait 2 Specify_.. |v|]| 300 seconds
Virtual Servers I pecily I
Policies Idle Timeout [Specity...[~] | 300 seconds
Profiles Keep Alive Interval [Specity-[~] | 1800 seconds
Ciphers Minimum RTO 200 milliseconds
iRules Reset On Timeout [ Enabled
Pools Time Wait [Specity—. [~] [ 2000 milliseconds
Nodes Time Wait Recycle Enabled
Monitors
Zero Window Timeout |Specify...[v] | 20000 milliseconds
Traffic Class

TMSH

tmsh create Itm profile tcp example.com_tcp-dns_profile defaults-from f5-tcp-lan

UDP Listener

Now that all of our profiles are created, we can create our listeners starting with the UDP listener.
Navigate to: DNS »> Delivery : Listeners : Listener List
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OMNLINE {ACTIVE)
Standalone

DNS » Delivery : Listeners : Listener

£ -~ Listener List 5 El \
[

g M Create...

7| wizards ‘ + State ‘ + Name
Mo records to display.
@ DNS
Enable | Disable | Delete... |
Listener List O
GSLB, lles Statistics
g Load Balancing
Cac iRules
Settings Translation
Mameservers
% 551 Orchestrator
Keys

(4 Local Traffic

Create a UDP listener according to the tables below:

Setting Value

Name udp_53_virtual

Destination Address 10.1.10.583

Service Port (Advanced Settings) DNS 53

VLAN and Tunnel Traffic -> Enabled on.. external

Address Translation Enabled

Protocol UDP

Protocol Profile (Client) example.com_udp-dns_profile
DNS Profile example.com_dns_profile
Default Pool dns_pool
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Main Help DNS » Delivery : Listeners : Listener List » New...
/=l Statistics
General
iApps
E i MName udp_53_wirtual
@ DNS Description
Delivery State Enabled %
GS5LB
Listener: | Advanced 3
Zones -
B Type: @ Host | Network
estination
Caches Address: 10.1.10.53
Settings Senvice Port DNS ¢ 53
-
Eﬁj Local Traffic VLAN Traffic Enabled on... &
. Selected Avallable
(I 24) Acceleration ICommon ICommon
VLANSs and Tunnels ZEEIE] == hitp-tunnal
@ Device Management internal
g == socks-tunnel
‘ Shared Objects
Source Address Translation None S
Network Address Translation | Enabled
Paort Translation | Enabled
System Route Advertisement | Enabled
Auto Last Hop Default &
Last Hop Pool None )
Service: | Advanced 3
Protocol UDP %
Protocol Profile (Client) example.com_udp-dns_profile  $
Protocol Profile (Server) (Use Client Profile) %
DNS Profile | example.com_dns_prafile 4|
Load Balancing
Default Pool dns_pool %
Default Persistence Profile MNone $
Fallback Persistence Profile MNone ]

tmsh create gtm listener udp_53_virtual address 10.1.10.53 port 53 translate-address enabled ip-protocol
udp pool dns_pool profiles add { example.com_dns_profile example.com_udp-dns_profile } vlans add {
external } vlans-enabled

TCP Listeners

Next, create the TCP listener

Navigate to: DNS »> Delivery : Listeners : Listener List
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OMNLINE {ACTIVE)
Standalone

DNS » Delivery : Listene

% ~ Listener List

rs : Listener List

Statistics

F Search| Create
) wizaras ‘ + State ‘ < Name
Mo records to display.
&3 ons :
Enable | Disable | Delete... |
GSLB, lles Statistics
g Load Balancing
Cac iRules
Settings Translation
Mameservers
% $SL Orchestrator
Keys
(4 Local Traffic
Create two TCP listeners according to the table below:
Pro-tip: You can use the ‘Repeat’ button to easily create the second virtual server
Setting Value
Name tcp_53_virtual
Destination Address 10.1.10.53
Service Port (Advanced Settings) DNS 53
VLAN and Tunnel Traffic -> Enabled on.. external
Address Translation Enabled
Protocol TCP
Protocol Profile (Client) example.com_tcp-dns_profile
DNS Profile example.com_dns_profile
Pool dns_pool
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Main Help About DNS » Delivery : Listeners : Listener List » New...

/el Statistics

General

o 1A
Pps Name tep 53 virtual
@ DNS Description
Delivery State Enabled %
GSLB
Listener: | Advanced §
Zones -
Destinal Type: @ Host! | Network
Caches estination Address: 10.1.10.53
Settings Service Port DNS | 53
Eﬁj Local Traffic VLAN Traffic Enabled on... %
N Selected Available
,*Ué% Traffic Intelligence ICommon ICommon
- WVLANs and Tunnels it == rrg::;r:nel
7
24) Acceleration - socks-tunnel
:’.? Subscriber Management )
- Source Address Translation Mone =
@ Device Management Address Translation Enabled
Port Translation | Enabled
Shared Objects _
‘- ] Route Advertisement Enabled
O Security Auto Last Hop Default &
Last Hop Pool MNone H
Network
Service: | Advanced §
i ¢| system
Protocal TCP %
Protocol Profile (Client) | example.com_tcp-dns_profile |
Protocaol Profile (Server) (Use Client Profile) ]
DNS Profile example.com_dns_profile  §
Load Balancing
Default Pool dns_pool %
Default Persistence Profile None H
Fallback Persistence Profile None H
TMSH

tmsh create gtm listener tcp_53_virtual address 10.1.10.53 port 53 translate-address enabled ip-protocol
tcp pool dns_pool profiles add { example.com_dns_profile example.com_tcp-dns_profile } vlans add { ex-
ternal } vlans-enabled

Results

1. From the Ubuntu client, open a Web Shell or SSH session. Using the dig utility, we can query the
listeners.
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Repeat some of the same queries multiple times

dig @10.1.10.53 www.f5.com
dig @10.1.10.53 +tcp www.wikipedia.org

. Viewing Cache Statistics

Navigate to: Statistics »>> Module Statistics : DNS : Caches »> Caches and then choose Caches
from the ‘Statistics Type’ drop-down.

]| ONLINE (ACTIVE)

Statistics » Module Statistics : DNS : Caches » Caches

34 - | Traffic Summary ~ | DNS ~ | Local Traffic Network Memory
Dashboard
Madule Statistics LS avOpinS
Anaiytics Statistics Type

Performance Data Format Normalized |~]
Auto Refresh Disabled Refresh
[ invps

[iCommeniransparent_cache Search| Reset Search | DNS Gueries 1l Failures
@ Lk |ANarne |Partm.0n1‘Patn ‘DEEIIE |¢Quﬂim|¢REspmsE;|¢Sync‘¢A‘;ync‘#R&sﬂl\rel#Cunﬂec{l#
@ $51 Orchestrator [0 transparent_cache Common View.. 7 4 4 0 Q 0 0

Resell ClearCachel

[ vocal Trarfic

Acceleration

&= Device Management @I Ck Mlew, /
£2) Network

System

Examine the Query, Failure, and Cache details below.

]| ONLINE {(ACTIVE)
5 | Standalone

Statistics »» Module Statistics : DNS : Caches »

3 ~ | Summary

Dashboard

Module Statistics Display Options

Analytics Data Format
Performance Auto Refresh Disabled Refresh

<< Back | _Clear Statistics
[ iapps

@ DNS Query Details
Queries 7
§ s =
4
0

Synchronous Responses
@ Local Traffic D =
Asynchronous Responses

Acceleration

Failure Details

Device Management Resolve o
Connection 0
551 Network E— a
System 2 a
Cache Details its Misses 1] Inserts 1] Updates i Evictions
DNS Message Cache 4 3 a 1] 0
Resource Record Cache 0 15 0 0 0

Login to the BIG-IP using a Web Shell or SSH session. You can view the contents of the cache with
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the following TMSH command:

TMSH
tmsh show Itm dns cache records rrset cache transparent_cache

dalone) (Active) (/Common) (tmos)# show ltm dns cache records rrset cache transparent_cache

ds

Type Class rdata
dyna.wikimedia.org. A IN 198.35.26.96
sww.wikipedia.org. 25 CNAME IN dyna.wikimedia.org.
Wwikimedia.org. NS IN nsl
wikimedia.org. NS IN

. NS IN E ikimedia.org.
.cloudfront.net. : IN 13.224.29.57
.cloudfront.net. IN 13.224.29.121
.cloudfront.net. IN 13.224.29.79
.cloudfront.net. IN 13.224.29.75
.cloudfront.net. IN 5 45.awsdns-13.

.net. IN S 1.awsdns-
.net. IN 5-1438.awsdns-
g.cl ¥ -net. 273 IN 5-683.awsdns-21.

Total records returned (tmm2): 13

=N NN
NEBE AR

To view the cache statistics similar to what you saw in the GUI you can use:

TMSH
tmsh show Itm dns cache transparent transparent_cache

3. Clearing Entire Cache
Navigate to Statistics > Module Statistics > DNS > Caches
Set “Statistics Type” to “Caches”.

Select the cache and click “Clear Cache” to empty the cache. Note, this will clear the actual DNS
cache on the BIG-IP. If you want to clear the cache statistics, select the cache and hit the Reset
button.

4. Back End Visibility

Log onto the Ubuntu Server using a Web SHell. You can then run tcpdump to view DNS queries and see
what hits the back end and what does not.

Use the Ubuntu Client to issue DNS queries for various domains.

tcpdump -nni ethl port 53

Hit *Control-Cx to exit the xtcpdumpx*

3.1.3 DNS Express with a Hidden Master

The Ubuntu Server is autoritative for the example.com zone. Using DNS Express (DNSX), the BIG-IP can
be a high speed secondary for the zone.
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BIG-IP Secondaries the zone into DNSX

BIG-IP DNS

Client

Authoritative

No queries hit back end server: only Zone transfers

Name Server

First, we define the Ubuntu server as a nameserver and initiate a zone transfer.

Navigate to DNS »> Delivery : Nameservers : Nameserver List

| ONLINE (ACTIVE)

7% ~ MNameserver List
N

F x Search|
|+| | « Name ‘:m‘:m‘:ms
Listeners
GsLB Profiles
Zones Load Balancing
Caches iRules
Settings Translation

Mameservers » | Mameserver List G)

% S55L Orchestrator
Statistics

= = = R S

Create a nameserver according to the following table:

Setting Value
Name master.example.com
Address 10.1.20.4
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| Firewall: Consistent
| ONLINE (ACTIVE)
l Standalona

DNS » Delilvery : Nameservers : Nameserver List » New Nameserver...

General Properties

IApps
@ i Marme master.example.com
@ DNS Address 10.1.20.4
Delivery Service Port 53 | Other: $|
GSLB
Configuration
Zones
Route Domain | a ¢§|
Caches i
TSIG Key | Mone & |
Settings E—

Cancel Repeat | Finished

[P 1 nnal Tenbia

TMSH

tmsh create Itm dns nameserver master.example.com { address 10.1.20.4 }

DNS Express

Now that we have a nameserver defined, we must configure the DNSX zone. When completed, the BIG-IP
will begin requesting zone transfers for example.com from that name server.

Navigate to DNS »> Zones : Zones : Zone List
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] ONLINE (ACTIVE)
! Standalone

DMNS » Zones : fones : Zone List

5 -~ Zone List Statistics

g — r ® mn:hl

54 DNs “-Name

'+ Response Policy + Parliion / Path

Delivery No records to display.

GSLB

Statistics

Caches

Setlings
5 S5L Orchestrator
@ Local Traffic

Create a DNS Express zone according to the following table:

Setting Value

Name example.com

Server master.example.com
Allow NOTIFY From 10.1.20.4

Verfiy Notify TSIG disable (uncheck box)
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DNS » Zones : Zones : Zone List » Mew Zone...

General Properties

IApps
E i I MName example.com
%3 DNS
DNS Express

Delivery Server | masterexample.com $

GSLB Availability Unknown

Zones State | Enabled |

Caches Motify Action | Consume & |

Settings

Address: 10.1.20.4 Add

[ﬁj Local Traffic 10.1.204

Allow NOTIFY From

1
h Ty

Traffic Intelligence

o4

[ -ﬁ] Acceleration Delete
Verify Notify TSIG (]

ikl
7/ Subscriber Management Respanse Policy —

TMSH

tmsh create Itm dns zone example.com { dns-express-allow-notify add { 10.1.20.4 } dns-express-notify-tsig-
verify no dns-express-server master.example.com }

Results
Now that the BIG-IP has transfered the zone, we can look at status and if needed dump the zone. To check
the status:

1. Click on the newly created example.com zone and make sure it is showing green for ‘Available’ indi-
cating that the initial AXFR transfer was successful.
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Main DNS » Zones : Zones : Zone List » Properties : example.com

f—i Statistics —

IApps
- General Properties

@ DNS MName example.com
Delivery Partition / Path Common
GSLB DNS Express
Zones Server | masterexample.com %
Caches Availability () Available (Enabled) - Successful AXFR
Settings State | Wed# |

You can use the dnsxdump utility to view the DNS Express database information, which includes zone
information and statistics.

» The DB Dump section of the dnsxdump utility output displays the zone information for all configured
DNS Express zones.

» The DB Stats section of the dnsxdump utility output displays a cumulative count of records for all
configured DNS Express zones.

1. From the Web Shell of SSH session to the BIG-IP:

Run the following command to see the contents of the DNS Express database from the Ad-
vanced Shell (not tmsh):

#dnsxdump | less

Examine the results

To see or troubleshoot zone transfers, we can refer to the /var/log/ltm log file. A quick examination of the
log should show a successful zone transfer in the lab:

#tail -100 /var/log/ltm | grep zxfrd
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patabase serial number 1
DNS-Express DB Dump

= Arena Allocator =-

(39 small/e large), 1448 bytes allocated (41 wasted) in 1 chunks, @ cleanups, 64 in recyclebi
D000 0OROEOODOODOODOODO D000 0O0OODOOODO0DO0DOE® D000 0OOO0

S
[}
g 7 A00DOOOOOOOOO0 [ T
L O I T T I A A A T I A A

= DB Dump =-

in: com.
in: example.com.
.com. 7200 \ \ master.example.com

.com. 7200 \ 1@ mail.example.com
.com. 7200 \ master.example.com master.example.com 2020020200 21600 3600 604800 86400

pomain: mail.example.com.
nail.example.com. 7200 ) 10.1.

18.1.

= DB Stats =-

R Count: 5

Name Count: 5

R Count by Type:
Ar 2

NS: 1

SOA: 1

MX: 1

3.1.4 DNSSec

Security Extension for DNS (DNSSEC) has several components. It starts with signing zone information to
provide DNSSEC signed responses. Additionally, the resolver being used needs to be a validating resolver
which forwards queries asking for a DNSSEC signed response.

BIG-IP DNS

Authoritative

Cacsh;’:se?"‘s The server must sign the zone
to provide DNSSEC responses
The Caching server with BIG-IP DNS can:

validation wills end DNS
queries asking for DNSSEC
and validate the response

- Sign Zones and manage keys
- Operate as a Validating Resolver

Zone Signing Key

Managing keys is an administrative task that the BIG-IP can do automatically. In order to sign zones, we
must first create keys!

Navigate to: DNS »> Delivery : Keys : DNSSEC Key List
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OMLINE (ACTIVE)
Standalone

DNS » Zones : DNSSEC Zones : DNSSEC Zo

% -~ DNSSEC Zone List

@Dus |E|Stau.|s|~um

Listeners
Profiles M
Zones Load Balancing
Caches iRules
Setiings Translation

Nameservers

TSIG Key List

DNSSE" Key List (%)

Create zone signing key according the following table:

Setting Value

Name example.com_zsk
Type Zone Signing Key
Key Management Manual
Certificate default.crt

Private Key default.key
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] OMLINE (ACTIVE)

DNS »» Delivery : Keys : DNSSEC Key List New DN

General Properties
E lApps Mame example.com_zsk +
7 wizards Type [ Zone Signing Key | -
State | Enabled
@ DNS .
Hardware Security Module |Mone ¥
Delivery Algoeithm |RSASHAT v
GsLB Key Management [Manual v -
Zones
Setlin
Caches hey - : X
Certificate | defaultcrt Y| o —
Seftings
Private Key B
@ SSL Orchestralor | Cancel || Repeat || Finished |

TMSH
tmsh create Itm dns dnssec key example.com_zsk key-type zsk certificate-file default.crt key-file default.key

Key Signing Key

Navigate to: DNS »> Delivery : Keys : DNSSEC Key List
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OMLINE (ACTIVE)
Standalone

DNS » Zones : DNSSEC Zones : DNSSEC Zo

% -~ DNSSEC Zone List

@Dus |E|Stau.|s|~um

Listeners
Profiles M
Zones Load Balancing
Caches iRules
Setiings Translation

Nameservers

TSIG Key List

DNSSE" Key List (%)

Create a key signing key according to the following table:

Setting Value

Name example.com_ksk
Type Key Signing Key
Key Management Manual
Certificate default.crt

Private Key default.key
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| ONLINE (ACTIVE)
| Standalone

DNS » Delivery : Keys : DNSSEC Key List »» New DNSSEC Key...

General Properties
@ SApps I Mame |examp4&.c0m_ksk —
#-|| Wizards Type |Key Signing Key 4 —
@ NS State [Enabled [¥]
) Hardware Security Module None
Delivery
i | ~]
GSLB Algorithm RSA/SHA1 -
Zones Key Management IManuaI . —
Caches Key Settings
Settings Certificate [default crt [v] —
% $5L Orchestra Private Key |default key E_

Cancel | Repeat | Finished |

[jjj Local Traffic

TMSH commands for Key Signing key creation:

TMSH

tmsh create Itm dns dnssec key example.com_ksk key-type ksk certificate-file default.crt key-file default.key

Signed Zone

Navigate to: DNS >> Zones : DNSSEC Zones : DNSSEC Zone List
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OMNLINE {ACTIVE)
Standalone

@ DNS | [~| Status |A Name
Delivery Mo records to display.
Enable | | Disable | Delete...
GSLB
Zones
Caches DNSSEC Zones DNSSEC Zone List (+)
Settings ZgheRunner Statisti

% SSL Orchestrator

(G Local Traffic

Acceleration

@ Device Manageme!

Create DNS Express zone signed by DNSSEC

Setting

Value

Name

example.com

Zone Signing Key

example.com_zsk

Key Signing Key

example.com_ksk

ONLINE (ACTIVE)
Standalone

DMS » Zones : DNSSEC Zones : DNSSEC Zone List »» Mew DNSS

General Properties: [Bast  [¥] oyam ple.com

% 551 Orchestrator
Key Signing Key

{3 Local Traffic == |
Acceleration

example.com_ksk

Mame | example.com
State |Enabled ~]
Delivery Keys
GsLB Active Available
Zones ICommon
Zone Signing Key < == | example.com_zsk
Caches |
=
Settings
Active Available
ICommon
=l
—
s

Cancel | Repeat | Finished |

TMSH commands for DNSSEC signed zone creation:
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TMSH

tmsh create Itm dns dnssec zone example.com keys add { example.com_ksk example.com_zsk }

Results

Lets look at the results from both the client along with the logged messages on the BIG-IP.
From the CLI on the BIG-IP run tail -f /var/log/ltm | grep -i tmm

From the Ubuntu Client , terminal prompt run these two queries: dig @10.1.10.53 example.com; dig
@10.1.10.53 example.com +dnssec

The BIG-IP log will show the queries, and the Ubuntu Client the unsigned and signed responses. Do you
see the different in logged messages on the BIG-IP?

DiG 9.10.3-P4-Ubuntu 0.1.10.53 example.com
(1 server found)
global options: +cmd
t answer:
HEADER< opcode: QUERY, status: NOERROR, id: 14446
flags: qr aa rd; QUERY: 1, ANSWER: @, AUTHORITY: 1, ADDITIONAL: 1
WARNING: recursion requested but not available

73 OPT PSEUDOSECTION:

EDNS: version: @, Tlags:; udp: 4096
73 QUESTION SECTION:
yexample.com. IN

33 AUTHORITY SECTION:
lexample. com. 7200 IN S s example.com. master.example.com. 2020020200 21600 3600 604800 86400

; Query time: @ msec
SERVER: 10.1.10.53#53(10.1.10
WHEN: Tue Feb 04 18:03:30 UTC
33 M5G SIZE rcvd: 83

DiG 9.10.3-P4-Ubuntu ©10.1.10.53 example.com +dnssec
(1 server found)
global options: +cmd
t answer:
HEADER<<- opcode: QUERY, status: NOERROR, 1 34830
flags: gr aa rd; QUERY: 1, ANSWER: @, AUTHORI ADDITIONAL: 1
;3 WARNING: recursion requested but not available

; OPT PSEUDOSECTION:
EDNS: version: @, flags: do; udp: 4096
QUESTION SECTION:

;example. com.

73 AUTHORITY SECTION:

lexamp le. com. 0a SO0A C master.exampl 0200 21600 3600 604800 86400

lexamp le. com. RRSIG S 0 211180329 20200 0 39 example.com. a4EJUKonY@y5h4h7aXWZiwdNXRSIOS]9rudcWnfpUpPlKLYBSPK

DWeXZ WA7Atnv2QTaEOEdOCSHF| CMBKTKDSUUR] rQSGATI+9AsL P @ XZP/ 404 0 Zvighb+jFHIL4vnc2F W0e42j1QGT41loe26eruQsd8HwgT7Ief/hBeycyCfC

BmZ+0gGQAgeOesB 1zX3tVCIUAY 0g/PnFvuCAggacTINIttIGR4rMNGYPXSwRY / aH aGiM k+19NSxnRB6PQ11RMDYPACAVPSPHB4 jHOIVITjVELVU dA1VX
a5magréjgnpshautnid6j9zm76fesdl.example. com. 86400 IN NSEC3 1 15CCC84330E4F GGASMIGR6IQNPSHAUTNIS6J92M76FEBM NS SOA RRSIG DNSKEY NSEC3PARA!
@a5magréjgnpshautnid6j9zm76fesdl. example. com. 86400 IN RRSIG NSEC3 7 6400 202002 80329 20 329 56039 example.com. VVTILhcM3csnVbZLj73! ERthfQXWCIFco

S JX+50ProSoKCThbjwBiVN pQG@iW/9MIWIu71BGHIMloow fQKJ1G9gT41G1lelLQ9XhLySF1iGg 6MnXAe5pYMDBiVFCDQYN CTNQLY9INhTKUR FBVTI0435/nUizxL HYQ4CgYUr7Lh4msWIlilbSoT4

1K/ydbMSDWgjmh8/3Q@wyL60orrkTXSZ HEJXS3t6z0FET558luL6Lp9Pa3alnR+txev4I6cXwdgFQHN+0Ap9148M zFWiacRmHUTX@LA7HSFWipLzD: L1vo9p72TfNPrbNmVaZujj7AgxN ZpbrBg==

Query time: 3 msec

WHEN: Tue Feb 04 18:
73 MSG SIZE rcvd: 769

3.1.5 Validating Resolver

Trust Anchors

Next, create a trust anchor to validate DNS payloads in a DNSSEC response.

Begin by connecting to the BIG-IP via a web shell and run the commands shown below:

dig dnskey . | grep 257 > /root/dnskey.txt

dnssec-dsfromkey -f /root/dnskey.txt
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root@ip-10-: 1V one] conflg # dig dnskey
[roc 4 1-4:Act] config # dnssec-

Navigate to: DNS »> Caches : Cache List »> validating-resolver_cache : Trust Anchors
Select the validating-resolver_cache and click “Trust Anchors”

| OMLINE (ACTIVE)

DNS » Caches : Cache List

s ~ Cache List Statistics
I
&4 IAppS
- § Search
d- - | [ a —
'-\IJ DNS |+ | + Mame Resolve
Delivery .|:| validating-resolver_cache Walidating
Delete. ..
GSLB —I
Zones

o Eliek "validating-reselver_eache"

Settings atistics

ﬁ'; SSL Orchestrator
7 3% Acceleration

Device Management
| ONLINE (ACTIVE)
| standalone

DNS » Caches : Cache List » Trust Anchors : validating-resolver_cache

1
'!, IApps
O
Trust Anchors ﬂ Add... |

fe—| statistics 7t ~ Properties Trust Anchors DLV Anchors Local Zones Forward 2

u&} DNS ¥/ | Trust Anchor
Delivery . Mo records to displa
GSLB RS
we  Clek "TUSk ARchars® Click "Add"
Caches
Settings
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For each DS record, enter them as trust anchors:
DNS » Caches : Cache List

Add Trust Anchor

I Trust Anchor .IN DS 20326 & 1 AE1EASBOT4D4CE58BT40BO0O3EICEDTEBFCBD1T24

Cancel Repeat || Finished

DNS » Caches : Cache List » Trust Anchors : validating-resolver_cache

1% ~  Properties Trust Anchors DLV Anchors Local Zones Forward Zones Response Policy Zones | Statistics E]]
[

Trust Anchors
Trust Anchor

|| .INDS 20326 8 1 AE1EABBIT4D4C858B740BD03E3CEDTEBFCBD1724
. IN DS 20326 & 2 E0O6D44BE0BBF1D39A95C0B0ODTCG5008458EB80409BBCE83457104237CTFBECED

Remove

When using TMSH, enter the DS records, each surrounded by quotes (” “), and use the entire keys above
for <key 1> and <key 2>

tmsh modify ltm dns cache validating-resolver validating-resolver_cache trust-anchors
—replace-all-with { "<key 1>" "<key 2>" 1}

Modify DNS Profile

Now that we have a Validating Resolver configured with trust anchors, we can enable it by altering our
exisiting DNS profile.

Navigate to: DNS »> Delivery : Profiles : DNS
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OMNLINE {ACTIVE)
Standalone

DMNS » Delivery : Profiles : DNS

7% -~ DNS Protocol
r " Saarch| P ]
; Select-example.com-dns -profile
| Wizards |A Name ol R
it dns
@ DNS
[] example.com_dns_profile

Translation

MNameservers

% SSL Orchestrator
Keys

Select the profile “example.com_dns_profile”

Modify the DNS profile to activate the new validating-resolver_cache.
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|| ONLINE (ACTIVE)
| standalone

m_dns_profile

1t - | Properties

General Properties

-l Wizards MName example.com_dns_profile

Partition / Path Comman
DNS
@ Parent Profile dns
Delivery
GsLB Denial of Service Protection
Rapid R Mod Disabled | v
Zones pid Response Mode | isal .
Caches Rapid Response Last Action Drop
Settings Hardware Acceleration
Protocol Validation | Disabled .v
% SSL Orchestrator ~
Response Cache |Disab|ed .
@ Local Traffic " . . "
— DNS Features Select the “validating-resolver. cache™
8 B L [ DNSSEC [Enabied [+]

[ ) Acceleration GSLB |Enabled ~]
IEnabIed .
E@ Access

L
| 1
Device Management

£2) Network

DMNS Express

DNS Cache

DNS IPvG to IPv4

TMSH

tmsh modify Itm profile dns example.com_dns_profile cache validating-resolver_cache

Results

Now lets look at results. Tail the /tm log on the BIG-IP
tail -f /var/log/ltm | grep tmm
From a Web shell on the Ubuntu Client, start wtih some DNS queries.

First, issue a DNS query that returns no response:

dig @10.1.10.53 nope.f5.com
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[root@ip-10-1-1-4:Active:Standalone] config # tail —-f /var/log/ltm | grep tmm

Feb 8 09:49:54 ip-10-1-1-4 info tmm[16605]: 2020-02-08 09:49:54 ip-1@-1-1-4.us-west-2.compute.internal gid 54150 from 10.1.
10.4#44569: view none: query: nope.f5.com IN A +E (10.1.10.53%0)

Feb 8 09:49:54 ip-10-1-1-4 info tmm[16605]: 2020-02-08 09:49:54 ip-1@-1-1-4.us-west-2.compute.internal gid 54150 to 10.1.10
LA4#44569: [NXDOMAIN qr,rd,ral response: empty

root@ip-10-1-1-6:/# dig @10.1.1@.53 nope.Tf5.com

; <<>> DiG 9.10.3-P4-Ubuntu <<>> @10.1.1@.53 nope.f5.com
(1 server found)
; global options: +cmd
;i Got answer:
3+ —>>HEADER<<- opcode: QUERY, status: NXDOMAIN, id: 54150
y flags: qr rd ra; QUERY: 1, ANSWER: @, AUTHORITY: 1, ADDITIONAL: 1

++ OPT PSEUDOSECTION:

; EDNS: version: @, flags:; udp: 4096
++ QUESTION SECTION:

4 nope. 5. com. IN

;3 AUTHORITY SECTION:
T5.com. 3415 IN pdns13@.f5.com. dnsadmin.f5.com. 9964 3600 900 1209600 3600

;i Query time: 1 msec

;3 SERVER: 10.1.10.53#53(10.1.10.53)
;3 WHEN: Sat Feb @8 17:49:54 UTC 2020
wy; MSG SIZE rcvd: 93

Next, set the DNSSEC OK bit in the query (DO):

53 dnssec-deployment.org +dnssec

Feb 8 ©9:51:45 ip-10-1-1-4 info tmm[16605]: 2020-02-08 ©9:51:44 ip-10-1-1-4.us-west-2.compute.internal gid 6118@ from 10.1.

10.44#49953: view none: query: dnssec—deployment.org IN A +ED (10.1.10.53%0)

Feb 8 ©9:51:45 ip-10-1-1-4 info tmm[16605]: 2020-02-08 ©9:51:44 ip-18-1-1-4.us-west-2.compute.internal gid 61180 to 10.1. 1@'
.4#49953: [NOERROR qr,rd,ra,ad,do] response: dnssec-deployment.org. 278 IN A 46.43.37.10; dnssec-deployment.org. 278 IN RRST |
G A5 2 300 20200222084002 20200208084002 55518 dnssec-deployment.org ckJpHV3mR3QLPV//3LZBX6BrR+0KDKNAgMINz9ZR9AjyqoF9TIlrP1

au@9cxUb+yVjrlpcTaA3T/pnacjmmpN8iPDavtbKIqBELrdCt9taTuleYALQUIrs8Dcx9lalrwWB7kIdowsB2wWvQoAhtngo@3wB+tawsSQYDpMH/RMF] /0=;

root@ip-10-1-1-6:/# dig @10.1.10.53 dnssec—-deployment.org +dnssec

; <<>> D1G 9.10.3-P4-Ubuntu <<>> @1@.1.10.53 dnssec-deployment.org +dnssec
; (1 server found)
; global options: +cmd

Got answer:

—>>HEADER<<- opcode: QUERY, status: NOERROR, id: 6118@

flags: qr rd ra ad; QUERY: 1, ANSWER: 2, AUTHORITY: 6, ADDITIONAL: 1

;i OPT PSEUDOSECTION:

; EDNS: version: @, flags: do; udp: 4096
;i QUESTION SECTION:
;dnssec—deployment.org. IN A

s+ ANSWER SECTION:

dnssec—-deployment.org. 278 IN A 46.43.37.10

dnssec—deployment.org. 278 IN RRSIG A5 2 300 20200222084002 20200208084002 55518 dnssec—deployment.org. ckJpHV3i
QLPV//3LZBx6BrR+0KDKNAgMLNz9ZR9AjyqoF9TIlrPiau @9cxUb+yVjrlpcTaA3T/pnacjmmpN8iPDavtbKIq8ElrdCt9taTuleYA 1QUIrS8Dcx9lalrwWB7k])
sB2WvQoAhtngo@3wB+tawSQYDpMH/RMF j /8=

;3 AUTHORITY SECTION:

dnssec—deployment.org. 278 IN NS nsl.mial.afilias-nst.info.

dnssec—deployment.org. 278 IN NS nsl.amsl.afilias-nst.info.

dnssec—deployment.org. 278 IN NS nsl.yyzl.afilias-nst.info.

dnssec—deployment.org. 278 IN NS nsl.seal.afilias-nst.info.

dnssec—deployment.org. 278 IN NS nsl.hkgl.afilias-nst.info.

dnssec—-deployment.org. 278 IN RRSIG NS 5 2 300 20200222084002 20200208084002 55518 dnssec—deployment.org. EMFbLC8|
COm216uCOiybBNPCe26K+3PpKbeIlo+ilHz10rfQ7WSWIIM Ak/3MnhFcyI+hple2TBX1AqPTLvLePSRq2V397120eZa+s+vB72D8jcC XiXhGNhtPwT@lo356b9C
aexGafsDInjksuEuCS9ugglawfEBC3hgs ZUB=

; Query time: 1 msec

; SERVER: 10.1.10.53#53(10.1.10.53)

; WHEN: Sat Feb 08 17:51:44 UTC 2020
s+ MSG SIZE rcvd: 559

Finally, set the DNSSEC but but observe how the response is different:
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dig @10.1.10.53 www.google.com +dnssec

In this lab we will use the BIG-IP as a Validating resolver and not send any queries to the back end server.

The validating function of the resolver means that recusive queries are sent requesting DNSSEC, and
responses are validated to authenticate validity of the response!

First lets create a new DNS cache on the BIG-IP:
Navigate to DNS »> Caches : Cache List

OHMLINE {ACTIVE)
Standalone

DMS » Caches : Cache List

yt »~ Cache List Statistics

I X Se:art:h'
@ DNS * Name

Mo records to display.

Delivery

Delete.. |
GSLB
Jones

Statistics

Create a validating resolver cache according to the table below:

Setting Value

Name validating-resolver_cache
Resolver Type Validating Resolver
Answer default zones Checked - Enabled
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General Properties

Mame | validating-resolver_cache _
REesolver Type |‘-.falida1ing Resolver —
Route Domain Name 0
DNS Cache
Message Cache Size I 1048575 bytes
Resource Record Cache Size | 10435760 bytes
Name Server Cache Count | 16536 entries
DNSSEC Key Cache Size | 1048576 bytes
Answer Default Zones Enabled —
RRSet Rotate none
DNS Resolver
Use IPv4 Enabled
Use IPvG Enabled
Use UDP Enabled
Use TCP Enabled
Max. Concurrent UDP Flows | 3192
Max. Concurrent TCP Flows | 20
Max. Concurrent Queries | 1024
Unsolicited Reply Threshold | ]
Allowed Query Time | 200
E:ggumize Cluery Character Enabled
I Aﬂdresa:l
Add |
Root Hints (Opiional: Leave blank
for defaults)
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TMSH

tmsh create Itm dns cache validating-resolver validating-resolver_cache answer-default-zones yes

3.1.6 RPZ
Response Policy Zone (RPZ) will be enabled to apply a policy for client queries that match black listed
domains in the RPZ list.

When implementing RPZ, you can control the response behavior to be an NXDomain response, or a Walled
Garden IP.

BIG-IP DNS

RPZ Zone Provider
Feed into BIG-IP

Clients &
Caching
Server

Clients utilizing BIG-IP BIG-IP DNS Can Check against RPZ
for Caching Services - Return NXDomain response
- Returned Walled Garden IP

Zone Runner

For the purpose of the lab, we will utilize Zonerunner to create a RPZ zone.

Navigate to DNS »> Zones : ZoneRunner : Zone List

]| ONLINE (ACTIVE)

DN5 » Zones : ZoneRunner : Zone List

cord List | Zone List Wiew List amed Configuration
I

Find Zones
€3 ows View Name
Delivery Zone Name I * Searchl Reset Searchl

GsLB

Zones
one | <+ Zone Type | <+ View Name | Resource

Caches DNSSEC Zones

Settings 8 Resource Record
List
{E SSL Orchegfratg M- Zone List ®

Wiew List
Q:jj Local Traffic
named Configuration

Create a new zone according to the following table:
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Setting Value

View Name external

Zone Name rpz.example.com

Zone Type Master

Zone File Name db.external.rpz.example.com
Options also-notify { ::1 port 53583; };
TTL 300

Master Server

master.example.com.

Email Contact

hostmaster.master.example.com.

NS Record: TTL

300

NS Record: Nameserver

master.example.com.

Create A Record

Checked - Enabled

A Record: IP Address

10.1.10.53
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DNS » Zones : ZoneRunner : Zone List » New Zone...

General Properties

WView Name external &

Zone Name rpz.example.com
Zone Type | Master #%|
Configuration
I Records Creation Method | Manual &
Zone File Mame db.external.rpz.example.com
allow-update | localheost; )
also-notify { ::1 port 5353: }:
Options
o
Create Reverse Zone ~ | Enable

Records Creation

TTL 300

Master Server  master.example.com.

Email Contact  hostmaster.master.example.com.
Serial Number | 2020020801

S04 Record S
Refresh Interval 10800 | Seconds g |
Retry Interval 3800 | Seconds £ |
Expire 604800 | Seconds & |
Megative TTL 86400 | Seconds § |
TTL 300

NS Record
Mameserver master.example.com.

Create A Record Enable

A Record IP Address  10.1.10.53

Cancel Repeat || Finished

Next, lets create some resource records in the new zone.
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Navigate to: DNS »> Zones : ZoneRunner : Resource Record List

|| OMLINE (ACTIVE)
| standalone

DNS » Zones : ZoneRunner : Resource Record List

% -~ Resource Record List View List named Configuration

Find Records
@ DNS View Name All
Delivery Zone Name | All Zones (Select a View to search a specific zone)| v |
GSLB Type All
Zanes Name I "
Caches
RDATA

settings Search | ResetSB‘rcthtey
fﬁ SSL Orchestrator

Create a resource record according to the following table. Note the Name must not be fully qualified as its
the hostname portion of the resource record!

Setting Value

View Name external

Zone Name rpz.example.com
Name * fuzzybunnies.com
TTL 60

Type CNAME

CNAME
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DNS » Zones : ZoneRunner : Resource Record List » New Resource Record...

Record Configuration

| View Name | external 5|
| Zone Name | rpz.example.com. 5|
Mame * fuzzybunnies.com

TTL G0
Type | CHAME 3 |

CHAME

Cancel Repeat | Finished

Finally, set the type to All to find all records and click search to see all records:

DNS » Zones : ZoneRunner : Resource Record List

1+ ~ Resource Record List Zone List View List

named Configuration

Find Records
View Name (Al 8
Zone Name | All Zones (Select a View to search a specific zone) % |
Type [ e
Name
RDATA

Search = Reset Search

Create...

|A Mame

+ View Name

+ Zone Name

|=TTL‘=‘I},'pe |=RDATA

| rpz.example.com.

rpz.example.com.

] *fuzzybunnigs.com.rpz. example.com.

external
external

external

rpz.example.com.
rpz.example.com.

rpz.example.com.

60 CNAME .
300 NS master.example.com.

300 SOA master.example.com. ...

Name Server

Navigate to DNS »>> Delivery :

Nameservers

: Nameserver List
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| ONLINE (ACTIVE)
! Standalone

DNS » Deliv

7% ~ MNameserver List
N

P - Address < Port_ + TSIG
Listeners
GSLB Profiles
Zones Load Balancing
Caches iRules
Settings Translation
Nameservers L
% SSL Orchestrator Statistics

= = = IR S

Create a nameserver according to the following table:

Setting Value
Name localhost
Address 127.0.0.1

| ONLINE (ACTIVE}
! Standalone

@ Wpps Name [ localnost  off——
@ DNS Address [127.0.0.1
Delivery Service Port [53 [Cther:
GS5LB
Configuration
Zones
Route Domain [i
Caches
TSIG Key INane .
Settings
- Cancel | Repeat | Finished |
TMSH
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tmsh create Itm dns nameserver localhost { address 127.0.0.1 tsig-key none }

DNS Express

Navigate to DNS »> Zones : Zones : Zone List

[ OMLINE (ACTIVE)

DNS » Zones : Zones

% ~ Zone List

: Zone List

Statistics

1) Avps r

54 DNs “-Name

I%RﬁpﬂﬁePﬂty‘#Pﬂ'ﬁﬁmIPam

Delivery No records to display.

GSLB

Caches

Setlings
5 S5L Orchestrator

@ Local Traffic

Statistics

Create a DNS Express zone according to the following table:

Setting Value

Name rpz.example.com
Server localhost

Allow NOTIFY From 127.0.0.1

Verify Notify TSIG un-checked
Response Policy checked

132

Chapter 3. Class 2 - Next Generation DNS Services



DNS Documentation

I OMNLINE (ACTIVE)
| Standalone

General Properties

I Name

| rpz_example com _

DNS Express
Delivery Server |localnost —
GSLB Awvailability Unknown
Zones State |EnatHed .
Caches Noify Action
Settings
Mdress:l 127.0.01| ® Aa:ld'
% §SL Orchestrat 127001 df——
Allow NOTIFY From
() Local Traffic
Delete
(. }] Acceleration _I
Verify Notify TSIG O-<—
g Device Management Respanse Policy T
E32) Network Zone Transfer Clients
Active Available
System /Common
Nameservers == dc01.example com
localhost
==
TSIG
Server Key |None .
TMSH

tmsh create Itm dns zone rpz.example.com { dns-express-server localhost response-policy yes dns-
express-allow-notify add { 127.0.0.1 } dns-express-notify-tsig-verify no }

Local Zone

Navigate to: DNS »> Caches : Cache List
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| OMLINE (ACTIVE)
| Standalone

Caches : Cache List

% ~ Cache List

@ Wops § ® Ml:hl
@ DNS ‘%Name

[J transparent_cache

Delivery
GSLB [ validating-reso ﬁr_cache
Zones Date.| Click<“validating-resolver. cache

Setlings Statistics

@ 55L Orchestrator
@ Local Traffic

Select validating-resolver_cache, click “Local Zones”, and click “Add”

| ONLINE {ACTIVE)
| standalone

DNS »» Caches : Cache List :» Local Zones :

#% - | Properties rust Anchors DLV Anchors

Local Zones
] ‘ Name

GSLB No records to display.
- SelectLocal'’Zones®™——
Zones Delete... |
‘Then click~Add’~
_-—'b\-_-
Caches e —
Settings

Create a local zone entry according to the following table:

Setting Value

Name sorry.example.com

Type Static

Records sorry.example.com. IN A 10.1.20.252
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Local Zone
(4 v 11
I Name —_— / No “dot™ at the end’!
Type _— Static v
| sorry.example.com. IN A 10.1.20.252 |Add
—) sorry.example.com. IN A 10.1.20.252 A

Records \

There is a “dot” at the end!!

TMSH

tmsh modify Itm dns cache validating-resolver validating-resolver_cache local-zones { { name
sorry.example.com records add { “sorry.example.com. IN A 10.1.20.252” } type static } }

Walled Garden

Navigate to: DNS »> Caches : Cache List

Click “validating-resolver_cache”

| OMLINE (ACTIVE)
| standalone

DNS » Caches : Cache List

5 ~ Cache List

@ms ‘#Name

[] transparent_cache

Delivery

e [] validating-resol ﬁr_cache
Zones ﬁl \pl ick

«~validating-resolver. cache

Settings Statistics

@ S5L Orchestrator
@ Local Traffic

Select validating-resolver_cache, click “Response Policy Zones”, and then click “Add”
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J| ONLINE {ACTIVE)

DNS » Caches : Cache List »» Response Policy

% ~ Properties Loc oy Response Policy Zones | Statistics
— —
s Response Policy Zones ﬂl
@ DNS |AName |¢m|¢\u¢ledsarden|¢mgsamstat50nw ition / Path
Delivery Mo records to display. I G ________ |
sip oee.|  Click "Response Policy Zone*  Click *Add*
Zones
Caches
Settings

Create a response policy zone entry according to the following table:

Setting Value

Zone rpz.example.com
Action Walled Garden
Walled Garden sorry.example.com
Response Policy fone

Zone rpz.example.com

Action ﬂ Walled Garden

Walled GGarden sﬂw_example_cum

Logs and Stats Only ||:|

TMSH

tmsh modify Itm dns cache resolver validating-resolver_cache response-policy-zones add {
rpz.example.com { action walled-garden walled-garden sorry.example.com } }

Results

From a shell on the Ubuntu Client:

First, a query that returns no response:

dig @10.1.10.53 www.fuzzybunnies.com
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root@ip-10-1-1-6:/# dig @10.1.10.53 www.Tuzzybunnies.com

DiG 9.10.3-P4-Ubuntu 10.1.10.53 www.fuzzybunnies.com
server found)
lobal options: +cmd
GOt answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 7454
flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 1, ADDITIONAL: !

OPT PSEUDOSECTION:
EDNS: version: @, flags:; udp: 4096
QUESTION SECTION:

swww. fuzzybunnies. com. IN

3+ ANSWER SECTION:
sww.Tuzzybunnies.com. 300 CNAME  sorry.example.com.
sorry.example.com. 3600 A 10.1.20.252

7 AUTHORITY SECTION:
xample. com. 300 \ SOA master.example.com. hostmaster.master.example.com. 2020020862 10800 3600 604
86400

;i Query time: @ msec
SERVER: 1@.1.10.53#53(10.1.10.
WHEN: Sat Feb 08 19:86:27 UTC
MSG SIZE rcvd: 165

Matches to RPZ will respond back with the walled garden IP from the local zone. Alternatively, the action
could be changed from Walled Garden!

3.1.7 URL Categorization

For the final lab, we will configure DNS query filtering based on the category of the requested domain. This
will be done with using F5 iRules and built-in categorization database.

Internet
News_and_Media Category Disallowed

Remote Office

branch01_ylan LA internal_vlan DCO1
o — IP: 10.1.20.200
— Walledgarden.example.com IN GW: 10.1.20.245

—_CNAME 10.1.20.252

www.cnn.com

Workstation
LAMP Server

O = 1P: 10.1.20.252
GW: 10.1.20.245

IP: 10.1.20.210

oz DCo2
—— | ©w-:10.1.20.245

73 g B2

IP: 10.1.10.51
DNS1: 10.1.20.200
DN52:10.1.20.210
GW:10.1.10.245

Create an iRule

Navigate to: DNS »> Delivery : iRules : iRules List
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OMLINE (ACTIVE)
Standalone

DNS » Delivery : iRules : iRule List

% -  IRule List B

EE@ L) 1§ x Semtﬂ

‘¢Veriﬁca‘lion

@ DNS ‘AName

l Delivery Listeners

3

None

Profiles
25upport_OA_NtimAuth 5]
Zones Load Balancing
LSy BTt aTata o Tat faTat =il
Caches iRule List O)
Settings ranslation Data Group List
iFile List
% SSL Orchestray
Statistics
@ Local Traffic = _Gys_auth_ldap 5]
it _sys_auth_radius =
Acceleration
i1 _sys_auth_ssl_cc_ldap S|
Device Managemen] i _sys_auth_ssl_cridp B

2Support_OA_BasicAuth |® || F5 Verified

F5 Verified
F5 Werified
F5 Verified
F5 Verified
F& Verified
F5 Verified
F5 Verified
F3 Verified
F5 Verified
F5 Verified

Create a new iRule by copying the content below and pasting into the iRule editor window:

Setting Value

Name DNS-query-filtering

when RULE_INIT {

# Set categories to block for DNS hosts

set static::blocked_categories {
/Common/Bot_Networks
/Common/Spyware
/Common/Malicious_Web_Sites
/Common/Adult_Content
/Common/Entertainment

# CONFIGURATION

# Check all requests by default

set static::request_check 1

# If the category returns as blocked, return NXDOMAIN (1)
# Otherwise if (0), return a statically defined IP address
set static::request_return_nxdomain 0

set static::request_redirect_to "10.1.20.252"

# Toggle for debug logs

set static::request_debug 1

(continues on next page)
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(continued from previous page)

when DNS_REQUEST {

if { S$static::request_check } {
set lookup_category [getfield [CATEGORY::lookup "http://[DNS::question name]"]

" 1]
if { [lsearch -exact S$static::blocked_categories $lookup_category] >= 1 } {

n

if { Sstatic::request_debug } {
log localO. "BLOCKED: Category $lookup_category matching [DNS::question,,

—name] 1is filtered."

}

DNS: :answer clear

if { S$static::request_return_nxdomain } {
DNS: :header opcode QUERY
DNS: :header rcode NXDOMAIN

} else {
if { [DNS::question type] equals "A" } {

"[DNS::question name]. 111 [DNS::question class],_

DNS::answer insert
— [DNS::question type] $static::request_redirect_to"
}
}

DNS::return

} else {

if { S$static::request_debug } {
log localO. "Category S$lookup_category matching [DNS::question name] is not,

—~filtered"”
}

iRule assignment

Assigned the iRule to the DNS Listeners:
Navigate to: DNS »> Delivery : Listeners : Listener List
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OMNLINE {ACTIVE)
Standalone

Local Traffic » iRules : iRule List

¢ -~  iRule List

@ pps F Search|

@nus |AName |¢Veriﬁcamn
. @ F5 Verified
F5 Verified
GSLB i
1 F5 Verified
Zones Load B4 i
=1 F5 Verified
Caches iRye
i_SAML_BasicAuth =] F& Verified
Setti
nos c ] F5 Verified
% SS1 Onches ite [#1]] F& Verified
|21 F5 Verified
() Local Traffic t _sys_auth_radius [2]] F5 Verified
i1 _sys_auth_ssl_cc_ldap =1 F5 Verified
Acceleration
i1 _sys_auth_ssl_cridp |2 F5 Verified
@ Device Managemgry | i1 _sys_auth_ssl_ocsp |#1 F5 Verified

Navigate to the udp_53 virtual listener:

DNS » Delivery : Listeners : Listener List

1+ -~ Listener List Statistics El

* Search

+ State  + Name

[ | Enabled udp 53 virtual

[ | Enabled tcp 53 virtual

Enakble Dizable Delete, ..

Navigate to the iRules section
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DNS » Dellvery : Listeners : Listener List »» Properties : udp 53 virtual

Properties Load Balancing IRules Statistics [=]

£+ I

General

Mame udp_53 virtual
Partition Common
Description | |

State | Enabled %

Click Manage button and assign the iRule

DNS » Delivery : Listeners : Listener List » Propertles : udp_53 virtual

% -~ Propertles Load Balancing IRules Statistics

iRule Management

Selected Available
ICommon [Common
DMS-guery-filtering | <« _sys APM_ExchangeSupport_OA_BasicAuth
iRules _sys APM_ExchangeSupport OA_ NtlmAuth
= _sys APM_ExchangeSupport_helper
_sys APM_ExchangeSupport_main
Up Cown
Update
TMSH

tmsh modify gtm listener all rules { DNS-query-filtering }

Results

With the iRule applied, DNS queries will be processed and log messages sent out. Open a shell to the
BIG-IP and run :

tail -f /var/log/ltm

Now run DNS queries from the Ubuntu Client:

dig @10.1.10.53 www.f5.com

And analyze the results:
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Feb 13 14:47:14 ip-10-1-1-4 info tmm[10647]: 2020-02-13 14:47:13 ip-10-1-1-4.us-west-
—2.compute.internal gid 29530 from 10.1.10.4#43881: view none: query: www.f5.com IN_
—A +E (10.1.10.53%0)

Feb 13 14:47:14 ip-10-1-1-4 info tmm3[10647]: Rule /Common/DNS-query-filtering <DNS_

—REQUEST>: Category /Common/Uncategorized matching www.f5.com is not filtered

Feb 13 14:47:14 ip-10-1-1-4 info tmm[10647]: 2020-02-13 14:47:14 ip-10-1-1-4.us-west-
—2.compute.internal gid 29530 to 10.1.10.4#43881: [NOERROR gr,rd,ra] response: www.

—f5.com. 30 IN CNAME dwbfwz8xncgmg.cloudfront.net; dwbfwz8xncgmg.cloudfront.net. 60,
—IN A 99.86.33.52; dwbfwz8xncgmg.cloudfront.net. 60 IN A 99.86.33.5; dwbfwz8xncgmg.

—cloudfront.net. 60 IN A 99.86.33.9; dwbfwz8xncgmg.cloudfront.net. 60 IN A 99.86.33.
:4‘53;

The query www.f5.com did not match any categories, and was resolved. Now lets try a matching query:

dig @10.1.10.53 www.tmz.com

Notice the DNS response is quite different as well as the log entry on the BIG-IP.

Feb 13 15:27:37 ip-10-1-1-4 info tmm[10647]: Rule /Common/DNS—-query-filtering <DNS_
—~REQUEST>: BLOCKED: Category /Common/Entertainment matching www.tmz.com is filtered.
Feb 13 15:27:37 ip-10-1-1-4 info tmm[10647]: 2020-02-13 15:27:36 ip-10-1-1-4.us-west-
—2.compute.internal gid 32427 to 10.1.10.4#55151: [NOERROR dr,rd,ad] response: www.
—tmz.com. 111 IN A 10.1.20.252;

You can experiment with various queries to see the catagory of the domain name via the log messages. If
you want to add a new category, edit the iRule accordingly.

To list current categories, from the BIG-IP enter the TMSH shell with tmsh, then run the following command:

root@ (ip-10-1-1-4) (cfg-sync Standalone) (TimeLimitedModules: :Active) (/Common) (tmos) #_,
—~1list sys url-db url-category
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+ Students will configure F5 DNS servers to support GSLB (Global Services Load Balancing) on a
single device in sitel.

« Join an additional F5 DNS server in site2 to the GSLB cluster.

+ An Internal group of DNS servers is authoritative for the zone example.com and contains a static A
record for “www.example.com”, which resolves to 203.0.113.9.

« Students will add glue records and delegate gslb.example.com to the F5 GSLB DNS servers.

+ Convert the A record “www.example.com” to be a CNAME record pointing to www.gslb.example.com.
+ Students will create an additional GSLB service using iControl REST

» Modify the DNS load balancing method from active/active to active/standby

By the end of the lab students will have configured F5 GSLB DNS servers to alternately resolve
www.example.com to 203.0.113.9 and 198.51.100.41. At the end of the lab, students will then have an
opportunity to simulate a real-life failure scenario and observe how BIG-IP DNS responds to mitigate the
service outage.
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EXAMPLE INC. occupies two datacenters. Each °
datacenter is identically configured with:
- HA pair of F5 ADC
- Standalone F5 DNS
- Application Servers

ISPB.SITE2 = 198.51.100.0/24

SITE1

appl_vlan: 10.1.30.0/74 appA_vlan: 10.1.40.0/24
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4.1 Network Map

Each student pod consists of a remote site
and two datacenters connected to the

internet

ISPA.SITE1 = 203.0.113.0/24 ©
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Obtain login information
from lab instructor

O
- Remote Site
[Frarrd rare| '“ . » . f5 -

+ O 30

Workstation
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DNS requests are sent the local DNS
servers, which recursively queries for
DNS on behalf of clients.

ispl_internet_vlan

- Remote Site
— |

= _arrerarrd

O
branch_vlan

IP =10.1.70.200

B =|GW =10.1.70.1

dig www.fS.com

IP=10.1.7131
DN5 = 10.1.70.200
DN5 = 10.1.70.210

[P =10.1.70.210
GW =10.1.70.1

. DC02
Workstation
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e,

ispl_internet_vlan

The BIG-IP is the default D
gateway for web browsing o

Remote Site

- 15 W e o = = . BIGdF 200 SERES 'y -
- = — g rrarrirrirrs - - f5 -
dr = = . -

(o}
branch_vlan ad_vlan
0
1o
o [ ) IP = 10.1.70.200
—|GW =10.1.70.1
0 https://www.f5.com O DCO1
O IP=10.1.71.21 A
DNS = 10.1.70.200 ™ IP = 10.1.70.210
= DNS = 10.1.70.210 GW = 10.1.70.1
/2 EE-N\NGW=10.1.711
DC02

Workstation

148 Chapter 4. Class 3 - Data Center Availability Services Using BIG-IP DNS



DNS Documentation

The workstation has a connection O

to a “Management Network” Of| ispl.internet_vlan
O
router0l.branch0l.example.com = 10.1.10.31 _
0O 0 0O - B'F.-_'_--::
T—— . e [T
0 (¢ - e hm e e

branch_vlan

O
O https://router0l.branch0l.example.com
O IP=10.1.71.31
|| DNS = 10.1.70.200
- DNS = 10.1.70.210
-4 ) ENGW=10.1711
Workstation

- HadF
aams

Remote Site
o -

ad vlan

IP = 10.1.70.200
=|GW =10.1.70.1

DCO1

+ O

o

!

IP =10.1.70.210

GW =10.1.70.1

DCO02

4.1. Network Map
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The management network is
connected to each datacenter site.

Datacenters Remote Site

Hass

ADC
HA-Pair

Sliee) —

b

Workstation

Application Servers

4.2 System

A BIG-IP System needs to be prepared before creating a GSLB configuration. Administrative tasks including
SNMP/DNS/NTP settings have already been completed. The task of creating a “Logging Profile” is the
beginning of this class. Create a log publisher and a DNS logging profile and then associate the two objects.
The DNS logging profile will then be associated to a DNS listener in a later task. For more informaton on
DNS logging, please refer to the link below.

1. Create a “Log Publisher”

Note: It is required to complete the following task on both gtm1.site1 and gtm1.site2
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| ONLINE (ACTIVE)
! Siandalone

System » Lo Configuratio

% SSL Orchestrator
loc al-db-publisher

O
A::l:elemﬁon [ sys-db-access-publisher
[ sys-sso-access-publisher

Device Management et |
@ Network

File Manageme
Certificate Management
Disk Management
Software Management
License

Resource Provisioning
Platform

High Availability

Archives

_— Syst

Preferences Captufed Transact

Packe] Filter Options

sFlow

Local Waffic Remote Logging

Log Filters

Lg 4 pstinations

Configuration Log Publishers O)

Bihe c Ml cthad mcsmmamla =aae

Create a local syslog publisher according to the table below:

Field Value
Name local-syslog-publisher
Destinations local-syslog

4.2. System 151



DNS Documentation

gtm1 site1 example.com
10.1.10.13

| ONLINE (ACTIVE)
| Standalone

& SSL Orchestrator

(. _}s] Acceleration

—

Device Management

@Netmt
System

Configuration

File Management
Certificate Management
Disk Management

Software Management

Date: .
Time

General Properties

Name ﬁ |Iocal—syslog-publisher

Description |

Log Destinations

Selected

Available

ICommon
Destinations *

ICommon
== alertd
local-db

==

Cancel | Repeat | Finished

TMSH command for both gtm1.site1 and gtm1.site2:

TMSH

tmsh create sys log-config publisher local-syslog-publisher { destinations replace-all-with { local-

syslog {}}}

2. Create a “Logging Profile”

Note: It is required to complete the following task on both gtm1.site1 and gtm1.site2
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| ONLINE (ACTIVE)
! Standalone

: DNS Logging

* | Other

Click<~Create’™
F x e o\b Crea'r;.ml

DNS

Protocol

Load Balancing

Zones

L3 Persistence

Caches iRules

Settings

 ss.comendf
() Acceleration

g Device Management

£3) Network

[f%] System

Statistics

Create a new DNS logging profile as shown in the table below.

Field Value

Name example_dns_logging_profile
Log Publisher local-syslog-publisher

Log Responses enabled

Include Query ID enabled
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gtm1_site1.example.com Date: Us admin

10.1.10.13 Time: IT) Role: Administrator

§ ONLINE (ACTIVE)

DNS » Delivery : Profiles : Other : DNS Logging » New...

General Properties
@ LI MName ﬂ | example_dns_logging_profile
@ DNS Description |
Delvery Configuration
GSLB - "
Log Publisher |local-sysiog-publisher
Z
ones Log Queries [V Enabled dife—
Cache
aches ‘ Log Responses Enabled
Settings
Log Fields
& $5L Orchestrator ‘ Include Complete Answer Enabled
= ‘ Include Query ID WiEnabled fe—
{ 24) Acceleration
‘ Include Source Enabled
@ Device Management ‘ Include Timestamp Enabled
N ‘ Include View vl Enabled
£32) Network
Cancel | Repeat | Finished |
[%] system

TMSH command for both gtm1.site1 and gtm1.site2:

TMSH

tmsh create Itm profile dns-logging example_dns_logging_profile enable-response-logging yes
include-query-id yes log-publisher local-syslog-publisher

4.3 Settings

Configure a Sync-Group between our BIG-IP DNS servers. DNS-related configurations will replicate and
be in a consistent state between both BIG-IP DNS servers at all times. Please see the article below for
more information on BIG-IP DNS synchronization.

Note: This enables Config Sync on gtm1.site1 only. Config Sync for gtm1.site2 will be enabled at a
later step.
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<. gtml.sitel .example.com Date; Ju User. adm
ss: 10.1.10.13 Tone: 12 (i 1 Role: Adm

| ONLINE (ACT IVE)

DNS » Settings : GSLB : General

Delivery *  GSLB

Configuration Synchronization

@ DNS Synchronize ———
Delivery Group Name | EXAMPLE_group fs—
GSLB Time Tolerance | 10 seconds
Zones Synchronize DNS Zone Files [ _
Caches

Configuration Save
Delivery

| Enabled
General

Load Balancing

Metrics Collection

| Auto-Lhiscover | &1 Enabled
| Request Interval “30 seconds
Monitoring

[i%] System | Heartbeat Interval “ 10 seconds

Configure the global settings for GSLB according to the following table:

Field Value
Synchronize checked

Group Name EXAMPLE_group
Synchronize DNS Zone Files checked

The above work may alternatively be completed using the command line. Using Putty log into gtm1.site1
and issue the following command.

TMSH

tmsh modify gtm global-settings general synchronization yes synchronization-group-name EXAM-
PLE_group synchronize-zone-files yes

4.4 Listeners

A listener object is a specialized BIG-IP DNS virtual server that is configured to respond to DNS queries.
Without a listener, the BIG-IP DNS server has no open socket to ‘listen’ for queries.
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Create both a TCP and UDP listener. UDP is the standard for DNS name resolution, and TCP is used when
a DNS response greater than 4096 bytes in size is required as well as for zone transfers.

A listener will receive DNS
requests to an IP address
assigned by a service provider.

SITE2

ISPE.SITE2 = 198.51.100.0/24

SITE1 N—"Tlo

ISPASITEL = 203.0.113.0/24 0
o DMNS Listener = 198.51.100.40
DNS Listener = 203.0.113.8
o' = P - e NP

4.4.1 DNS Profile

Configure a DNS profile to associate with the listener we have just created. The DNS profile is where we
define how to handle the DNS traffic received by the listener, this includes DNS specific features such as
DNSSEC, DNS Express and many others. For more informaton on DNS profiles, please refer to the link
below.

Note: It is required to complete the following task on both gtm1.site1 and gtm1.site2

156 Chapter 4. Class 3 - Data Center Availability Services Using BIG-IP DNS



DNS Documentation

gtm1 site1.example.com

| OMLINE {ACTIVE)
| Standalone

DNS » Delivery : Profiles : DNS

o 3 Protoco

i = 0
|AName

o
(' ) Accsleration
g Device Management
i}
£5) Network
[£%] system
Create a new DNS profile as shown in the following table.
Field Value
Name example.com_dns_profile
DNSSEC Disabled
DNS Express Disabled
Unhandled Query Action Drop
Use BIND Server on Big-IP Disabled
Logging Enabled
Logging Profile example_dns_logging_profile
AVR statistics Sample Rate Enabled, 1/1 queries sampled
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| Mam | Help | About DNS » Delivery : Profiles : DNS » Properties : example.com_dns_profile
Edsmmm
m iApps
General Properties
ﬁﬁ Ons Hame
Pariition / Path Common
Dalivery
Pr Iy w
— Parent Profile dns v
Zones Denial of Service Protection Custom []
Caches Rapid Response Mode lmsauled . O
Settings Rapid Response Last Action Drop a
( 2% Acceleration Hardware Acceleration
Protocol Validation lDlsaIJIed =] O
S Device Management =
Response Cache [Disabled[~] O
é—_g Network
DNS Features
(%] system DNSSEC [Disabied [~ | ffie— —
GSLB [Enabled [~] O
DNS Express m— 7
DNS Cache lDlsaIJle-d . 0
DNS Cache Name |50Iec| w O
DNS IPvE to IPv4 Inl.tmmeﬂ . O
Unhandled Guery Actions Drop 1% — /|
Use BIND Server on BIG-P W .ﬁ
DNS Traffic
Zone Transter [Disabied[~] O
DNS Security [Disatied[~] O
DNS Security Profile Name [Setect [+ O
Process Recursion Desired IEnanled . O
Logging and Reporting
Lagaing [Enatied | | ffimmm— —C
Logging Profile I |example_dns_logging_profile || I
AVR Statistics Sample Rate M Enaied 1/[ 1 queries sampled ﬁ

TMSH command for both gtm1.site1 and gtm1.site2:

TMSH

tmsh create Itm profile dns example.com_dns_profile use-local-bind no unhandled-query-action drop log-
profile example_dns_logging_profile enable-logging yes avr-dnsstat-sample-rate 1 enable-dns-express no
enable-dnssec no

4.4.2 UDP Profile

Next, we are going to define a UDP profile. A UDP profile will instruct the BIG-IP DNS listener on how to
handle UDP traffic. The DNS profile we created earlier instructs the BIG-IP DNS on how to process the
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layer 7 data inside of the UDP packets, but not how to handle the UDP protocol itself. For more information
on UDP profiles, please refer to the link below.

Note: It is required to complete the following task on both gtm1.site1 and gtm1.site2

Date: Ju

Time: 1

| ONLINE (ACTIVE)
| Standalone

DMH5 » Delivery : Profiles : Protocol : UDP C||Ck “Create"

75 - | DNS Protocol Other

GSLB u

Zones
Caches

Settings

@ SSL Orchestrator
(" i) Acceleration

&= Device Management
52 Network

[£%] System

Create a new UDP profile as shown in the following table:

Field Value
Name example.com_udp-dns_profile
Parent Profile udp_gtm_dns
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gtm1 site1 example.com
10.1.10.13

| ONLINE (ACTIVE}

DNS » Delivery : Prohles : Protocol : UDP »» New UDP Profile...

General Properties
_g3) TApps Name g example.com_udp-dns_profile
&3 ons Parent Profile ====——=====gpfudp_gtm_ans v
Delivery settings Custom D
GSLB | Proxy Maximum Segment O O
Zones idie Timeout [Speciy_. >[5 seconds O
caches | IP ToS [specity..  [v][o O
Settings
Link QoS |Specify... fo O
r _;) Acceleration Datagram LB Enabled O
o | Allow No Payload o O
——= Device Management
| TTL Mode Proxy -
£2) Network | Don't Fragment Mode PWTU =
System | Max Buffer Bytes [6s5350 u
| Max Buffer Packets [o .

TMSH command for both gtm1.site1 and gtm1.site2:

TMSH

tmsh create Itm profile udp example.com_udp-dns_profile defaults-from udp_gtm_dns

4.4.3 TCP Profile

Similarily, we will need to define a TCP profile. A TCP profile will instruct the BIG-IP DNS listener on how
to handle TCP traffic. For more information on TCP profiles, please refer to the link below.

Note: It is required to complete the following task on both gtm1.site1 and gtm1.site2
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OMNLINE (ACTIVE)
Standalone

DMS » Delivery : Profiles : F

Protocol

‘eName |¢ i IePamntr

I-tcp tcp-legacy

Listeners

fc ac
GSLB pegacy
tcp
Zones foad Balancing
fcp
Caches iRules
tcp
Settings Translatiog
tcp
% SSL Orchestrator fcp-legacy
fcp-wan-of
@ Acceleration (none)
i+ tcpdan-optimized tcp-legacy
&= Device Management
. icp-legacy tcp
£2) Network i1 tcp-mobile-optimized tcplegacy
i icp-wan-optimized tcp-legacy
[#%] svstem

Create a new TCP profile as shown in the following table.

Field Value
Name example.com_tcp-dns_profile
Parent Profile f5-tcp-wan
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nar gtm1 site1. example.com Date: Jul
gdnm 0.1.10.13 Time: 1:2

| ONLINE (ACTIVE)
155; | standalone

Common

DNS » Delivery : Profiles : Protocol : TCP »: New TCP Profile...

General Properties

@ SR I Name ﬂexample_ccm_tcpdns ,_profile

@ DNS Parent Profile ﬂhﬁ-tcp—wan
Delivery Timer Management
GSLB Close Wait | specity... Is seconds
Zones
Fin Wait 1 [Specity... [v]| 5 seconds
Caches
Fin Wait 2 [Specity... ]| 300 seconds
Settings
Idle Timeout [Specity._Tv] | 300 seconds
& SSL Orchestrator Keep Alive Interval [Specity._ ] | 1800 seconds
(.-}] Acceleration Minimum RTO 500 milliseconds
= Reset On Timeout [ Enabled
Device Management
Time Wait [Specity_.. [v] | 2000 milliseconds
£2) Network

| meSerollway,down;to find the “Finish’ button
——— | 2ero WS TrRaTr T TopR [ TR0 moeecons

TMSH Command for both gtm1.site and gtm1.site2:

TMSH

tmsh create Itm profile tcp example.com_tcp-dns_profile defaults-from f5-tcp-wan

4.4.4 UDP IP Address

We will now begin to put the pieces together. In this task, we will integrate the logging, DNS and UDP
profiles we created earlier with an IP address. The IP address configured on the BIG-IP DNS will listen for
queries and process them in accordance with the associated profiles.

Note: It is required to complete the following task on both gtm1.site1 and gtm1.site2
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gtm1 site1.example.com Date

| OMLINE {ACTIVE)
| Standalone

g Device Management

£5) Network

[F%] system

Time

DNS » Delivery : Listeners : Listener List

4 - Listener List Statistics

r

|¢Staie‘¢Narne

Profiles Statistics
iRules
Translation
Mameservers

Keys

Create a UDP listener according to the following table:

virtual

Field gtm1.sitet gtm1.site2

Name isp1_site1_ns1.example.com_udp_53_vyirspd| site2_ns2.example.com_udp_53_
Destination 203.0.113.8 198.51.100.40

Protocol Profile | example.com_udp-dns_profile example.com_udp-dns_profile

(Client)

DNS Profile example.com_dns_profile example.com_dns_profile

4.4. Listeners
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gtm1 site1.example.com
10.1.10.13

| OMLINE {ACTIVE)

Delivery
GSLB
Zones
Caches

Seftings

(33 sSL Orchestrator
(') Acceleration

Device Management
£32) Network

Systn

General

Name ﬂl isp1_site1_ns1.example.com_udp_53_virtual

Description

|
| Enabled .

Listener: |Advanced

Type: @ Host O Network

Destnation Address:[ 203.0.113. Me—

Senvice Fort [ons |53

VLAN Traffic All'VLANs

Source Address Translation None

Address Translation [ Enabled

Port Translation LI Enabled

Route Advertisement [ Enabled

Auto Last Hop Default

Last Hop Fool |Nene
Service: W

Protocol

Protocol Profile (Client)
Protocol Profile (Server)

DNS Profile

|example.com_udp-dns_profile —

| (Use Client Profile)

| example.com_dns_profile —

Make sure you create the IP addresses on the correct devices.
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| ONLINE (ACTIVE)
| standalone

Delivery
GSLB
Zones
Caches

Settings
& S5L Orchestrator
(') Acceleration
@ Device Management

£32) Network

[f#] system

gtm1.site1 TMSH command:

DNS » Delivery : Listeners : Listener L

General

Name ﬂ isp1_site2 ns2 example.com_udp_53_virtual
“ei—

Description |
sate
Listener:
Destination Type: @ Host O Network
Address: [ 198 51.100.40 Se——
Senvice Fort [ons |53
WLAN Traffic All VLANS
Source Address Translation None
Address Translation [ Enabled
Port Translation LI Enabled
Route Advertisement [ Enabled
Auto Last Hop Default
Last Hop Pool |Nene
Service: IWE,
| Protocol ‘ ‘,_——-"

| Protocol Profile {Client)
| Protocol Profile (Server)

| DNS Profile

“example.wm_udp—dns _profile —

‘ | (Use Client Profile)

‘]example_com_dns_pmﬁle —

TMSH

tmsh create gtm listener isp1_site1_ns1.example.com_udp_53_virtual address 203.0.113.8 ip-protocol udp
mask 255.255.255.255 port 53 profiles add { example.com_dns_profile example.com_udp-dns_profile }

gtm1.site2 TMSH command:

TMSH

tmsh create gtm listener isp1_site2_ns2.example.com_udp_53_virtual address 198.51.100.40 ip-protocol
udp mask 255.255.255.255 port 53 profiles add { example.com_dns_profile example.com_udp-dns_profile
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https://support.f5.com/csp/article/K14923

4.4.5 TCP IP Address

The IP address we configured in the previous task is not sufficient on its own in most cases. We need
to also configure an IP address that is associated with a TCP profile to ensure that the BIG-IP DNS can
process incoming TCP requests in addition to UDP.

Note: It is required to complete the following task on both gtm1.site and gtm1.site2

e. gtm1.site1.example.com
10.1.10.13

| OMLINE (ACTIVE)

DNS » Delivery : Listeners : Listener List

s - Listener List Statistics

Statistics
iRules
Translation
Mameservers
{% SSL Orc
Keys
(' %) Accsleration
Device Management
£ Network
[£¥] system
Create a TCP listener.
Field gtm1.sitet gtm1.site2
Name isp1_site1_ns1.example.com_tcp_53_Wirtsial _site2_ns2.example.com_tcp_53_virtual
Destination 203.0.113.8 198.51.100.40
Protocol Profile | example.com_tcp-dns_profile example.com_tcp-dns_profile
(Client)
DNS Profile example.com_dns_profile example.com_dns_profile
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gtm1 site1.example.com

10.1.10.13

| OMLINE (ACTIVE)
| standalone —

Delivery
GSLB
Zones
Caches

Settings

% SSL Orchestrator
(' %) Acceleration

&= Device Management
E2) Network

Systom

Be sure to create the 198.51.100.40 address on gtm1.site2

DNS » Delivery : Listeners : Listener List »

General
MName isp1_site1_ns1 example com_udp_53
I
Description |
‘ State | Enabled .

Listener: |Advanced

Type: @ Host O Network

Destination Address: | 203.0.113.3 *
Senvice Port [ons |53
VLAN Traffic All VLANS
Source Address Translation None
Address Translation [ Enabled
Port Translation [ Enabled
Route Advertisement [ Enabled
Auto Last Hop Deaurt [v] Be sure to select=TCP~
Last Hop Pool None
Service: |Advanced
Protocol TCP
Protocol Profile (Client) |example.com_tcp-dns_profile e
Protocol Profile (Server) | (Use Client Profile)
DNS Profile |example.com_dns_profile r————
Load Balancing
Default Pool |None
Default Persistence Profile None
Fallback Persistence Profile None
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Delivery

GSLB
Zones
Caches

Setiings
{5 SSL Orchestrator
@ Acceleration
Device Management
E2) Network
System

gtm1.site1 TMSH command:

General
MName ispi_site2_ns2 example com_udp_53
I
Description |
‘ State | Enabled .

Listener: |Advanced

Type: @ Host O Network

Destination Address: [ 198.51. 100,40

Senvice Port [ons |53

WLAN Traffic All VLANS

Source Address Translation None

Address Translation 1 Enabled

Port Translation [ Enabled

Route Advertisement [ Enabled

Auto Last Hop Deaurt [v] Be sure to select=TCP~
Last Hop Pool None
Service: |Advanced

Protocol TCP

Protocol Profile (Client) |example.com_tcp-dns_profile e
Protocol Profile (Server) | (Use Client Profile)

DNS Profile |example.com_dns_profile r————
Load Balancing
‘ Default Pool |None
‘ Default Persistence Profile None
‘ Fallback Persistence Profile None

TMSH

tmsh create gtm listener isp1_site1_ns1.example.com_tcp_53_virtual address 203.0.113.8 ip-protocol tcp
mask 255.255.255.255 port 53 profiles add { example.com_dns_profile example.com_tcp-dns_profile }

gtm1.site2 TMSH command:
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TMSH

tmsh create gtm listener isp1_site2_ns2.example.com_tcp_53_virtual address 198.51.100.40 ip-protocol
tcp mask 255.255.255.255 port 53 profiles add { example.com_dns_profile example.com_tcp-dns_profile }

4.5 Data Centers

4.5.1 Servers
gtm1.SITE1

The first server we will create is that of gtm1.site1. It is required that we add both gtm1.site1 and gtm1.site2
to establish confgiuration synchronization between them.

Field Value

Name gtm1.site1_server

Data Center site1_datacenter

Devices Add: gtm1.site1.example.com : 203.0.113.7
Health Monitors bigip

1. Fill in the Name and Datacenter

gtmii site1 example.com Date: Jul

s: 10.1.10.13 Time:

| ONLINE (ACTIVE)
| Standalone

DNS » GSLB : Servers : Server List » New Server...

General Properties

@ pps MName ﬁ |gtm1.site1_server
@ DNS Product [BIGP System
Delivery I Data Center sl | |site1_datacenter
GSLB Prober Preference [Inherit From Data Center|w |
Zones Prober Fallback |Inherit From Data Center |V |
Caches State [Enabled [¥]
Settings
Devices C||ck~“Add'L
& SSL Orchestrator ml
) ) | Device Name | Address [
@ Acceleration No data available in table
BIG-IP
s ~
Device Management gm
£ Network
79 s Edit Delete|
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2. Click the “Add” button to define IP addresses

Hostname: gtm1 site1 example.com Date; Jul 20, 2 admin
IP Address: 10.1.10.13 Time )T) U Administrator

|| ONLINE (ACTIVE)
| standalone

DNS » GSLB : Servers : Server List » New Server...
Add BIGP System Device

Device Name:| gim1.site1.example.com ﬁ
Address: |203.u.113.7° |

f't—‘- Statistics
") iapps

':!j oS Translation: | (Optional)
Delivery Link:
GSLB
Zones 20301137
Caches
Settings

Delete |

153 ssL Orchestrator
(2% Acceleration
Device Management

E_ﬁ Network

[5%] System

3. Complete the form and associate the “bigip” “Health Monitor”
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| ONLINE (ACTIVE)
| Standalone

Delivery
GSLB
Zones
Caches

Settings
% SSL Orchestrator

(" 24) Acceleration

DNS » GSLB : Servers : Server List »» New

General Properties
MName | gtm1.site1_server

Product |BIG-IP System

I Data Center |site1_datacenter
Prober Preference |Inherit From Data Center [v |
Prober Fallback |Inherit From Data Center [ |
State

Devices

gtm1 site1.example com

203.0.113.7

BIG-I
% Device Management Syst
Devices
E£2) Network
Edit| Delete
e 0 e
Configuration: |Advanced ||
Selected Available
ICommon fCommon
Health Monitors = gﬁ;e""’a‘f—‘“mﬂ ~
/ = | nto v
http_head_f5
Availability Requirements |NI Health Monitors .
Bits: |D|'sabled .
Limit Settings Packets: | Disabled .
Current Connections: I Disabled .
Service Check[+]
iQuery Options Path v
SNMP ™
TMSH
tmsh create gtm server gtm1l.sitel_server datacenter site1_datacenter devices add {

gtm1.site1.example.com { addresses add { 203.0.113.7 } } } monitor bigip product bigip

gtm1.SITE2

Continue the same configuration for gtm1.site2.
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gtm 1 site1. example.com
10.1.10.13

| OMLINE {ACTIVE)

Delivery
GSLB
Zones
Caches

Settings

(33 sSL Orchestrator
(' 25) Acceleration

@ Device Management

Date: Ju

DMS » GSLB : Servers : Server List

5 ~ Server List Trusted Se

F x Search| Create... |

‘BSIB‘[US|*N3ITIE

|De\rices‘nddress ‘

Il Q@ atm1_site1_server 1 203.0.11 ite1_datacenter 0

Enable | Disable | Delete... |

Click~Create~to defi nggt_m1 .Site2:

£2) Network

[%] System

Field Value

Name gtm1.site2_server

Data Center site2_datacenter

Devices Add: gtm1.site2.example.com : 198.51.100.39
Health Monitors bigip

1. Fill in the Name and Datacenter
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DNS » GSLB : Servers : Server List »» New Se

@ ] Name ﬁ | gtm1 _site2_server
@ DNS Product [BIGP System
Delivery I Data Center ~|silez_datacenter
GSLB Prober Preference [Inherit From Data Center | v |
Zones Prober Fallback |Inhen’t From Data Center | |
Gaches State Enabled
Settings
Devices H L "
Click<Add'~
% SSL Orchestrator "“"’| T
; | Device Name || Address 1L
@ Acceleration No data available in table
BIG-IP
£ Device Management System
Devices
£2) Network
Edit| Delete
[I¥] System Eai poied

2. Click the “Add” button to define IP addresses
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Hostname: gimi1 site1.example.com Date: J User: admin
IP Address: 10.1.10.13 Time: (CDT) d Administrator

|| ONLINE (ACTIVE)
!ii | standalone

DMS » GSLB : Servers : Server List » New Server...
Add BIGP System Device

gvice Name:| gtm1._site2 example.com

Address: [ 198.51.100.39 |

I:?j Ons Translation: || (Optional)
Delivery Link:
GsLB Add
Zones £9195.51.100.39
Caches
Settings

53 ssL orchestrator

(7 24) Acceleration

ClickaOKy

Device Management

E£2) Network

[7%] system

3. Complete the form and associate the “bigip” “Health Monitor”
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gtm1 site1 example.com
10.1.10.13

| ONLINE (ACTIVE)
| Standalone

Delivery
GSLB
Zones
Caches

Settings

@ SSL Orchestrator

Acceleration

DNS » GSLB : Servers : Server List »

New Server...

General Properties
Name [ gtm1_site2_server

Product [BIG-IP System

I Data Center [site2_datacenter ||
Prober Freference [Inherit From Data Center v |
Prober Fallback |Inherit From Data Center |\ |
State |EnatHed ~]

Devices

Device Name (]

Address

J-#'

gtm1 site2 example.com

198.51.100.39

= Device Management System
Devices
£ Network
Configuration: |Advanced ||
Selected Available
ICommon ICommon
Health Monitors =] | oateway_icmo A
| v
http_head_f5
’# Availability Requirements IA.II Health Mcnitors.
Bits: |D|'sabled.
Limit Settings Packets:
Current Connections: I Disabled .
Service Check[v
iQuery Options Path
SNMP 7
TMSH
tmsh create gtm server gtm1l.site2_server datacenter site2_datacenter devices add {
gtm1.site2.example.com { addresses add { 198.51.100.39 } } } monitor bigip product bigip
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site1_ha-pair

We will now add both BIG-IP clusters to our list of servers. Doing so, allows the BIG-IP DNS to perform
monitoring of each cluster to evaluate their capability to process traffic.

In this configuration we will enable both virtual server discovery and link discovery. Virtual server discovery
allows BIG-IP DNS to find the list of all virtual servers that are created on each BIG-IP cluster, you will see
the benefit of this later. Link discovery allows BIG-IP DNS to automatically add and monitor the upstream
link that the BIG-IP LTM cluster is dependent on for Internet access; this can be then used to evaluate
failover decision.

e gim1_ site1.example com

10.1.10.13

| OMLINE (ACTIVE)

DMS »» GSLB : Servers : Server List

% -  Server List Trusted Server Certificates | Stafistics
I

|E|SIHILIS“N3H’IE ‘Devil:e5|Mdress

Delivery ] Q@ gtm 1 _site1_server 1 203.0.113.7 1_datacenter 0

tm1_site2_server 1 198.51.190"39 site2_datacenter 0
GSLB O a : = =

Enable | Disable | Delete . |
Zones
Caches
H Ll Ll

py— Click<~Create~

(33 ssLorchestrator
(1 ) Accsleration

@ Device Management

E£5) Network

[£%] system

Field Value

Name site1_ha-pair

Data Center site1_datacenter

Devices Add: bigip1.site1.example.com : 203.0.113.5
Devices Add: bigip2.site1.example.com : 203.0.113.6
Health Monitors bigip

Virtual Server Discovery Enabled

Link Discovery Enabled

1. Fill in the Name and Datacenter
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gtm1_site1.example.com

| ONLINE (ACTIVE)
| Standalone

Delivery
GSLB
Zones
Caches

Settings

@ S5SL Orchestrator

DNS » GSLB: Servers : Server List »» New 5

General Properties
Name _4| site1_ha-pair
Product | BIG-IP System

I Data Center — |
Prober Preference |Inherit From Data Center | |
Prober Fallback |Inherit From Data Center [ |
State Enabled

Devices

Click<Add~

EIM_\H
|

_ Device Name || Address C
@ Acceleration No data available in table
BIG-IF
g Device Management m
@ Network
P~ £at] Dokt
2. Click the “Add” button to define IP addresses
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Hostname: gtm1.sitel.example.com
IP Address: 10.1.10.13

|| ONLINE (ACTIVE)
5 | standalone

DNS » GSLB : Servers : Server List »» New Server...
Add BIGIP System Device

;,_'_ Statistics
o! iApps

4
&3 ons

Device Name bigip1.site1 example.com |

Address: 203.0113.5 |

Translation: | |(optionat)

IAuto—Select.
GSLB a
Zones Clicky Add g 20301135

Caches

Delivery

Settings

Deletel

{53 SsL Orchestrator
( 24) Acceleration

Device Management c"ck “OK“
£3) Network

[F%] system

3. Click “Add” again to define the other BIG-IP in the HA pair.
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| ONLINE (ACTIVE)
| Standalone

Delivery
GSLB
Zones
Caches

Settings

% SSL Orchestrator
(") Acceleration

&= Device Management
£2) Network

[7%] system

DNS » GSLB : Servers : Server List » New Server...

General Properties
Mame | site1_ha-pair
Product [BIG-IP System
I Data Center [site1_datacenter
Prober Preference [Inherit From Data Center|w |
Prober Fallback |Inherit From Data Center |\ |
state

Add!

_ Click<~Add'~......again
Devices Al L iglnod )
-

bigip1.site1.example.com 203.0.1135

4. Click the “Add” button to define IP addresses
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Hostmame:  gtm site1 example.com ate: . User: admin
IP Address: 10.1.10.13 e 453 (CDT) d Administrator

|| ONLINE (ACTIVE)
5 | standalone

DNS » GSLB : Servers : Server List »» New Server...
Add BIGP Systemn Device

Address: [ 202.0.1136 |

Device Name:| bigip2 site1.example.com

";J DNS _ )
!4 Translation: | |optional)

|Auto—8elect.

Delivery

GSLB

Zones 203.0.11386
Caches

Settings

Deletel

ﬁ SSL Orchestrator
(© 24) Acceleration

Device Management CIICk “OK“
E£2) Network

[7%] system

5. Complete the form and associate the “bigip” “Health Monitor”
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gtm1_site1.example.com
10.13

| ONLINE (ACTIVE)
| Standalone

DNS » GSLB : Servers : Server List »» New Server...

General Properties
@ S Name |sile1_ha-pair
&3 ons Product [BIG-IF System
Delivery I Data Center | site1_datacenter
GSLB Praber Preference |Inherit From Data Center | |
Zones Prober Fallback |Inherit From Data Center [ |
Caches State [Enabled [¥]
Settings
Devices
SSL Orchestrator | ‘Two,devices belong to,this HA-Pair,
& Add P i gM o NPl A il |
@ Acceleration bigip1.site1_example.com 203.0.113.5
. gg* bigip2.site1.example.com 203.0.1136
== Device Ma nt
vice nageme Devic
@ Network
Edit| Delete
System —I —I

Add the =bigip Health MoRitor,

Selected Available

ICommon {Common
IEI gateway_icmp A

5| o -

hitp_head_f5

‘ Availability Requirements [Al Heatth Monitors[¥]

6. Make sure to enable both “Virtual Server” and “Link” discovery

Resources
Virtual Server Discovery |Enabled
Link Discovery | Enabled

Cancel | Repeat | Finished |

TMSH

tmsh create gtm server site1_ha-pair datacenter site1_datacenter devices add { bigip1.site1.example.com
{ addresses add { 203.0.113.5 { } } } bigip2.site1.example.com { addresses add { 203.0.113.6 { } } } } link-
discovery enabled monitor bigip product bigip virtual-server-discovery enabled
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site2_ha-pair

Contiue the same configuration for the BIG-IP cluster in site 2.

gtm1 site1.example.com
10.1.10.13

| ONLINE (ACTIVE)
| Standalone

ClicksmCreatex

DMS » GSLB : Servers : Server List

" - ServerList Trusted Se

) agtm 1 _site1_server 203.0.113.7 site1_datacenter 0
Delivery

gtm1_site2_server 198.51.100.39 site2_datacenter D
GSLB

site1_ha-pair 203.0.1135 site1_datacenter 0
Zones 203.0.1136
Caches
Settings

{E SSL Orchestrator
(%) Acceleration

&) pevi
Device Management

551 Network

[£%] System

Field Value

Name site2_ha-pair

Data Center site2_datacenter

Device Add: bigip1.site2.example.com : 198.51.100.37
Device Add: bigip2.site2.example.com : 198.51.100.38
Health Monitors bigip

Virtual Server Discovery Enabled

Link Discovery Enabled

1. Fill in the Name and Datacenter
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| ONLINE (ACTIVE)
| standalone

DNS » GSLB: Servers : Server List » New 5

General Properties

@ e Name ﬂ site2_ha_pair
&3 ons Product [BIG-IP System

Delivery I Data Center s— |

GSLB Prober Preference [Inherit From Data Center|w |

Zones Prober Fallback |Inherit From Data Center | |

faches State Enabled

— Covices ClickAdd®
@ SSL Orchestrator M

| Device Name ||

(1 24) Acceleration No data available in table
=) Device Management BIG-IP System Devices
£ Network
R o] D]

2. Click the “Add” button to define IP addresses
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Hosiname: gtm1.site1.example.com ate: Jul 20, 2 User; admin Pariition
IP Address: 10.1.10.13 Time: 5:56 PM (CDT) Role: Admin 0 S

§ ONLINE (ACTIVE)
5 | standalone

DNS » GSLB : Servers : Server List » New Server...

Eﬂ‘—j Statistics
") iApps

Device Name:| bigip1_site? example.com

Address: [ 1985110037 |

% ons Translation: | |(Optional)
Q)

Dl Link: IAuto—SeIect.

elivery
GSLB
198.51.100.37

Zones

Caches

Setfings

Deletel

53 ssL Orchestrator
(7 2% Acceleration

Device Management Click&OK>
£2) Network

[E%] System

3. Click “Add” again to define the other BIG-IP in the HA pair.
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ie1.example.com
3 Tim

| ONLINE (ACTIVE)
| Standalone

DNS » GSLB : Servers : Server List »» New Se

General Properties
L) es Name ﬁ| site2_ha_pair
@ DNS Product |BIG-IP System
Delivery I Data Center ﬁ |site2_datacenter
GSLB Prober Preference |Inherit From Data Center v |
Zones Prober Fallback |Inherit From Data Center [ |
Caches State

Setlings

Devices Click<=Add™~
@ SSL Orchestrator W R

(" 24) Acceleration

198.51.100.37

bigip1 site2 example.com

BIG-I
@ Device Management Syslem
Devices
£) Network
[g_ﬂ s!fm.“ ﬂl_lnelete

4. Click the “Add” button to define IP addresses
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Hostname: gtm1.site1.example.com ate: . 7 User: admin
IP Address: 10.1.10.13 )

| OMLINE (ACTIVE)
5 | standalone

. Partition:
Role: Administrator

DNS » GSLB: Servers : Server List » New Server...

;,_'_ Statistics
Device Name! bigip2 site2 example.com |
o) iApps Address: | 19851.10038 |

)
&3 ons

Translation: | |(Optional)

IAuto—Select.

Delivery

GSLB

1958.51.100.38
Zones

Caches

Settings

Deletel

53 ssL Orchestrator
(“ 24) Acceleration

Device Management
£3) Network
[£%] system

5. Complete the form and associate the “bigip” “Health Monitor”
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SSLR Common

| ONLINE (ACTIVE)
| standalone

i ieps I Name [ site2_ha_pair

&3 ons Product [BIG-P System ™
Delivery I Data Center |site2_datacenter  [w]
GSLB Prober Preference |Inherit From Data Center [v |
Zones Prober Fallback [Inherit From Data Center[+]
Caches State [Enabied [¥]
Settings

Devices
@ SSL Orchestrator Add|

@ Acceleration 'bigip1 site2 example.com ' 108.51.100.37
BIG-IP ¥ |nigip2 site2.example.com 198.51.100.38
Device Management System
g ' - Devices
£2) Network
E:
) systom Ect] Delete]
Configuration: [Advanced ~]
Selected Available
\ /Common IComman
Health Monitors E gtapteway_icmp A
>>| hitp v
hitp_head_f5

Availability Requirements INI Health Monitors .

6. Make sure to enable both “Virtual Server” and “Link” discovery

Resources
Virtual Server Discovery |Enabled
Link Discovery | Enabled

Cancel | Repeat | Finished |

TMSH

tmsh create gtm server site2_ha-pair datacenter site2_datacenter devices add { bigip1.site2.example.com
{ addresses add { 198.51.100.37 { } } } bigip2.site2.example.com { addresses add { 198.51.100.38 { } } } }
link-discovery enabled monitor bigip product bigip virtual-server-discovery enabled

Server objects represent a system such as an application delivery controller which host a service. A server
can be a BIG-IP system, a third party ADC or a third-party host server such as a web or database server.
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In this task we will create a server on gtm1.site1 referencing gtm1.site2, which is required for config syn-
chronization.

When we create a BIG-IP server with auto-discovery enabled (which we will do), BIG-IP DNS will discover
all of the virtual servers defined on the BIG-IP LTM. For more information on Servers, please refer to the
link below.

gtm1 site1.example.com
13

| OMLINE (ACTIVE)
f5 | Standalone

DNS » GSLB: Sen

- ServerList

Mo records to display.
i 1 M___
‘Wide IPs —I

Pools

iRules
Data Centers

Server List ®

Trusted Server
Cerlificates

Statistics

Topology
@ Network Distributed Applications

[f%] system

Click the create button and continue to define objects
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gtm1 site1. example.com Da User: admin

0.1.10.13 M tole: Administrator

| ONLINE (ACTIVE)
| standalone

DNS » GSLB : Servers : Server List

2 . Server List Trusted

@ms ‘BSIams|AName |DE\II:EE‘MH'&65‘¢D:MC&M Servers
Delivery No records to display.
Enable | Disable | Delete ..
GSLB
Zones
Caches 1 " L) 1 H
Click<Create~to,define gtm1.site1
Settings

@ SSL Orchestrator
(" ) Acceleration

&= Device Management
£2) Network

[i%] system

4.5.2 Device Trust

A group of F5 DNS servers must exchange keys to establish a trusted mechanism for HA communications
and Config Sync. In this task we will establish device trust between gtm1.site1 and gtm1.site2. For more
information on device trust, please refer to the link below.
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gtm1 site1.example.com
10.1.10.13

| ONLINE (ACTIVE)

DNS » GSLB: Servers : Serve

"~ ServerList Truste

Status | = Name ‘Deuil:es|ﬂddrem |¢Datacentet Virtual Servers

gitm1_site1_server 1 203.0113.7 site1_datacenter 0

Delivery

gtm site2_server 1 198.51.100.39 site?_datacenter 0
GSLB

site1_ha-pair 2 203.0.1135 site1_datacenter 0O
Zones 203.0.1136
Caches site2_ha_pair 198.51.100.37 site2_datacenter 0

198.51.100.38

Setiings

Enable | Disable | Delete |

(33 sstorchestrator Three other;servers need to~establish trust~
() Acceteration

=) Device Management

£2) Network

[£%] system

1. Launch Putty and login to gtm1.SITE1

Run the following command, and when prompted for a password use “default”

TMSH
bigip_add
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WTTY (E4-oit*

A

Motep wd4++

)

Mozilla Firefox

Recycle Bin

L% PuTTY Configuration
Category:

= Session
Logging
[=)- Terminal
Keyboand
Bell
Featuies
(= Window
Appearance
B ehaviour
Translation
Selection
Colours
[=)- Connection
Data
Prowy
Telnet
Rlogn
- SSH
Serial

Basic options for your PuT TY seszion

Specify the destination you want to connect to
Host Name (or IP addiess) Poit

{101.1013 |22

Connection type:
" Aaw ¢ Telnet ¢ Rlogin ™ S5H " Serial

. Load, save or delste a stored session
Saved Sassions
|atm1.site1_example.com

Default Settings
app
bigip1_zite1. example. com
bigip1 . site2. exar
ioip2 site ] exs

Close window on et

" ahways Never % Dnly on clean exit

o) | cancel

Istart| (2 BIGIP®-gimlskelex.. | ., (O € @ O [FPom

2. Observe the exchanged certificates

558 PUTTY Configuration
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gtm1 site1 .example.com
10.1.10.13

| ONLINE (ACTIVE)
| standalone

DNS » GSLB s: Tru ertific

-5 r List Trusted Server Cerfificates

General Properties
@ DNS ‘ Name server
§ ‘ Partition / Path
Delivery |
) gtm1_site2.example.com, MyCompany
Wide IPs bigip2.site1.example.com, MyCompany A
bigip1.site2 example com, MyCompany
Zones Pools bigip2.site2.example.com, MyCompany v
i gtm1 _site1_example_com, MyCompany
Caches iRules
Settings Data Centers \ /

rober Pools

& SSL Orchestrator

Acceleration

Device Management

" GMT

Statistics
Monitors

‘ 234063207
Tomlﬂgy

| Mamman Mamas aftmd cita? avamnla famn

3. Observe the server status
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gtm1 site1 example.com

| OMLINE (ACTIVE)
| Standalone

DMNS » GSLB : Servers : Server List

% ~ ServerList Trusted Server Certificates | Statistics
I

&l
£
3

*® Ml:hl
@I}NS vl - Status_ ~ Name |Devices‘Mdnezss ‘#Datamter Virtual Servers  Pre
Delivery O Q@ gtm1 site1_server 1 203.01137 site1_datacenter 0 BIC
GSLB O Q@ gtm1 site2_server 1 198.51.100.39 site? datacenter 0 BIC
O Q site1_ha-pair 2 203.01135 site1_datacenter 3 BIC
Zones 203.01136
Caches Q site2_ha-pair 2 198.51.100.37 site2 datacenter 2 BIC
198.51.100.38
Settings

Enable | Disable | Delste. |

(3 ccmrtn Green Green Green

Device Management

@Nm
System

Note: If your server list is not green, do not proceed to the next step. Please confirm that the device
trust is complete and troubleshoot the issue.

4.5.3 Sync Group

After the BIG-IP DNS server in the site 2 data center is joined to the sync group, an administrator may make
changes on any of the F5 DNS servers, and changes will be automatically replicated across all F5 DNS
servers.

From the Jumpbox Launch Putty and log in to gtm1.site2

In the Putty terminal logged into gtm1.site2 run the command “gtm_add 203.0.113.7”, and enter the pass-
word “default” when prompted.

Select “y” to allow the bigip-ip to join the mesh.

Note: A word of caution. Running this command will PULL configuration from the remote BIG-IP
DNS and overwrite the local DNS configuration.
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ILETTIEL
Explorer % PuTTY Configuration

Category:
! - Session | Basic options for pour PuTTY session

- Loagging B . L
dig_wmw-e... & Teming Specify the destination you want to connect to

Host Mame [or IP address) Port
- Keyboard
-~ Bell ITU.1.1U.23 |22
- Features Connection lype:
= Window " Raw © Telnet " Rlogin @ SSH ¢ Serial

- Appearance B ;
Behaviour Load, save or delete a stored session

Translation Saved Sessions
Selection [4. gt SITE2

: Colours

[=- Connection

agility_pub. .. Data

- Promy

- Telnet
- Rlogin

[#- 5SH

- Senal

Default Settings

agilicy_pry... Cloze window on exit:

(" Ahwaps  Newer ¢ Onlyon clean exit

A
ﬁfﬁ e Open | Cancel |

1

"
td

Motepe ++

o

Recycle Bin

| ffgtarl:l =2 BIG-IP® - gtm1.sitel.ex... ”'@ gtm1.SITE2 @ PUTTY Configuration | . e

TMSH
gtm_add 203.0.113.7

Datacenters are logical groupings of services or applications that are typically located within the same
physical location such as a Data Center. The Data Center configuration will allow BIG-IP DNS to understand
the location of your services for the purposes of high availibility. For more information on Data Centers,
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please refer to the link below.

Perform configuration changes on gtm1.site1. The reason for this is that by the end of this lab we will
demonstrate how BIG-IP DNS Synchronization works to ensure configuration consistency is maintained
between both BIG-IP DNS devices. Once Synchronization is established, gtm1.site2 will receive a copy of
these new configurations.

Note: The tasks in this section are to be only completed on gtm1.site1

gtm1 _site1.example.com Date: Jul

0.1.10.13 Time: 1:4¢

| OMLINE (ACTIVE)
| Standalone

DMS » GSLB : Data Centers : Data Center List

£ -~ DalaCenterList | Statistics Bl Click<=Create~

@ iApps F S \ ﬂl

@Dns ||E|Availahiﬂy‘-ﬂm amahmlulks

Mo records to display.

Delivery : :
Wide IPs E—I
Paols
Caches iRules

Setlings

@ S5L Orche

Data Center List (%)
°Sewers LW Statistics

@ Acceleration Prober Pools
Maonitors

@ Device Management
Topology

£ Network Distributed Applications

[§%] System

Create two data centers according to the table below:

Field Value
Name site1_datacenter
Name site2_datacenter
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gtm1 site1.example.com
10.1.10.13

| OMLINE {ACTIVE)
| Standalone

Delivery
GSLB
Zones
Caches

Settings
% S$SL Orchestrator
(' ) Accsleration
Device Management

£5) Network

[£%] system

Date: Jul
T me

LIS Common

DNS » GSLB : Data Centers : Data Center List

I MName | site_datacenter] i——————
Description |

Location |

Contact |

Prober Preference |Inside Data Center

Prober Fallback | Any Available

State Enabled

Cancel | Repeat | Finished |

Repeat;this step,to,create ~site2: datacenter~

TMSH command for only site1.gtm1:

TMSH

tmsh create gtm datacenter site1_datacenter

TMSH

tmsh create gtm datacenter site2_datacenter

4.6 Pools

Pools are a grouping of related virtual servers. Pools will typically reference virtual servers on BIG-IP LTM
systems. The pool we create below will be later referenced by a Wide-IP (FQDN). For more information on
pools, please refer to the link below.
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gtm1 site1 .example.com
10.1.10.13

| ONLINE (ACTIVE)
| standalone

DNS »» GSLB: Pools : Po

s ~ Pool List

@nns v [~|Status + Name * Type | Members

No records to display.

Delivery

Wide IPs ate—l

Caches
Settings
Acceleration
Device Management Prober Pools
Field Value
Name www.example.com_pool
Type A
member isp1_site1_www.example.com_tcp_https_virtual
member isp2_site2_www.example.com_tcp_https_virtual
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| OMLINE (ACTIVE)
s | standalone
|
Mai

DHS » GSLB : Pools : Pool List

m Statistics General
Name .~ www.example com_poo x
3 v '
Type m
@ DNS
Dalivery
Configuration
GSLB =
2 Selected Avalable
ones
Comiamon
e [==| | gateway_kmp A
Health Monitors - % -
Sattings —I ntp_head_f5
up| Down|
(© 24| Acceleration _I
Availability Requirements INI Health Monitors V|
=] pevice Management Bis [Ceaoiear™]
é N Limit Settings Packets [Desabied[™]
Cumrent Conneclions: | Disabled | v
[£%] system Manual Resume (]
T [30
Dynamic Ratio O
Mandimum Answers Returmed | 1
Verity Member Availability

Members Select twe LTM VIP's and “Add"

Load Preferred:lRound Robin .
Balancing Alternate: IRound Robin ~]
Jaskod Falback: [RetmtoONS  [v]

Fallback IP I 0.0.0.0

Virtual Server: | sewc

Ratio: | 1

ICommonfisp1_site1_www.example.com_fcp_| hIID'J Virtual (Common/site]_ha-pain - 203.0.113.0.443, Rabo(1)
/Commol 2 sile2 www.example. virtual ({Commonisite? ha - 188.51.100.41:443

‘Delete| p| Down|

TMSH command to run on only gtm1.site1:

TMSH

tmsh create gtm pool a www.example.com_pool { members add { sitel_ha-
pair:/Common/isp1_site1_www.example.com_tcp_https_virtual { member-order 0 } site2_ha-
pair:/Common/isp2_site2_www.example.com_tcp_https_virtual { member-order 1} }}
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4.7 FQDN

F5 refers to an FQDN as a “wide-ip”, or “wip”. The Wide IP maps a FQDN (fully qualified domain name) to
one or more pools of virtual servers. For more information on Wide IPs, please refer to the link below.

| ONLINE (ACTIVE)
| standalone

DNS » GSLBE : Wide IPs : Wide IP List
£~  Wide IP List Statistics

@ DNS | Status | « Name
Delivery ] (] www.gslb_example.com
Wide IP List ©)
Statistics
Settings Data Centers
Servers
% S5L Orchestrator
Links
Acceleration Prober Pools
e Monitors
Device Management
Topology
L£2) Network Distributed Applications
System
Create an F5 “wide IP” according to the following table:
Field Value
Name www.example.com
Type A
Alias List www.gslb.example.com

Load-Balancing Decision Log - Pool Selection

Checked

Traversal

Load-Balancing Decision Log - Pool Traversal Checked
Load-Balancing Decision Log - Pool Member Se- | Checked
lection

Load-Balancing Decision Log - Pool Member | Checked

Pool

www.example.com_pool

4.7. FQDN
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gtm1_ site1. example.com

10.1.10.13

| OMLINE (ACTIVE)
| standalone

DNS » GSLB : Wide IPs : Wide IP List » New...

General Properties: |Advanced .

") iApps

i) 'AvP Name

@ DNS Type A
Delivery Description |

GSLB Alias: | www gsib.example.com

Zones Add |
www.gslb.example.com

Caches A Lk

Settings

@ Acceleration 0 |
g Device Management State [Enabled [¥]
Minimal Response IEI"IBD|Ed :I

L2 Network
Return Code On Failure [Disabled ]
& s [ Pool Selection
Load-Balancing Decision L Pool Traversal

¥l Pool Member Selection
Pool Member Traversal

iRules

Selected Available

For troubleshooting <
purposes enable ' . o
verbose logging

Selected Available

=]

iRule List
> |
Up| Duwnl
Pools
Load Balancing Method |Round Robin
Persistence
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TMSH command to run on only gtm1.site1:

TMSH

tmsh create gtm wideip a www.example.com { pools add { www.example.com_pool } aliases add
{ www.gslb.example.com } load-balancing-decision-log-verbosity { pool-member-selection pool-member-
traversal pool-selection pool-traversal } }

Results

Use the “dig” command to query directly to the GTM to test the configuration. DIG will bypass locally
configured DNS servers when specifying an “@203.0.113.8” argument.

From the Jumpbox use “dig” from the CMD prompt. The first command below will query 203.0.113.8 for the
A record of www.example.com, then query @203.0.113.8 for www.gslb.example.com.

Note: Your result may differ from below

e I LARci | (WL L - |

GSLB

[&+]Command Prompt
C:sUserssuser. ESAMPL, >dig (2203.8.113.8 wuww.example.com

<2 DiG 7.3.2 (<£>> B283.8.113.8 wuw.example.com

(1 zerver found>

5 global options: printcnd

; Got answer:

; —»>HEADER<<- opcode: QUERY. status: WOERROR. id:- 389

; flags: gr aa vrd; QUERY: 1, ANSWER: 1. AUTHORITY: B, ADDITIOMAL: @

53 QUESTION SECTION:
swwvw . example..com. IN

DCOol - 55 ANSWER SECTION:
wyy . example .com. 3 IN 198.51.188_41

3 Query time: 15 msec
SERUER: 203.8.113.8#5%3¢203.0.113.8>
WHEN: Sun Jul 29 16:42:89 2018
MS8G SIZE wcud: 49

C:sUserssuser. EXAMPLE»dig +short B283.8.113.8 wvww.example.com
198.51.188.41

C:xUserssuser.ESAMPLE>dig +short B283.0.113.8 wwuw.example.com
J198.51.108.41

C:slserssuser.EXAMPLE»dig +short B203.0.113.8 wvww.example.com
203.8.113.9

C:slserssuser.EXAMPLE»dig +short 0203.8.113.8 www.gslh.example.com
203.8.113.9

C:sUserssuser.EXAMPLE»dig +short B283.8.113.8 www.gslb.example.com
203.8.113.9

C:xUserssuser.ESAMPLE>dig +short @283.0.113.8 wwu.gslb.example.com
203.8.113.9

C:slserssuser.EXAMPLE»dig +short B203.08.113.8 www.gslh.example.com
198.51.1808.41

f'SI:artl = BIG-IP® - gtm1.sitel.ex... | @ = Im Command Prompt
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gtm1.site1.example.com

MELG!
.13

| ONLINE (ACTIVE)
| standalone

DNS » GSLB : Wide IPs : Wide IP List

1+ ~ | Wide IP List

@DHS | |~| Status « Name + Type | + Aliases

] Q www.example.com A www.gslb_exan

Delivery

Setti Data Centers
Servers
@ Acceleration
Links
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| ONLINE (ACTIVE)

Statistics » Module Statistics : DNS : GSLB

£ - | Traffic Summary ~ | DNS L er Management | Network
Dashboard
Module Statistics Display Options
analyics Statitcs Type
Performance Data Format |N0n'nalized .
Auto Refresh |Disableﬂ . Refreshl
"5 1Apps
r M Requests l_
9 L.b ‘Status‘AWidelP |Type‘Parti.ti.onJP ctails | Pools ‘Total|Resul\red‘Re1

ew .. 44 44 i]

:3: SR 1 )  www.example.com A Common

Reset |

% Device Management

22 o For more details click

EJ System

TMSH

tmsh show gtm wideip A www.example.com detail
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ll £ gtm1.51TEL
[rootlgtml:ictive:Standalone] config # Emsh SHOW GEm Wicsip A Wm sXample  Som dstail

! available

1 Balancing
ferred
Alternate

Fallback

Srtacus
Availability : available
State : enabled
Reason : Monitor /Common/bigip from 203.0.113.5 : UP
Destination : 203.0.113,.9:443
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TMSH
tail -f /var/log/ltm

el o - 4 a1 o o -

ol 1nro Coool L ‘ - . gid 291 from

from

oghinl 10l 0 Cobn| L1760 ‘ E -2 i 2 rs Lo L=2o

4.8 Delegation

Delegate a subdomain of example.com to the BIG-IP DNS. Delegation is a means to ‘defer’ or assign
management of a portion of your DNS namespace to another DNS server. When the DNS server receives
a query for the delegated subdomain it will either recursively resolve the CNAME target, or respond with a
referral.

Login to the local DNS server (this should already be open) from the jumpbox, and open the DNS manage-
ment Ul:
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Server Manager * Dashboard )| F

Actrve Directory Admensiratee Center

Actrve Directory Domains and Trusts

WELCOME TO SERVER MANAGER
# Dashboard Actrve Directory Module for Windows PowerSh

B Local Server

Actrve Directory Sites and Senices

Actrve Directory Users and Computers
Jule ADSI Edit

Component Seraces

i; All Servers

i§ AD DS

uTTY (64-b DNS

Motepad+

Computer Mansgement

F N & ) ae Seny > 3
File and 5torage Services | Defragment and Optimize Drives

DHCP
9:

Event Viewer

T Ak

WHAT'S NEW

:-roup Pohcy Management
Internet Information Services (IIS) Manager
{SCS1 Initiator

LEARN MORE Lecal Security Policy

Microsoft Azure Seraces

ODBC Data Sources [32-bit)

ODBC Data Sources (64-bat)

Performance Monitor
= 5
A

[rstart| (2 BIGIPE - gimbstel .. |

ROLES AND SERVER GROUPS

o € m O Pom || % pCot - 10.1.70.200 - ...

4.8.1 A Records

An A record is the most common DNS query. In this type of query, ‘A’ refers to an IP address - the cleint
is asking for the IP address of the domain name being queried. Create two A records, one for each BIG-IP
DNS server.

1. Expand the sub-menus to expose EXAMPLE.COM in the “Forward Lookup Zones”
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i_._'; DCO1 - 10.1.70.200 - Remote Desktop Connection

A
-0

Dol

agility_pub-kesy

agility_pr

) DNS Manager

File  Action View Help

e% zm x0s- O glick’arrows to

£ DMS

Marne Type Data

| _sites
b tep
b _udp
B 1 branchOl
B [ DomainDnsZones
|| ForestDnsZaones
| mgmt
B sitel
B sited
[ Reverse Lookup Zones
B [ Trust Paints
B | Conditional Forwarders

[ Global Logs

= EXAMPLE.COM

=
L] _sites

= _tcp

[ _udp

I branchil

| DomainDnsZaones
] FarestDnsZanes
=] rmgmt

[ site1

[ site2

a {sarme as parent folder) Start of Authority (308) [637], dcll.example.com,,..,

a (sarne as parent folder) Narme Server (MS) dell.exarmple.corm,
Q (sarme as parent folder) Host (4) 10.1.70.200

E clientdn Host (&) 10.1.71.100

a del Host (&) 10.1.70.200
Hdocs Host () 10.1.10.60

H sormy Host (&) 10.1.71.21

] wennar Host (8 203.0.113.0

xpand

Tirnestarmp

static
static
705208 8
EEMEIEN
static
static

static

Motepad++

f;’gtartl 2 2 4 = '{aocu1-1u.1.?u.2uu-Re...|

2. Right click on EXAMPLE.COM and select “New Host (A or AAAA)”

|2 [(= %0 s 9zsam MR
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I]" o DCOT - 10.1.70.200 - Remote Desktop Connection

Postman

/.; File Action \iew Help

u—l‘ eszEXTas @gﬁt g!!g!ggn EXAMPLE.COM and_
select "New .Hgst“

New Alias (CNAME)...
New Mail Exchanger (MX)...

DCol

= MNew Dormain...

. = Mew Delegation... Start of Authority (304)  [637], doDl.example.com
Mame Server (NS de(l.example.com.

Haost (&) 10.1.70.200

Host (&) 10171100

All Tasks Huost (&) 10.1.70.200

Host (&) 10.1.10.60

Haost (&) 101.71.21

Delete Hest (4) 203.0113.9

Refresh

Export List...

agilty_pub-key Other New Records...
DMNSSEC

Wiew

Properties

Help

Mistat| 2@ £ ., B % D001-10.1.70.200-Re... | % [ 2 s omam mm

3. Create two new A records for the new BIGP-IP nameservers.

Field Value
nsi 203.0.113.8
ns2 198.51.100.40
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i wIND vialiayss L
File Action Wiew Help

d:
2 o @ XEe= Bm § 8
:' £ DNs
| 4 § pco

4 [ Forward Lookup Zones

Name {(uses parent domain name if blank):

|nsl

| _misdes. EXAMPLE.CC

L]

4[] EXAMPLE.COM

b % ‘FT:ES Fully qualified domain name (FQDM):
- b e (51 EXAMPLE.COM.
© B _tep
r.:m B ::l ~udp IP address:
p L branch01 |2n3.n.ua.s|
B || DomainDnsZone:s
b [7] ForestDnsZones [] Create associasted pointer (PTR) record
. p [ mgmt [] Allows any authenticated user to update DNS records with the dc0l.example.com.
" A = KT SAMEe QWNEr Name example.com.
agility_pub-key B[] sitel
b site? 70.200
b || Rewerse Lookup Zones 71.100
E b ] Trust Paints 70.200
b [ Conditional Forwarders 10.60
agility_prv_key b @] Global Lngs .21
D.113.9
[
£
o
PUTTY (64-bit) ‘ | - | s I =

Cistart|l = 8 . B %.DC01-10.1.70.200-Re... | [2 & % os0av mm

Create ns2.example.com
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L_E,IZII 01 - 10.1.70.200 - Remote Desktop Connection

&

BIG-IP Edg File Action View Help
Clignk

4 ‘l ’j x I.-:I MName (uses parent domain name if blark):

2 DNS |n=2 Data Tirne;
a4 | DCOl
agiity pub. 4 (B Forward Lookup Zon Fully qualified domain narme (FQDRN):
b ] _msdes EXAMPLE [nsz.EthPLE.COM.
4 .| EXAMPLE.COM IP address:
bl _msdes [ 198.51.100.40]
Bl _sites
agility_prv., p ] _tep [w| Create assoclated pointer (PTR) record
b _udp || Allew ary authenticated user to update DNS recards with the
b ] branch0l SAME DWNEr Name
b | DomainDinsZ{
b | ForestDnsZo
PUTTY (64-b b ] gt [152], dcD example.corm,,.., static
b sitel dell example.cam, static
b7 site2 nslbranch exarmple.corm,  static

#Add Host | | Dane |
everse Lookup Zong

3 R
b | Trust Points
[ C
3 G

10.1.70.200 626/
10.1.71.100 6/26/
onditional Farwarders || || dec0l Haost (&) 10.1.70.200 static

lobal Logs Ly Hooti 20301139 static
= ns1 Hast (&) 209.0.113.8 >

-
|
=

(el

< m HE

rsta| @ L4 ¢ @ O % 0C01-10.1.70.200-Re.. |

4.8.2 Sub Domain

Configure the delegation of gslb.example.com to ns1 and ns2, the A records which were created in the
previous step.

1. Expand “Forward Lookup Zones”, and right click on “EXAMPLE.com
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-.:_.lill 01 - 10.1.70.200 - Remote Desktop Connection

File Action Miew Help

oo 2m XD 6= B

Type Data Tirmestarmp

3 EXAMPLE,CC = tep
AARLE 2 onal ——

Update Server Data File

Start of Authority (SO4) [152], del exaraple.cam,,..  static

MName Server (N5) dedlexample.carm, static

MName Server (NS) nslbranch0l example.cam,  static
p 5] Re Hast () 10.1,70.200 6/26/2017 12:00:00 4
p ] Trus Hast (&) 10.1.71.100 6/26/2017 12:00:00 ¢
p | Condi Huost () 10170200 static
[ fﬂ Globa Hast () 203,0113.8

Hast (4) 198.51,100.40

Refresh
Export List...

-

<| [ |”'>'||

Create a new delegated DNS domain,

2. Create the “gslb” subdomain.
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& DNS Manager
File Action View Help
e 2@ XDz Bm iEa
2 DNs Name Type Data Timestamp
4 § pcon a
4[] Forward Lookup Zones || [
b ol _msdcs.EXAMPLE.CC e IR
4 _E: _EEAMPLE.COM &
b 2] _msdcs Eib you supply will be delegated to a different zone.
| j _sites < S
- “pDelegated domain: \
~ you want to delegate.
Pl _udp
p | branchO QSIbI
b | DomainDnsZones
b | ForestDnsZones
b 1 mgmt Fully qualified domain
b sitel |
b site2 1:00:00
b | Reverse Lookup Zones QSIb'E::‘ \MPLE.COM / 2:00:00,
b [ Trust Points g
b 7 Conditional Forwarders | (s
[ Global Logs Qn
Eln
<Back || Mext> | | cancel |
<| m »

3. Step through the Delegation Wizard. Add “ns1.example.com - 203.0.113.8”
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File  Action  View Help

e @ XE oz Be § 8

E-3 EENS || MName Type Data T
4 i i
L New Delegation Wizard x|
E
Name Servers u
fou New Name Server Record T
cre. Enter the name of a DMS server that is authoritative For this zane,
. I e u
delet sepver Fully qualified dormain name (FQDN): gg !"!glt Q!QE M!Mg
Marm ns1.exarnple, com| | || Resolve |I
58 1P Addresses of this NS recard:
IP Address Yalidated Delete oMWy 5
«Click here to add an IP address> 5
Up 7
7
Dowin

] Click here to add the IP address .

I‘,'-seart| 2 @B [EE Command Prompt || % pco1 - 10.1.70.200 - .

Repeat to add ns2.example.com
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ction View Help

CIERELEEEN EIFEE

Name Servers e

cm

| Forward Lookup Zones

+ 2] _msdecs EXAMPLE.CC

1 -] EXAMPLE.COM
b 2] _msdcs

DomainDnsZone:
ForestDnsZones
mgmt

sitel

site2

| Reverse Lookup Zones
1 Trust Points

1 Conditional Forwarders
i) Global Logs

LRI -

CRLROEE

" BE

You can select one or more name servers to host the delegated zone.

Name

21 _msdes

1 _sites

O tep

2 _udp

1 branch01

"l DomainDnsZones

| ForestDnsZones

1 mgmt

1 sitel

1 site2

[ 1{same as parent folder)
[ 1{same as parent folder)
[ 1(same as parent folder)
] (same as parent folder)
] clientm

[]dem

Flns1

[lns2 Host (4) 19851.10040

Specify the names and IP addresses of the DMS servers you want to have host the
zone.

Name servers:

Server Fully Qualified Domain Mame (FQDN) 1P Address
ns1.example.com, [203.0.113.8]

4. Also add “ns2.example.com - 198.51.100.40”
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1. 70.200 - Remote Desktop Connection

View Help

XEG= B0 3 ] 52[ Enterthe name of a DNS server that is authorkative for this zone.

rward Lookup Zones
_msdesEXAMPLE.CC|
EXAMPLE.COM
[ _msdcs

0 _sites

O tep

2 _udp

1 branch?1
1 DomainDnsZones
] ForestDnsZones
1 mgmt

0 sitel

0 site2

werse Lookup Zones
15t Points

nditional Forwarders
rbal Logs

" IBE

Name

1 _msdes 4
= sites

2 tep

= _udp

) branch01 ‘
] DomainDnsZones
) ForestDnsZones

I mgmt

] site

] site2

[ ] (same as parent fold
[ ] (same as parent fold
[ | (same a3 parent fold
[ ] (same as parent fold
] cliento?

[ ]ded

Flns1

r] nsd

Host (&)

19€.51.100.40

5. Make sure both ns1.example.com and ns2.example.com are added
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0.1.70.200 - Remote Desktop Connection

on View Help

NmMXEcez Bm i@aa

You can select one or more name servers to host the delegated 2one.

Name
n 1 _msdcs
Forward Lookup Zones || (9] sites Specify the names and IP addresses of the DNS servers you want to have host the
2l msdes EXAMPLE.CC| tep delegated zone.
| EXAMPLE.COM -
a4 ) udp .
b G _msdes ) branchl Nuna__w_.__
p ] _sites = : Fully Qualified Domain Name (FQDN) IP Address
. . DomainDnsZones [203.0.113.8)
b tep - ,0.113,
b B _udp :4 ForestDnsZones [196.51.100.40)
b | branchOl - mgn;nt
p () DomainDnsZones| "Iu
b ) ForestDnsZones || — site2
b ) mgmt [l same as parent folder)
b ) sitel r](same as parent folder)
b site? r](same as parent folder)
Reverse Lookup Zones [] Gsame as parent folder)
Trust Points [ clientm
Conditional Forwarders [_| ded
Global Logs [ lns
[ns2 Host (&) 198.51.100.40
mw >
= @
> OB R
6. Click “Finish”
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Lo DCO1 - 10.1.70.200 - Remote Desktop Connection

o DNS Manager
File Action  Wiew Help

e 2mXEc= BHm 8@

2 DNS Mame Type Data Timestamp
4 5 Dco -
4 | Forward Lookup Zones

bl _msdes EXAMPLE.CC

4 ] EXAMPLE.COM = Completing the New Delegation Wizard
b _misdes
b [ _sites -y
b [ tep = re You have successfully completed the New Delegation
b _udp :
b [ branchOl ol . You specified the following settings:
b [ DamainDnsZaney| Name:  Qslb.EXAMPLE.COM
p | ForestDnsZones || 1
b 5] mgmt 1 To close this wizard and create the delegation, click Finish,
Bl sitel
bl sited 1:00:004

b Reverse Lookup Zones B00:00 4
B Trust Points
p | Conditional Forarders

3 m Global Logs

<| " | [>

4.8.3 CNAME

A CNAME (Canonical name record) functions as an alias for another domain name. Create a CNAME
for “www” an as alias to www.gslb.example.com. When configured, this will result in a query for
www.example.com to be directed to the name www.gslb.example.com where a subsequent A record query
will be resolved.

1. Make sure “Forward Lookup Zones” and “EXAMPLE.COM” is expanded. Right click on “www”, and
select delete.

4.8. Delegation 217



DNS Documentation

- —
& DCo1 - 10.1.70.200

File Action

View Help

Remote Desktop Connection

es2mXT=2Bm iEa

2 DNs
4 § pcm
a

7] Forward Lookup Zones
b 2] _msdecs.EXAMPLE.CC|
4 | EXAMPLE.COM

4

T T T STV

Reverse Lookup Zones

Conditional Forwarders

2 _msdcs
O _sites
tep
_udp
branch{i

mgmt
sitel
site2
gslb

ICEECEEEREE

T

3

b . Trust Points
[0 |

B

DomainDnsZones
ForestDnsZones

Right Click -
<| [

De

>

Mame Type Data Timestamp

1 _msdes

2 _sites

= tep

O _udp

1 branchDl

]l DomainDnsZones

7l ForestDnsZones

1 mgmt

1 sitel

1 site2

2 gsib

Q {same as parent folder) Start of Authority (S0A) [152], dcOl.example.com.,... static

D (same as parent folder) Name Server (NS) dc0l.example.com. static

£l (same as parent folder) Name Server (NS) nsl.branch0l.example.com. static

] (same as parent folder) Host (&) 10.1.70.200 6/26/2017 12:00:00 2
£ clienti Host (&) 10.1.71.100 6/26/2017 12:00:00 £
Eldcn Host (&) 10.1.70.200 static

Elnn Host (A) 203.0.113.8

Elns2 Host (&) 198.51.100.40

| Delete |

lete Help

Deletes the current selection.

2. Right click on “EXAMPLE.COM”, and select “New Alias (CNAME)”
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,‘-:_ DC01 - 10.1.70.200 - Remote Desktop Connection

File Action View Help

2lE XE 6 lm[a New Alias ( CNAME)

5., DNS
a § pco
4 ] Forward Lookup
b o) _msd
4 ‘:j
3 “j ms
B
v 3
3
(o]
[0
(]
v 3 _
4 Domain...
b
b 21 gslb
b ] Rewverse Look All Tasks
b 0 Tustpoms |y,
p ) Conditional §
b (g3 Global Logs Delete
Refresh
Export List...
Properties
Help

e aE |

Start of Authority (S04)
Name Server (NS)
Name Server (NS)

Host (8)

Host (&)

Host (&)

Host (&)

Host (&)

Data

[152], deD.example.com.,...

dc0l.example.com.

ns1l.branchDl.example.com.

10.1.70.200
10.1.71.100
10.1.70.200
203.0.113.8
198.51.100.40

Timestamp

static
static
static
6/26/20M7 12:00:00 4
6/26/2017 12:00:00 4
static

Create a new alias resource record.

3. Add “www - www.gslb.example.com”

4.8. Delegation
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2

File Acton View Help

e nmXBc= Hm 83

Z DNs
a4 § DCo
a | Forward Lookup Zones
b =] _msdes.EXAMPLE.CC
4 _4 EXAMPLE.COM
b o1 _msdes
b L _sites
b 0 tep
p 0 _udp
b 1 branchOl
b 1 DomainDnsZone:
p 1 ForestDnsZones
B ] mgmt
p [ sitel
p [ site2
t 1 gslb
b ) Reverse Lookup Zones
B [ Trust Points
p | Conditional Forearders

3 rﬂ Global Logs

<1

m [ 1>

DNS Manager

MName Type Data Timestamp
A _msdecs
1 _sites
1 _tp
3 _udp
2 branch(n

] (same as paren WWW GSLB_examPIe.CGm

] clientm YWYV,

El dcon [C] Alow any autherticated user to update all DNS records with the same
i—lnsl name. This setting apples only to DNS records for a new name.

Elns2

4.8.4 Results

From the Jumpbox use “dig” from the CMD prompt

Do not specifing an IP address to the dig command, DNS requests will use the locally configured DNS
server (the DCO1 server).

The results will be similar to that of the image below. The first request for the CNAME www.example.com
was resolved to a CNAME of www.gslb.example.com, and the DNS server also inserts the resolved CNAME
to 203.0.113.9; the IP address of gtm1.site1. A subsequent DNS query resolved to 198.51.100.41 which
follow the round-robin algorithm configured on the pool.
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Command Prompt

UGG : “lUserssuser . EXAMPLE>dig www.example .com
i €{>» DiG 9.3.2 <<>> wwu.example.com
itd sS globhal options: printcmd
Got answer:
>>HEADER<<— opcode: QUERY. status: NOERROR. id: 687
J Stz fFlags:- gr aa »d va; QUERY:- 1. AMNSWER: 2, AUTHORITY: 8. ADDITIONAL: @
— 33 QUESTION SECTION:
] ; vuy . exanple .com. IN ic ati
_& AL P pplication
33 ANSWER SECTION: 1€
s v .example .com. 3608 IN CNAME wuww.gslb.example .com. =
- La v . gslb.example .com. 29 IN A 283 .8.113.9 1€
33 Query time: 46 msec
SERUER: 18.1.70.200#53¢108.1.70.288>
WHEN: Mon Jul 38 11:17:88 2018
HEG SIZE wcud: 72
C:xUzserssuser.EXRAMPLEXdig www.example .com
€2 DiG 9.3.2 <<>> wwu.example.com
; global options: printcend
Got answer:
—>>HEADER<<— opcode: QUERY, status: NOERROR. id: 593
flags: gr aa v»d va; QUERY: 1, ANSWER: 2, AUTHORITY: @, ADDITIONAL: @
53 QUESTION SECTION:
swuw.example .com. IN
33 ANSWER SECTION:
wwy . example .com. 36808 IN CHAME v = g5 Ab.exanple .com.
www . gs lb.example .com. 29 IN A 198.51.1688.41
Query time: 31 msec
ERUVER: 18.1.78.208#53<108.1.78.288>
WHEN: Mon Jul 38 11:19:35 2818
HS8G SIZE wcud: 72
= pe .EXAMPLE>
Lf'Start = BIG-IP® - bigip1 .site2.&... |§user@dock&r:~ | = [m Command Prompt F.‘_‘.DCUI-10.1.?D.ZDD-R3...
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gtm1.site1.example.com

MELG!
.13

| ONLINE (ACTIVE)
| standalone

DNS » GSLB : Wide IPs : Wide IP List

1+ ~ | Wide IP List

@DHS | |~| Status « Name + Type | + Aliases

] Q www.example.com A www.gslb_exan

Delivery

Setti Data Centers
Servers
@ Acceleration
Links
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DNS Documentation

Partition

Statistics » Module Statistics : DNS : GSLB

£ - | Traffic Summary ~ | DNS 5 riber M ent | Network
Dashboard
Module Statistics Display Options
Analytics Statistics Type
Performance Data Format |N0nna|ized .
Auto Refresh |Disableﬂ . Refreshl
"5 1Apps
i Search| | Reauests ||
gnns ‘Status‘AWidelP |T¥De‘Parti.ti.onJP eia Pools ‘Total|Resul\red‘Re1
j ﬁj Acceleration O @ wwwexample.com A Comman lew.. 44 44 0
Reset |

% Device Management

22 o For more details click

EJ System

Note: Geographically redundant Web service by using BIG-IP DNS have been configured. Great job!

TMSH

tmsh show gtm wideip A www.example.com detail
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ll £ gtm1.51TEL
[rootlgtml:ictive:Standalone] config # Emsh SHOW GEm Wicsip A Wm sXample  Som dstail

! available

1 Balancing
ferred
Alternate

Fallback

Srtacus
Availability : available
State : enabled
Reason : Monitor /Common/bigip from 203.0.113.5 : UP
Destination : 203.0.113,.9:443
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TMSH
tail -f /var/log/ltm

] s R - 4 a1 o o -

ol 1nro Coool L ‘ - . gid 291 from

from

oghinl 10l 0 Cobn| L1760 ‘ E -2 i 2 rs Lo L=2o

4.9 Failure Condition

Having followed the excercises up to this point will have resulted in the creation of an active/active disaster
recovery topology. An alternating response is received when querying www.example.com. From the com-
mand prompt in the Jumpbox type “dig www.example.com”. Repeat dig commands and observe the TTL
counting down.
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agility_prv...

53 MSG SIZE pcwed: 72

C:nUserssuser EXANPLE>dig www_example .com
» wuwoTHamp la _aom
printcmd
D — opcode: QUERY. status: NOERROR, id: 838
ags: gqr aa rd ra; QUERY: 1. ANSWER: 2, AUTHORITY: A, ADDITIONAL: B8

;5 QUESTION SECTIOM:
swuw.example .com. IN

:» HNSWER SECTIONM:

|uuu. mple.com. 3688 IN CNAME wuw.gslb.example ..com.

38 IN A 203.9.113.9

Mozila Firefu.« e h.example.com.

wery time- Ji mscco
SERUER: 18.1.78.20F453¢10.1.70.2608>
WHEN: Sun Jun 25 21:37:31 2017

;3 MEG SIZE wrcud: T2

C:slse ser.EXPIPLE}dig www.exam

Listart| 2 EIGIPG®-gimtstezex. | ., (O] € [@d Command Prompt % %001 -10.1.70.200 - Re... |

Log into both the Active and the Standby ADC device in SITE1 and disable all interfaces.
https://bigip1.site1.example.com/tmui/Control/jspmap/tmui/locallb/network/interface/list.jsp

https://bigip2.site 1.example.com/tmui/Control/jspmap/tmui/locallb/network/interface/list.jsp
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_site1 example.com

]| ONLINE (ACTIVE)

Network » Interfaces : Interface List

7y - Interface List Inte Viiroring | LLDP
I
/e statistics
"5 iapps
T4 Local Traffic

R RRJR -

Routes

i

Self IPs

Click "Disable™

TMSH command to run on bigip1.site1 and bigip2.site1 to simulate a network failure

TMSH
tmsh modify interface all disabled

Log into gtm1.site1 and observe the status of “Server” objects:
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ostname: gtm1.site1.example.com
10.1.10.13

I ONLINE (ACTIVE)
Standalone

DNS » GSLB: Servers : Server List

5 -~ ServerList Tru

65 ons v| ] status = Name Devices A
Delivery 0O @  gmisitet_server ; ot
GSLB O Q gtm1 site2_server 1 1¢
O 43 site1 i 9 2
Zones 2
Caches 0 @ ste2n 5 N
1¢
Settings

Acoelemﬁon
) Device Hansgement Sitel HA pair is Down

£2) Network

https://gtm1.site1.example.com/tmui/Control/jspmap/tmui/globallb/server/list.jsp

TMSH

tmsh show gtm server
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Windows' system32 cmd.exe
C:sWindowsssysten32 Pdig www_example .com
5 << DiG 92.3.2 <32 wuwuw.example.com

;7 global options: printcmd
55 Got answer:

i3 —>>HEADER<<- opcode: QUERY. status: MOERROR.

id: 1794

;, flags: gr aa rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: B. ADDITIONAL: @

55 QUESTION SECTION:
swuw.example .com. IN

55 ANSWER SECTION:
www .exanmple .com. JoBa IN
wwv .gslb.example .com. 29 IN

55 Query time: 260 msec

;: SERUER: 18.1.70.280#53<16.1.70.2808>
;3 WHEN: Thu Aug B89 23:28:16 2018

;7 MEG SIZE wpcud: 72

C:sWindowsssysten32*dig www_example .com

5 40> DiG 2.3.2 <3 www.example.com
;5 global options: printcemd

53 Got answer:

55 —2>HEADER<<— opcode:q

;3 ANSWER SECTION:
bit) v . example .com. JoBa IN
wwv .gslb.example .com. ia IN

55 Query time: 31 msec

SERUER: 1@8.1.78_208#53(18.1.78.2088>
57 WHEN: Thu Aug B89 23:24:16 2018
;3 MEG SIZE wpcud: 72

2]

CHAME
A

f‘startl = Failure Condition — Refe... " B C:'\Windows'system3... @ gtm1.SITEL

WHW. YT AN CXAlpL 2 . COM.

198.51.180.41

jue

T = g5 LI - CRAMPFAE . COM.

198.51.180.41

|‘@ user@docker: ~fexample. .. |‘§ gtml.5

Log into bigip1.site1 and bigip2.site1 and enable all interfaces

https://bigip1.site1.example.com/tmui/Control/jspmap/tmui/locallb/network/interface/list.jsp

https://bigip2.site 1.example.com/tmui/Control/jspmap/tmui/locallb/network/interface/list.jsp

TMSH

tmsh modify interface all enabled

4.10 Rest API

4.10.1 Authenticate

From the Jumpbox using the Postman application navigate to the “API” section under the Collections on the

left.

Note:

Config Sync has been enabled in previous lab tasks. All of the iControlREST configura-

tion changes will be performed only on gtm1.site1 and changes will automatically synchronized to

gtm1.site2

1. Reveal the navigation panel in Postman

4.10. Rest API
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28 example.com_workspace v & Invite @

Q Filter o o ) example.com_environment
Test Setup  Verify Aut  Set Authe  Get GTMF CreateaV Aut X Authentic  Init

History Collections
» Authenticate and Obtain a Token gtm1.site1 |

El
POST ~ https:ifi{etm 1. s 1 rmemtghared/authnflogin Params
" Egg and the

0re e 't} - iy ) cript Tests @

|
rify ntlca!wr!w ] =
Inigrit auth fror (e —
PATCH  Set Authentic, T okE il - N an

This request is not inheriting any authorization helper at the moment, S

The authorization header will be lection t th v thorization hel
- collection to use the parent's authorization helper.
Create Pool gtn.sitet automatically generated when F !

- wou send the request, Learn
Create Wide-IP gtrn1.sitel ¥ 9
more about authorization

GET  Find Pool Syntax

GET  Find Pool Syntax Pt.2

TS caders ast Results tatus: 200 OK ime: 582 ms
GET  Find Pool Syntax Pt.3 Body Sockiez)i2] hleade ][22 T (L St 2000 fime: sezms

PATCH Change LE Method Wi

C ge LB Metho 1 mQ
PATCH  Change LB Method FTP S e ! e Ct t h e

"username": "admin" ,
10g1nReFer‘ence
"link" h‘tt ps: Iflocalhos‘t Jmgmtsemisystemfauthn/providers flocalflogin®

page-tcon...

f}startl = @ Authenticate — Referen. .. | BE CHiwindows!system32Zic... "9 Postman

(¥}

*m-{-w

Build Browse v

‘@ gtm1.5ITEL L@ user@docker:~fexample. .. | %‘) DCotL -1

2. Click on “Authenticate and Obtain Token from gtm1.site1”.

—
7 requests

Authenticate and Obtain a Token gum 1 site e

GET  Verify Authentication warks gt site1
PATCH Set Authentication Token Timeout gtm1 site1
Create Paol g site1
Create Wide-lP g1 sitet
PATCH Change LB Method WWW

PATCH Change LB Methad FTP

3. Click on the “Send” button in the top right.

exarmple.com_enviranmment v (o4 #
Get GTME Create gl

Examples (0] =
Params Save T

Cookies Code

4. Open the respone body and observe the received token. The token value is dynamic and your re-

sult will not be the same as illustrated below. The token received will be used for all subsequent
authenticated actions with the BIG-IP DNS.
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POST ~ httpsui{{etml site 1 - mermtsharedfauthnflogin
Pretty J50M - rs.
1~
2 "username"”: "admin",
ERd "loginReference":
4 "link": "https:s/localhost/mgmtscm/systemsauthn/providers slocalyslogin®
5 ts
& "loginProviderfame": "local”,
i "token":
B oken": "IKS4KQEQECEEASIUHUADMOWSXEN ™,
9 "name": "IKSAKQEQECEBASSUHUAOHOKSYW",
1@ " U5 EF el ity
11 "authProviderName": "local",
12 = "user":
13 "link": "https:s/localhost/mgmtfsharedfauthz/users/admin”
14 ts
15 "groupReferences": [],
16 "timeout": 120,
17 "startTime": "2@18-@8-@7T711:4@:20.671-da@a",
18 "address": "1@2.1.1@.1le@",
19 "partition": "[&11]",
2@ "generation": 1,
21 "lastUpdateMicros": 1533656428670671,
22 "expirationMicros": 153365762867122Q,
23 "kind": "shared:authz:tokens:authtokenitemstate",
24 "selflink": "https:ss/localhost/mgmtssharedsauthz/tokens fIKSAKQEQECEBRASSUHUAOMOMEXY "
25 ts

4.10.2 POST

Authentication tokens have been acquired in the previous step, and will be used to create new BIG-IP DNS
configurations. A new FTP service will be created, which includes the automated creation of a new pool
and a Wide-IP.

Using the Postman application, select the “API” collection, and navigate to each of the next 4 requests and
click Send for each.

e
7 requests

Authenticate and Obtain a Token gt site]

T Verify Authentication works g Sl

FATCH Set Authentication Token Timeout gim s/ 0

Create Pool gim site]
Creste Wide-|IP gtm 1 site’

patcH Change LB Method WWwW

PATCH Change LB Method FTP

Once complete, login to gtm1.site1 via Web interface and look for the new configuration elements to confirm
that they were successfully created. Do the same on gtm1.site2.

4.10.3 Results

Now lets test the new service we created. The related configuration on the BIG-IP LTM and on the Microsoft
DNS server are already complete for you. Open up FileZilla from your client workstation and connect to the
DNS service ftp.example.com. This is a CNAME for ftp.gslb.example.com.

Note: Use FTP credentials admin/admin
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Fz admin@ftp.example.com - FileZilla
File Edit ‘iew Transfer Server Bookmarks Help  Mew wersion available!

TR XL Taee
Hast: IFtp.exampIe.com Username: Iadmin Passward: I'""l Part: I Cuickeonneck Ivl

-

Status:  Resaolving address of Fep.example.com

Status:  Connecting ko 203.0,113.9:21...

Status:  Connection established, waiting For welcome message...
Status:  Insecure server, it does not support FTP ower TL3,
Status:  Loggedin

Status:  Retrieving direckory lisking. ..

Status:  Calculating timezone offset of server. ..

Status:  Timezone offset of server is 0 seconds,

Status:  Directory listing of "fhomefadmin” successful

You've just successfully created a new highly available service on BIG-IP DNS all with only a few very
simple APl commands.

4.10.4 Active/Standby

Create a brand new configuration element that is relevant to a disaster recovery design, where site 2 is
converted to a standby site.

In order to make site2 a standby site, modify the load balancing method of each of its pools from “Preferred”
to “Global Availability”. Demonstrate the behavior using the dig command on the Jumpbox. For more
information on GSLB load balancing please refer to the link below.

Open Postman and send both of the patch commands below.

ey
7 requests

Authenticate and Obtain a Token gtm1.site
ST Verify Authentication works gtm sitel
PATCH Set Authentication Token Timeout gtm1.site!
Create Pool gimi sitel

Create Wide-IP gt sitel

gaTCH  Change LB Method WWW
BATCH Change LB Method FTP

Login to the web interface of both gtm1.site1 and gtm1.site2 to witness the change. Confirm with dig
that the load balancing method is working as intended, what has changed? You should now be seeing a
consistent DNS respone when querying either ftp.example.com or www.example.com instead of the round
robin behavior.

4.10.5 API Extras (Optional)

In Postman, feel free to browse the other collections and experiment with additional REST commands.

Note: Please note that some of the commands in the collections may not be working. Challenge
yourself and fix one or two !
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API

7 requests
T s APIENTES
3 requests
T DNS
67 requests

s DNS:Availabilty

12 requests

. F3_Postman_Workflows
>
47 requests

F5 supports many APIls (Application Programmable Interfaces) including TMSH, WebUI, iControlREST,
iControlLX and SNMP to name a few. In this task, the example company will deploy an additional service
for FTP which requires geographic high availability. Postman will be used to execute configuration changes
on the BIG-IP, which uses the iControlREST interface.

Note: We are using Postman for demonstration purposes. All of the REST commands could also
be issued via curl if desired.

# Postman
File Edk View Help

BN New -~ as example.com_workspace ¥ & Invite @'

example.com_g

Authentic  Werify Aug at Sofrw  gim_sertir  Set Sgutepw Step 10 HT =.1!J! P‘!a;- ®  Srepgal Ve
ent dostman
> crmwe.w.gtpen t_h_g L gSt_ e L 4y

PNST - hitto s et .site g meEmbitrnegm ':I-'_Jfa - !! Params I
S \pplication
%, DCOL.ADP ‘ N A9 i1
FilezZilla -
22 PuTTY (64-bit) Do
€ Google Chrome 3
% Remote Desktop Connection p | Downloads
request is notinheriting amy auth
Recent lkerrs 3 the parent’s
Compuker
3

Control Panel 3

Devices and Prinkers

Duef sk Programs

Administrative Tools 3

Run...
* Al Programs ‘Windaws Security

| ms and files |#2)|  Logoff Pl
,,,,,, s (2 Rest aPl —Reference A... | @l C:iindowslsystem32ic... [l

4.11 Congratulations

You have successfully completed the ‘Data Center Availability Services Using BIG-IP DNS’ lab.

4.11. Congratulations 233



DNS Documentation

234 Chapter 4. Class 3 - Data Center Availability Services Using BIG-IP DNS



Class 4 - EDNSO client subnet

This class covers the following topics:
» Understanding edns0 as implemented by 5
+ Configuring edns0 client subnet on a listener
+ Configure a wide-ip with topology resolution to allow for edns0 resolution
+ Reviewing the different edns0 setting and the logs created for any differences in the new release.

Expected time to complete: 2 hours

5.1 Getting Started

Please follow the instructions provided by the instructor to start your lab and access your jump host.

Note: All work for this lab will be performed exclusively from the Linux jumphost. No installation or
interaction with your local system is required.

5.1.1 Lab Topology

The following components have been included in your lab environment:
» 2 x F5 BIG-IP VE (v14.0) DNS GSLB engines
* 1 x F5 BIG-IP VE (v13.1) central Router
* 1 x Linux server (ubuntu)

* 1 x Linux Jumphost

Lab Components

The following table lists VLANS, IP Addresses and Credentials for all components:
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Management: 10.0.1.240

Component VLAN/IP Address(es) Credentials

igip-dc in/f

bigip-de - Management: 10.0.1.245 admin/E5edns0
» External: 10.1.0.245

igip-dc2 dmin/f5edns0

bigip-de - Management: 10.0.1.246 adminftoedns
« External: 10.2.0.245

bigip-router admin/f5edns0

Linux Jumphost

Management: 10.0.1.50

ubuntu/supernetops

ubuntu server

Management: 10.0.1.253

ubuntu/ubuntu

Follow these steps to get your lab started:

1. Open a browser and visit http:/training.f5agility.com

2. Enter your class number (instructor will provide this) and your student number.

3. You should now be seeing the class portal and can now access the RDP and lab resrouces.

WELCOME TO THE AGILITY 2018 LABS.

Enter your class number and your student number.

ABOUT F5
Corporate
Information
Newsroom
Investor Relations

Careers
Contact Information
Marketing Guidelines

Class #:

EDUCATION F5 SITES
Training F5.com
Certification DevCentral

F5 University Support Portal
Free Online Training Partner Central
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Welcome

Welcome to F5's Automation, Orchestration and Programmability Training series.
The intended audience for these labs are Super NetOps and DevOps engineers that
would like to leverage the various programmability tools offered by the F5
platform. If you require a pre-built lab environment please contact your F5

account team and they can provide access to environments on an as-needed basis.

The content contained here adheres to a DevOps methodoelogy and automation
pipeline. All content contained here is sourced from the following GitHub
repository:

https:/github.com/f5devcentral /f5-automation-labs/

Bugs and Requests for enhancements are handled in two ways:

* Fork the Github Repo, fix or enhance as required and submit a Pull Request
o https:/help.github.com/articles/creating-a-pull-request-from-a-fork/

* Openan

Teron chttnes Flaithoh ramfFEdmiirant eal JFE andamatinm Tahe fierines  ibhi

Stopping in: 02:43 (hr:min) All VMs: / (2]

BIG-IP B Linux Jumphost iWorkflow

SSH: 129.146.151.219 SSH: 129.146.91.23 SSH: 129.146.147.110
Port: 22 Port: 22 Port: 22

To start your lab you will want to log into the linux jumpbox. From this you can then do all of the exercises in
the lab. To log into the jump box for the lab start your session and access the jumpbox via RDP. Once the
RDP window is open then just click to log in the “supernetops” user. You should not need a password.
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Login to Linuxumphaost

connecting

A
Session |Super-NetOps |
L

Cancel

5.2 Module — EDNSO and client subnet

EDNSO client subnet - RFC 7871

Problem: With the GSLB solution from f5 it is possible to use DNS to determine the geographical location of
the user. We can’t use the IP address of the client for this, because it is masked by the DNS resolver, and so
the dns engine uses the IP address of the DNS resolver instead. In case of the Google DNS or OpenDNS
servers, for many end users those servers are not close to them, simply because these providers don’t have
servers in every country and every ISP’s network. For example, OpenDNS does not have DNS servers in
South-America. Someone in Brazil using OpenDNS will likely hit their resolver in Florida. The F5 will then
think the user is in Florida and as a result it will serve content to the user from a server far away (Florida,
not Brazil) resulting in a slow, high latency experience.

Solution: To mitigate the problem of DNS based geo-targetting, Google proposed a technical solution to the
issue in an IETF draft Client subnet information in DNS requests. This is an experimental DNS extension
that allows DNS resolvers to pass the client’s IP address (or part of) to compatible authoritative DNS servers.
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The F5 DNS server can then use this information to better determine where the end user is. Google DNS
and OpenDNS implemented this solution as part of the Global Internet Speedup initiative in August 2011.

The drawback is the experimental nature of the spec and limited support in existing DNS server software.
Only OpenDNS and Google Public DNS seems to support it on the resolver side, but NOW with v14 of
TMOS F5’s DNS GSLB solution can use the Client-subnet options for decision making!

5.2.1 Lab - Setup lab and get logged into the components

This lab you will log into the jumpbox and then log into the east and west f5 dns nodes and inspect.

Task — Review basic configurations

In this task you will open a web browser and navigate east and west nodes.
Follow these steps to complete this task:
1. Log into the jumphost with the credentials provided in the setup section.
2. Open your web browser in the jumphost window.
3. Navigate to the east DC F5 and open another tab for the west DC.
4. Login with the username and password from the setup section.
5

. After logging in take a look at the different settings for the interfaces and ip addresses and examine
things to become comfortable with the enviornment and the two devices.

Task — Review the DNS profile

In this task you will review the dns profile used on the listeners and take note of any non-default configuration
options. You will see three major changes. One of them is very important to EDNSO client subnet operation,
make sure that you understand that there is no button labeled “EDNSO0” of any sort.

Follow these steps to complete this task:
1. Navigate to “DNS : Delivery : Profiles : DNS

2. Click the dns_nobind_edns0 profile and examine the options set.
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Hostname: gtm_west.i5demo.com Date: Jun 18, 2018 User: admin T A
IP Address: 10.0.1.245 Time: 2:58 PM (PDT) Role: Administrator Partition: (LTI

f | OMLINE (ACTIVE)

DNS » Dellvery : Profiles : DNS »» Properties : dns_nobind_edns0

General Properties

@ DNS Name dns_nobind_edns0
Delivery Partition / Path Commeon
GSLB Parent Profile | dns %]
Zones Denial of Service Protection Custom
Caches Rapid Response Mode [ Disabled 4| (]
Settings Rapid Response Last Action [Drop %]
@ Local Traffic Hardware Acceleration
Protocol Validation | Disabled 4 |
Acceleration =—
Response Cache | Disabled 4|
@ Device Management
DNS Features
‘ Shared Objects DNSSEC ["Enabled #|
S Network GSLB [ Enabled #|
DNS Express [ Enabled %|
System DNS Cache [ Disabled #|
DNS Cache Name [ Select... 4|
DNS IPv to IPv4 [ Disabled 4]
Unhandled Query Actions [Allow 4|
Use BIND Server on BIG-IP /
lper Source IS0 | Eratid ¢| A —
DNS Traffic
Zone Transfer | Disabled 4 |
DNS Security [ Disabled 4| (]
DNS Security Profile Name [ Select... 4|
Process Recursion Desired | Enabled 4|
Logging and Reporting
Logging [ Enabled 4| *——
Logging Profile [ dnslog_profile 4|
AVR Statistics Sample Rate ]

Update Delete...

Task — Review the DNS Logging profile

Follow these steps to complete this task:
1. Navigate to “DNS : Delivery : Profiles : Other : DNS Logging “

2. Click the dnslog_profile profile and examine the options set.
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3. Examine the log publisher by navigating to “System: Logs: Configuration: Log Publishers” and click
on “local-log”

Hostname: gtm_west.i5demo.com Date: Jun 19, 2018 User: admin Partitinr'm
IP Address: 10.0.1.245 Time: 3:04 PM (PDT) Role: Administrator S

| OMLINE (ACTIVE)

DNS » Delivery : Profiles : Other : DNS Logging

¥+ ~ | DNS Protocol - | Other
ot 1A
= o "' | Search Create...
@ DNS | + Name |¢ Log Publisher | + Application | + Partition / Path
) [ dnslog_profile local-log Common
Delivery
Delete
GSLB -
Zones
Caches
Settings

Hostname: gtm_west.i5demo.com Date: Jun 19, 2018 User: admin Partitinr'
IP Address: 10.0.1.245 Time: 3:10 PM (PDT) Role: Administrator o hd

f | OMLINE (ACTIVE)

System » Logs : Configuration : Log Publishers »: local-log

General
@ DNS MName local-log
Partition / Path Common
() Local Tratfic
Description |

( 23) Acceleration

Log Destinations

@ Device Management Selected Available
/Common /Common
. local-syslog << alertd
Wp Shared Objects Destinations lacal-db
==
£2) Network
System Update Delete...

Task - Open a terminal session to view the log output

Follow these steps to complete this task:
1. Open the terminal application on the jumphost

2. Log into the GTM east and west in different windows via ssh using the admin login and use the
following command to tail the log file.

tail -f /var/log/ltm
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[ NoN ] 1. gtm_west (ssh)

bill@ubuntu

5.2.2 Lab — Examine GSLB objects

In the previous lab we reviewed the basic config and then set up a couple of terminal sessions to watch the
dns logs. In this lab we will move forward and examine the GSLB objects that are set up, inspect listeners
pool members and other GSLB objects

Task — Examine the DNS listeners and their profiles

In this task we will examine the listeners set up and make sure the dns profiles are set up correctly.
Follow these steps to complete this task:
1. On both east and west F5s take a look at the listeners and remember the IPs as you will need them..

2. Navigate to DNS >> Delivery: Listeners: Listener List and select the listener your interested in
viewing.

3. Make sure that the right dns profile is selected for the listeners. Also are there two listeners?
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Hostname: gim_west.i5demo.com Date: Jun 18, 2018 User: admin Partitinr'
IP Address: 10.0.1.245 Time: 3:23 PM (PDT) Role: Administrator o hd

| OMLINE (ACTIVE)

DNS » Delivery : Listeners : Listener List :» Properties : udp_listener

3 ~ Properties Load Balancing iRules Statistics
1
T} iapps
General
@ DNS MName udp_listener
Partition Common
Delivery
Description
GSLB
Zones State | Enabled % |
Caches Listener: | Basic *
Settings Type: Host( ) Network
Destination br °
Address: 10.1.0.245
() Local Tratfic e —
VLAN Traffic | All VLANSs ]|
— ——_
Acceleration . [‘Basic &
@ Device Management Protocol | UDP 4]
DNS Profile | dns_nobind_edns0 %/
‘ Shared Objects ———
Update Delete...
E2) Network
System

Task — Review the DNS GSLB server objects

In this task we will review the servers used in the GSLB configuration.
Follow these steps to complete this task:
1. Navigate your browser to DNS >> GSLB : Servers

2. Inspect the servers. Identify the servers and the underlying objects associated with them.

3. What is the state of the servers , green?
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Hostname: gtm_west.iSdemo.com Date: Jun 18, 2018 User: admin Partitinn'm
IP Address: 10.0.1.245 Time: 3:24 PM (PDT) Role: Administrator -

f | OMLINE (ACTIVE)

DNS » GSLB : Servers : Server List
% ~ Server List Trusted Server Certificates | Statistics

o 1A
'3 3= |’ I Search Create...
@ o | |~ Status |A Name | Devices | Address |¢ Data Genter | Virtual Servers | Product * Pariftion / Path
) O Q gtm_east 1 10.2.0.245 east_dc 1 BIG-IP System Common
Delivery =
Q gtm_west 1 10.1.0.245 west_dc 1 BIG-IP System Common
GSLB
Enable | Disable || Delete...
Zones
Caches
Settings

Task — Review the DNS GSLB Data Center objects

In this task we will review the data centers used in the GSLB configuration.
Follow these steps to complete this task:

1. Navigate your browser to DNS >> GSLB : Data Centers

2. Inspect the data centers.

3. What is the what happens when you disable a DC? Discuss.

Hostname: gtm_west.i5demo.com Date: Jun 18, 2018 User: admin Partitinr'm
IP Address: 10.0.1.245 Time: 3:25 PM (PDT) Role: Administrator o

| ONLINE (ACTIVE)
|

DNS » GSLB : Data Centers : Data Center List
Data Center List | Statistics

1
iA
@ R * Search Create...
@ DNS | [+ Availability | « Name |¢ Location | Links | Servers | “ Partition / Path
- ] Q east_dc 0 1 Common
Delivery =
Q west_dc 0 1 Common
GSLB
Enable || Disable || Delete...
Zones
Caches

Task — Review the DNS Pools and examine the LB algorithm

In this task we will review the pools used in the GSLB configuration.
Follow these steps to complete this task:

1. Navigate your browser to DNS >> GSLB : Pools

2. Inspect the Pools and understand their algorithm.

3. What is the what happens If you changed this ? would it make a difference? Discuss.
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Hostname: gtm_west.i5demo.com Date: Jun 18, 2018 User: admin Partition:
IP Address: 10.0.1.245 Time: 3:28 PM (PDT) Role: Administrator o hd

]| ONLINE (ACTIVE)
5 1

DNS »» GSLB : Wide IPs : Wide IP List » Members : app.fSdemo.com : A

Statistics 1+ ~ Properties iRules Pools Statistics
—
iApps
Pools
@ DNS Load Balancing Method Topology ]
Delivery Persistence | Disabled # |
GSLB Last Resort Pool [None 3|
Zones Update
Caches
Settings Pools ) Manage...
|A0rdar|E|Status|¢PoolNarne |Type|Flﬂno|Mernbe.rs
() Local Traffic 0O o ° sastpool A . ;
. O @  westpool A1 1

Delete...

Task — Review the GSLB WidelP and its configuration

In this task we will review the WidelP used in the GSLB configuration.
Follow these steps to complete this task:
1. Navigate your browser to DNS >> GSLB : WidelP
2. Inspect the WidelP and understand the configuration settings, LB algorithm, logging settings.

3. Do you notice anything new here? Use the built in help for the explination.
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Hostname: gtm_west.i5demo.com Date: Jun 19, 2018 User: admin o ,
IP Address: 10.0.1.245 Time: 3:28 PM (PDT)  Role: Administrator Partiion: e

| OMLINE (ACTIVE)
f5 i—

DNS » GSLB : Wide IPs : Wide IP List :: Properties : app.fSdemo.com : A

7+ ~ Properties iRules Pools Statistics
I
T} iApps
General Properties:
@ DNS Name app.fedemo.com
Partition / Path Commeon
Delivery
Type A
GSLB
Deseription
Zones
Caches Alias:
Settings Add
Alias List
[ Local Tratfic
Acceleration
Celete
@ Device Management Availability () Available (Enabled) - Available
State | Enabled % |
‘, Shared Objects
Minimal Response | Disabled 4|
£5) Network Return Code On Failure [ Disabled %
Syatem Prefer Client Subnet *—
Pool Selection
. . Pool Traversal
Load-Balan Deci
cing Decision Log Pool Member Selection
Pool Member Traversal

Update Delete...

Task — Review the Global GSLB settings for Client Subnet

In this task we will review the Global client subnet settings used in the GSLB configuration.
Follow these steps to complete this task:

1. Navigate your browser to DNS >> Settings : GSLB: Load Balancing

2. Under Topology, take a look at the “Prefer Client Subnet” option. ..

3. Open the help tab and take a look at the included documentation.
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Hostname: gim_west.iSdemo.com Date: Jun 18, 2018 Usar: admin
IP Address: 10.0.1.245 Time: 3:31 PM (PDT) Role: Administrator

| ONMLINE (ACTIVE)
| Standalone

DNS » Settings : GSLB : Load Balancing
% - | Delivery - GSLB

Load Balancing Defaults

Load Balancing Defaults

Static Persist CIDR (IPvd) a3z
£ Static Persist CIDR (IPv4)
Static Persist CIDR (IPvE) 128
) Static Persist CIDR (IPvE)
Res Fallback enden B
E] Respect Fallback pect — d
Dependency Ignore Path TTL -
EJ Ignore Path TTL Verify Virtual Server Availability
EJ Verify Virtual Server
Availability Topology
Longest Match
Topology Prefer Client Subnet *
Mote: These settings apply cnly if Update
you are using the Topology load
balancing mode.

EJ Longest Match

El Prefer Client Subnet

Specifies, when checked
(enabled), that the system uses
the edns0 client subnet option (if
one exists) instead of the source
address, when using topology load
balancing. When disabled, or if the
query does not contain a client
subnet option, the system falls
back to the source address. The
default is disabled.

When this option is disabled, the
Prefer Client Subnet option an
the Wide IP create or properties
page overrides the global setting.
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Task — Review the GSLB Topology records

In this task we will review the GSLB topology records used in the configuration.
Follow these steps to complete this task:

1. Navigate your browser to DNS >> GSLB : Topology: Records

2. Review the records and understand their use.

when you check out the topology records you will see that we have created a topology record that matches
the local subnet coming from the querier and then another record was added to simulate a different client
subnet sent by the dig query with edns0.

Hostname: gtm_west.{5demo.com Date: Jun 18, 2018 User: admin .
IP Address: 10.0.1.245 Time: 3:37 PM (PDT) Fole: Administrator Parition: (SN NR) m-

]| ONLINE (ACTIVE)

DNS » GSLB : Topology : Records

1+ ~ | Records Regions
. iApps
l'é o "‘ | Search Create... Change Order...
@ DNS | « Order | LDNS Request Source | Destination < Weight

Dei 1 IP Subnet is 10.0.1.0/24 Pool is eastpool K 1
elivery
2 IP Subnet is 1.2.2.0/24  Pool is westpool 1

GSLB

Delete...
Zones

Caches

Settings

5.2.3 Lab — Use DIG command to query with client subnet GSLB objects
In this lab, we will utilize the dig command on a linux machine to query the F5 dns engines and observe the
responses sent. We will change the options on the dig command to use the new client subnet option.

We will be using a new version of the dig command. My hope is you should be familiar with the general use
of the dig command from your previous work with DNS.

The new version of Dig is version 9.10 and it includes an option called the “edns-client-subnet” which allows
us to insert the client subnet in the query.

As the client itself cannot insert the client subnet in the query we use the dig command to simulate a query
coming from a LDNS which has already inserted the client subnet.

Due to the restrictions on lab resources we have tried to keep this lab of such a size not to be too large or
cumbersome, for this reason we will use the dig command instead of a LDNS.

Task — Log into the linux server and check out the new dig command

In this task you will open a terminal session and ssh to the linux server to use the local new version of dig.
Follow these steps to complete this task:
1. Log into the linux server at 10.0.1.253 using the user named ubuntu and the password ubuntu

2. Once logged into the linux server check out the linux dig command by typing dig -v

248 Chapter 5. Class 4 - EDNSO client subnet



DNS Documentation

3. Take a look at the following output dig -h | grep subnet

4. Now do a simple query for the wideip that is configured on one of the east or west DC listener IPs dig
@listener_IP app.fS5demo.com

O 1. bill@ubuntu: ~ (ssh)

subnet subnet

Task — View the query logs and observe the dig query

Now that we have the new dig command we are almost ready to do some querys but it would be nice to see
the query and decision logs that we are looking for just to make sure things are going correctly and we see
any output that might be different than we might expect.

1. Open two new terminal windows if you do not have them open from previous sessions, logging into
both the East and West DC BiglPs.

2. Once you have logged in as admin you can then tail -f /var/log/ltm in both windows to view
the logs for the listeners.
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1. gtm_west (ssh)

Jun 19 15:46:12 gtm_west info tmm[11566]: 20@18-86-19 15:46:11 gtm_west.fSdemo.com qid 55469 to 18.0.1.253#56518: [NOERROR qr,aa] response: app.fSdemo.com. 3@ IN A 10.2.0.100;

Task — Use the +subnet option in dig to change the client subnet

Lets test to see if the client subnet affects the response given by the topology records in our GSLB config-
uration. To do this we will be using our friend dig.

1.

Use the dig command to hit your favorite listener and query the wideip app . f5demo . com

2. dig @10.1.0.245 app.f5demo.com

3. Change the client subnet using dig @10.1.0.245 app.f5demo.com +subnet=9.9.9.0/24
4.
5

. Change your query request to include a matching client subnet for a topology record that matches the

Examine the response and the logs to see what decision was made ... why?

configuration. dig @10.1.0.245 app.f5demo.com=1.2.2.0/24 .
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5.2.4 Lab - Use TCPdump and Wireshark to analyze DNS ends0 client subnet trans-
actions

In this lab, we will utilize the tcpdump utility to capture DNS queries to the F5 BIGIP DNS listeners.

Next we will use wireshark on the jumphost to examine the queries and responses edns0 information to see
the ECS (client subnet) information.

Last, we will change our query to the BIND server and use tcpdump/wireshark to examine the LDNS be-
havior of BIND.

As in the previous lab, we will be using a new version of the dig command. You should be familiar with the
general use of the dig command from your previous labs and work with DNS.

Task — Use tcpdump to capture dns queries from the linux jumphost

Follow these steps to complete this task:

1. Log into the BIGIP DNS via ssh admin@10.0.1.245 and use the command tcpdump -nnni 0.0
port 53 -w /tmp/ednsO.pcap

2. Use the jumphost to query the listener with a edns0 query: dig @10.1.0.245 app.f5demo.com
+subnet=9.9.9.0/24

3. Once the query and response are complete stop the capture with a ctrl-c.
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Copy the file from the BIGIP to the jumphost using the scp command scp admin@10.1.0.245:/
tmp/edns0.pcap

Start wireshark by typing the following into a terminal wireshark &

6. Once wireshark is open, choose file->open and open the edns0.pcap file in wireshark.

7. Open up the DNS query and examine the ends0 section. It is under the “Additional Records” arrow.

What is the client subnet set to?

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN @ EMRB Qe EF o=

QQQrE

(W] Apply a display filter ... <Ctrl
No. Time Source Destination Protocol Lengtt Info
1 0.66000008 10.8.1.58 10.8.1.253 DNS 96 Standard query ©x585e A app.fbdemo.com OPT
2 0.004906 10.0.1.253 10.1.0.245 DNS 85 Standard gquery @x@ela A app.fSdemo.com OPT
3 0.006608 10.9.1.253 8.8.4.4 DNS 78 Standard query ©xe312 NS <Root> OPT
4 0.008378 16.1.6.245 16.6.1.253 DNS 161 Standard query response @x@ela A app.fTSdemo
5 0.011993 10.0.1.253 10.0.1.50 DNS 312 Standard query response ©x585e A app.fbdemo
6 0.014684 8.8.4.4 10.0.1.253 DNS 567 Standard query response ©xe312 NS <Root> NS
1= 7 41.522261 10.6.1.5 10.0.1.253 Standard 'y Ox7581 A app.fTbdemo.com OPT
1 B 41.526264 16.0.1.253 16.1.6.245 DNS 85 Standard query @xe6ab A app.fSdemo.com OPT
! 9 41.527981 10.0.1.253 8.8.4.4 DNS 70 Standard guery @x2ab4 NS <Root> OPT
d 10 41.528879 10.1.0.245 10.0.1.253 DNS 181 Standard query response @xe6ab A app.TSdemo
L 11 41.530973 10.9.1.253 10.0.1.50 DNS 312 Standard query response @x7581 A app.fSdemo
12 41.536152 8.8.4.4 16.6.1.253 DNS 567 Standard query response @x2abd4 NS <Root> NS

Answer RRs: @
Authority RRs: @
Additional RRs: 1
Queries
Additional records
w <Root>: type OPT
Name: <Root>
Type: OPT (41)
UDP payload size: 4896
Higher bits in extended RCODE: @xB0@
EDNSE@ version: @
» Z: Bx0000
Data length: 11
p Option: CSUBMET - Client subnet

2c c¢2 60 7c 12 63 2c c2 60 2Zb 59 a5 08 00 45 80 ,. |.c,. +Y...E.
B0 52 He 38 60 00 48 11 05 35 Pa 80 01 32 Ba @0 RA8L@. LB 20
01 fd 87 79 00 35 0@ 3e 47 48 75 81 01 20 00 @1 sou¥.5.2 OHu.. ..
00 89 00 PO @0 B1 83 61 7O 7@ 06 66 35 64 63 6d  ....... a pp.Todem
6f 93 63 6f 6d 0P 0O @1 ©0 01 00 80 29 10 60 @@ o.com... .... Yoo

00 89 00 00 Bb OB 08 00 07 00 01 1B 00 01 B2 92 ... .00 s

Task - Use wireshark to view a client dns request from the linux jumphost

This task is pretty simple but looking at the client request should in theory look just like the request captured
at the DNS listener.

1.

Ll A\

Start wireshark and start a new capture on the ethernet interface of the jumphost.
Filter for DNS packets (port 53)
Use a terminal window to send adig @10.1.0.245 app.f5demo.com=9.9.9.0/24

send a new dig command to 8.8.8.8 and look at the response... dig @8.8.8.8 www.microsoft.
com +subnet=8.7.6.0/24

Inspect the dns request and the response packets, and look to see if you can see any difference
between the last tasks output.

Notice the difference in the dig output between the query to the BIGIP DNS listener and 8.8.8.8.
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Class 5 - DNS over HTTPS/DNS over TLS

6.1 Introduction

In this lab, you will see DNS over HTTPS (DoH) and DNS over TLS (DoT) queries proxied in both directions.
That is, traditional DNS queries will be proxied to backend DoT/DoH servers, as well as DoH/DoT queries
being proxied to traditional DNS servers.

DoT is “simpler” to proxy as the original DNS protocol is simply encapsulated in TLS using client-SSL
(DoT-to-DNS) or server-ssl (DNS-to-DoT) profiles.

DoH is a bit more complex as we must take the DNS request and encapsulate it into a binary HTTPS
payload (DNS-to-DoH) or extract the binary payload and convert it into a traditional DNS query (DoH-to-
DNS).

We will use the power of iRulesLX to handle this advanced task. Native functionality will be available in a
near-future release of TMOS so that the iRules will not be necessary.

The lab consists of four sections:
 Proxying DNS over HTTPS queries to traditional DNS servers

— In this section, you will use Mozilla Firefox as a DoH client to browse the web using encrypted
DNS through the BIG-IP using DNS over HTTPS

» Proxying DNS over TLS queries to traditional DNS servers

— In this section, you will use the kdig utility as a DoT client to perform queries through the BIG-IP
using DNS over TLS

* Proxying traditional DNS queries to DNS over HTTPS servers

— In this section, you will use the nslookup/dig utilities to send traditional DNS queries through the
BIG-IP to Google’s DoH service

Proxying traditional DNS queries to DNS over TLS servers

— In this section, you will use the nslookup/dig utilities to send traditional DNS queries through the
BIG-IP to Google’s DoT service
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6.1.1 Topology

This lab consists of a single BIG-IP that is proxying the various DNS packet types. A single Windows jump
host sits in the client segment while an Ubuntu jump server sits in the server segment.

4 © )
LTM
——

_ s d )
F5 BIG-IP 15.1
10.1.1.5

Windows Jump Host Ubuntu Jump Host
10.1.1.4 10.1.1.6

6.1.2 Components

The lab consists of the following items:
« Subnets
— Management: 10.1.1.0/24
— DNS VIPs: 10.1.10.0/24
— DNS Servers: 10.1.20.0/24
* Hosts
— Windows Jump Host
« Credentials: user / f5agility2020
= Management IP: 10.1.1.4
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— Ubuntu Jump Host
« Credentials: user / f5agility2020
= Management IP: 10.1.1.6
— F5 BIG-IP Proxy:
= Credentials: admin / f5agility2020 | root / f5agility2020
= Management IP: 10.1.1.5
Client Subnet IP: 10.1.10.10
Server Subnet IP: 10.1.20.10
DNS VIPs
- DoT-to-DNS: 10.1.10.100 (TCP/853)
- DoH-to-DNS: 10.1.10.100 (TCP/443)
- DNS-to-DoT: 10.1.10.101 (TCP/53 and UDP/53)
- DNS-to-DoH: 10.1.10.102 (TCP/53)

*

*

*

6.1.3 BIG-IP Configuration Review

Launch your RDP client and connect to the Windows Jump Host.

Networks

Y= Network 11

Do you want to allow your PC to be
discoverable by other PCs and devices
on this network?

We recommend allowing this on your
home and work networks, but not
public ones.

-
&
Server “r

Click “No” to close the network discovery prompt.
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Click on the Firefox icon to launch the browser.

Three tabs will open up. The first tab is the Ul of the BIG-IP. Let’s login using admin for our username and
f5agility2020 as our password.

u;‘ BIG-IP® - ip-10-1-1-5.us-west X Advanced Preferences x About Networking

¢ @ © & https://10.1.1.5/t njsp w in @ ® =

f5 BIG-IP Configuration Utility
F5 Networks, Inc.

e Welcome to the BIG-IP Configuration Ulility.

ip-10-1

-2.compute.internal

Log in with your username and password using the fields on the left

IP Address
10.1.15

Username

Password

Log in

(c) Copyright 1996-2019, F5 Networks, Inc., Seattle, Washington. All rights reserved.
FS Networks, Inc. Legal Notices

You should see the license screen initially. Let’s take a look at the configuration before we proceed with
testing the proxy.

System Configuration

Resource Provisioning

First, let’s look at how the platform’s modules are provisioned. Navigate to System -> Resource Provi-
sioning in the menu. You will see that we have LTM and iRulesLX provisioned. We’ll need both of these
modules for handling DNS connections and translating between DNS and HTTPS.
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{(® BIG-IP® - ip-10-1-1-5.us-west X

<« ¢ @

NS

@ Local Traffic
(£ 33) Acceleration

@ Device Management

‘_ Shared Objects

£2) Network

[E%] system
Configuration
File Management
Certificate Management
Disk Management
Software Management
License
Resource Provisioning
Platform
High Availability
Archives
Services
Preferences
sFlow
SNMP
Crypto Offloading
Users
Logs
Logins

Support

@ ‘\ htt ses ﬁ
. T ———————— ]
Memory (7.366) L LN— R
[ Module I Provisioning ‘ License Status | Required Disk (GB) | Required Memory (MB)
B Management (MGMT) ,sma[I—T N/A [] 1264
|| Local Traffic (LTM) EWT g Licensed 0 1504
[] Application Security (ASM) OInone =2 Unlicensed 20 1492
M Fraud Protection Senice (FPS) [INone NIA 12 544
B Global Traffic (DNS) CInone %y Licensed 0 148
I Link Controller (LC) Onone 4 Unlicensed 0 148
[l Access Policy (APM) OInone Eg Limited 12 494
I Application Visibility and Reporting (AVR) Dnone g Licensed 16 576
[l Policy Enforcement (PEM) O None &2 Unlicensed 16 1223
‘ [0l Advanced Firewall (AFM) O none 4 Unlicensed 16 1058
B Application Acceleration Manager (AAM) OInone £2 Unlicensed 32 2050
B Secure Web Gateway (SWG) CInone 4 Unlicensed 24 4096
[l iRules Language Extensions (iRulesLX) E[Nominal [¥] %% Licensed 0 748
[l URLDB Minimal (URLDB) OINone 2 Unlicensed 36 2048
[l ssL Orchestrator (SSLO) CInone E2 Unlicensed 0 128
[l Carrier Grade NAT (CGNAT) CNone =2 Unlicensed 16 336

Revert | Submit

NTP

Next, let’s look at a few key system settings necessary for overall system health. Navigate to System ->
Configuration -> Device -> NTP. It’'s important that NTP is configured and working properly on all BIG-IPs,

especially when deployed in a cluster and/or when managed by BIG-IQ.
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{(® BIG-IP® - ip-10-1-1-5.us-west X

<« ¢ @

ip-10-1-1-5.us-west-2.compute internal
10.1.15

|| ONLINE (ACTIVE)
| standalone

Main | System » Configuration : Device : NTP
?"F Statistics £ ~  Device ocal Traffic
i"} iApps
Properties
@ DNS [
A:!:!ress,‘ |
G Local Traffic Add
0.pool.ntp.org
—\ . 1.pool.ntp.org
24) Acceleration 2 pool.ntp.org
i Time Server List
@ Device Management
W Shared Objects
&2 Network
Edit | | Delete

[E#] system
Update
Configuration
File Management
Certificate Management
Disk Management
Software Management
License
Resource Provisioning

Platform

DNS

Navigate to System -> Configuration -> Device -> DNS

Because we're using FQDNSs in our iRules and DNS pools, we’ll need a DNS resolver(s) that the BIG-IP
can use to resolve them.

If avoid specifying DNS servers in a your environment, you can simply assign static pool members
addresses and specify resolvers by IP address in the iRules to alleviate this requirement. If this
doesn’t make sense now, it will shortly.
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{(® BIG-IP® - ip-10-1-1-5.us-west X

<« ¢ @

stname  ip-10-1-1-5.us-west-2.compute.internal Date Jat
0.1.15 Time

l ONLINE (ACTIVE)
5 | standalone
System »» Configuration : Dy

/- Statistics Crnlgbipns

e
@ iApps
Properties

&3 ons
ij Local Traffic

ﬁ\ [z DNS Lookup Server List

£=) Device Management

‘ Shared Objects

£ Network
[[¥] system BIND Forwarder Server List

Configuration

File Management
Certificate Management
Disk Management
Software Management
License DNS Search Domain List
Resource Provisioning

Platform

~ | OVSDB

Address:
Add

10.1.255.254

Edit || Delete | Up Down

Address: ‘
Add

Edit || Delete | Up Down

Address: ‘
Add

us-west-2 compute.internal

Edit || Delete | Up Down

Network Configuration

The BIG-IP sits in two VLANSs with self-IPs in each. One side serves up the DNS VIPs and the other is used
to reach DNS servers. If you wish to view this portion of the config, you can click on the respective sections
under the Network menu. Please do not make any changes.

@ Network

Interfaces

Routes

SelfIPs

Packet Filters
Quick Configuration
Trunks

Tunnels

Route Domains

VLANS
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Local Traffic Manager (LTM)
Let’s now look at the portion of the configuration that is performing the heavy lifting — the LTM configuration.
Nodes

Navigate to Local Traffic -> Nodes and look at the node list. Here, we'’re resolving dns.google and auto-
matically creating pool members based on the records returned.

‘-b" BIG-IP® - ip-10-1-1-5.us-west X

< ¢ @

F5 Agility 2020 - DNS Over HTTPS/DNS over TLS Lab

10-1-1-5.us-west-2 compute.internal Date J User admin
ip- us-wi mpute.inter ate Jai ser  admi Partion: [

s 10.1.15 Time 9 Role Administrator

| onLing (ACTIVE)
5 | standalone

Local Traffic » Nodes: Node List

fi'fj Statistics ¥ ~ Node List Default Monitor Statistics E]
@ S [ | search Create...
@ DNS | .1\_ |~ | Status ‘-A Name ‘ + Description < Application [ + Address < FQDN ‘ + Ephemeral ‘ < Partition / Path
@ —— @ _auto_8844 8844 dns.google Yes Common
Q _auto_8.888 8888 dns.google Yes Common
etttz O @  dnsgoogle B dns.google No Common
vl seners Enable | Disable | Force Offine | Delete...
Policies
Profiles
Ciphers
iRules
Pools
Nodes
Monitors
Traffic Class

Address Translation
(73 Acceleration
@ Device Management

‘ Shared Objects

Pools

If you'll kindly navigate to Local Traffic -> Pools, you will see three pools. While the backend nodes
are identical between them, the ports used for each are not. You'll see a pool for DNS over HTTPS
(doh_dns.google) that uses port 443, a pool for DNS over TLS (dot_dns.google) that utilizes port 853 and
finally a pool that uses port 53 for traditional DNS services (traditional_dns.google). If you're not familiar
with LTM pools, click through each pool to see how the service ports are specified.

262 Chapter 6. Class 5 - DNS over HTTPS/DNS over TLS



DNS Documentation

{(® BIG-IP® - ip-10-1-1-5.us-west X

<« ¢ @

0-1-1-5.us-west-2 compute.internal Date

115 Time Parttion e

| onLINE (ACTIVE)
| standalone

Local Traffic » Pools : P

V_'j Statistics # - PoolList
@ e i | search Create...
&3 ous :.g\_ -] Status |« Name +0 . | [+ parton pan
) Local Trame O 1) doh_dns.google 3 Common
O ) dot_dns.google 3 Common
etworkttap ] Q@ traditional_dns.google 3 Common
Virtual Servers L
Policies Delete.
Profiles
Ciphers
iRules
Pools
Nodes
Monitors
Traffic Class

Address Translation
(723 Acceleration
@ Device Management

‘ Shared Objects

iRulesLX

iRulesLX engine based on Node.js is the mechanism that we will leverage to handle DNS over HTTPS
translations. DoH requests either arrive at the BIG-IP in an HTTPS POST with a binary payload or a
base64url- encoded GET request parameter. We’'ll need to transpose the data from these requests and
translate into a traditional DNS request (DoH-to-DNS). We can also take a traditional DNS request and
encapsulate it into a DoH request using iRulesLX.

Workspaces

If you'll navigate to Local Traffic -> iRules -> LX Workspaces, you can see the two rules for handling
conversions in their respective direction. Click on the rule titled DNS_to_DoH_Proxy.
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p:!u—‘tl—s us-west-2 compute.internal 7 e
|| onLE (ACTIVE)
f | standalone
Main Help About Local Traffic » iRules:LX
i statistics % v  LXWorkspaces
—
(g vore
F | search Import..  Create...
@ DNS v ‘ + Name Associated Plugins + Partition / Path
D DNS_to_DoH_Proxy DNS_to_DoH_Proxy Common
G Local Traffic
[0 DoH_to_DNS_Proxy DoH_to_DNS_Proxy Common
Network Map Delete.. | Export...
Virtual Servers
Policies
Profiles
Ciphers
iRules
Pools
Nodes
Monitors
Traffic Class

Address Translation

Acceleration

=
Device Management

https://10.1.1.5/xui/Inocache=1579832357260=

DNS to DoH Proxy

Click on the DNS to DoH Proxy item under the rules section of Workspace Files. The first rule,
DNS _to_DoH_Proxy, has two components. The classic iRule, which is written in TCL, is used to nab
data from the incoming payload and pass it off to iRulesLX. The ILX::init function is called and the entire
UDP payload is simply passed to iRulesLX using base64 encoding. Once the request is processed, the
response will be returned to this iRule, which will be base64 decoded and passed to the client.
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(B BIG-IP® - ip-10-1-1-5.us-west X [N TTNTR L e X | About Networking

<« c o © & hitps://10.1.1.5/xui/?nocache= 1579832357260

Local Traffic »» iRules : LX Workspaces » DNS_to_DoH_Proxy

m Statistics General Properties
[ Name DNS_to_DoH_Proxy
iApps
@ ‘ Partition / Path Common
@ DS ‘ Node js Version 6.9.1 (default) |
fﬁj Local Traffic ‘ Associated Plugin @ DNS_to_DoH_Proxy Reload from Workspace...
Network Map
Virtual Servers Workspace Files <« DNS_to_DoH_Proxy «
Polici 4 rules 1~ When CLIENT_DATA { E
'olicies 7 2 set rpc_handle [ILX::init DNS_to_DoH_Proxy dns_over_https] Q
. LiJDNS_to_DoH_Proxy 3 set rpc_response [ILX::call $rpc_handle query_dns [bédencode [UDP::payload]]] ;
Profiles 43 dns_over_https 4 UDP: :respond [bBddecode $rpc_response] =
@index]s 5 3} s
Ciphers (ZInode_modules 6
iRules Opa:kagajsnn
Pools
Nodes
Monitors
Traffic Class

Address Translation
@ Acceleration
g Device Management
Ng Shared Objects
£2) Network
@ System

AddiRule | | Add Extension | Add Extension File | Delete | | RevertFile = Save File

Click on the index.js file under the dns_over_https section of Workspace Files. The iRulesLX portion takes
the DNS packet’s payload and sends it to a remote DoH server as a binary payload using the HTTP POST

method. The response, which will also be binary, gets base64 encoded and passed back to the TCL portion
of the iRule, which then sends the request back to the client.
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{(® BIG-IP® - ip-10-1-1-5.us-west X

<« ¢ @

p-10-1-1-5.us-west-2.compute. internal

|
| onue (acTive)
5 | standalone

|/~ Statistics

Local Traffic » iRules : LX Workspaces » DNS_to_DoH_Proxy

General Properties

E | Name DNS_to_DoH_Proxy
&) iApps
r |PlrllimlPall| Common
@ DHS | Node js Version [6.9.1 (defaut) [/
3 i i NS, H_Proxy |Reload from Workspace...
Bﬂ Local Traffic |Asumled Plugin @ DNS_to_DoH_Proxy pal
Network Map
Virtual Servers Workspace Files « indexjs
4 =grules 1 [use strict’;
Policies ; 2
+i] DNS_to_DoH_Proxy 3 var https = require('https');
Profiles. 4/ Jdns_over_https 4 var 5 - require('fs-nodejs’);
(E)indexjs 5
Ciphers _)node_modules 6 var ilx = new f5.ILXServer();
i 7
ki n
Rules @ package jso 8- ilx.addwethod(*query_dns’, function(req, res) {
s 9 var dns_query = Buffer.from(req.params()[@], 'basess’);
ools 19- var options = {
Hod 1 hostname: ‘dns.google’,
odes 12 port: 443,
13 path: */dns-query’,
Montors 14 methed: 'POST',
15 - headers: {
Traffic Class
! 16 ‘Host':'dns.google”,
Address Translation 17 ‘Content-Type': 'application/dns-message’,
ress Tra 18 'Content-Length': Buffer.byteLength(dns_guery, 'binary")
19 }
= i 28 5
(' 24) Accelerati i
[ 21~ var dohreq = https.request(options, (dohres) => {
_ 22 let output = *°;
;3 Bt hes Manaee sty 23 dohres.setEncoding('binary');
24~ dohres.on('data‘, function (chunk) {
25 output += chunk;
._ Shared Objects 26 n;
27 - dohres.on("end", () => {
— ;: . res.reply(Buffer. from(output, 'binary').tostring('basesd’));
30 i
[ 31~ dohreq.on( ‘error’, function(e) {
B 32 console.log('problem with request: * + e.message);
EES RS

Add iRule | | Add Extension | | Add Extension File | | Delete | RevertFile | | Save File

maip wbnid

DoH to DNS Proxy

Navigate back to the iRulesLX Workspace list (Local Traffic -> iRules -> iRulesLX Workspaces) and
view the DoH_to DNS_Proxy iRule. Click on the DoH_to DNS_Proxy item under the rules section of
Workspace Files. This conversion is a more intensive task.

First, POST and GET are both valid DoH request methods, but have different payloads. POST payloads are
binary and GET requests are base64url encoded in the URI request, so we need to treat them separately.

Since POST has the request in the actual HTTP payload, we’ll have to grab that information, perform base64
encoding and pass it along to iRulesLX to process.

For GET requests, we can simply send the base64url-encoded GET parameter. In both cases, we’ll also
have to wait for a response from the iRulesLX engine, which is handled in this portion of the iRule as well.

There is a slight distinction between base64 and base64url encoding! For more information, see https:
/len.wikipedia.org/wiki/Base64.
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{(® BIG-IP® - ip-10-1-1-5.us-west X

<« c o © & hitps://10.1.1.5/xui/?nocache= 1579832357260 90% | se w m o ® 5=

ame  ip-10-1-1-5.us-west-2 compute internal
1.5

| onLE (acTivE)
| standalone

Local Traffic » iRules : LX Workspaces » DoH_to_DNS_Proxy

s ‘ Statistics General Properties
| name | DoH_to_DNS_Proxy
@ iApps | = |
Partition / Path Common
%3 ons | Mode s version |[65.1 tdefaut) [
i ir H. INS_Pr y
B Local Tratfc |Assm>u!sd Plugin | @ DoH_to_DNs_Proxy [Reload from Workspace

Network Map

Virtual Servers Workspace Files “  DoH_to_DNS_Proxy L
4 Srules 1~ when HTTP_REQUEST { o ~ g
Policies 1i/ DoH_to_DNS_Proxy § ::: ;:z:gi:giﬁt[;;;;umt DOH_to_DNS_Proxy" "DOH_to_DNS_Proxy"] g
Profiles #(JCoH_to_DNS_Proxy 4 log locale.info "ONsoHTTPS: [IP::client_addr]) [HTTR::method] [WTTP::uri] Accept: [HTTP::header "accept"] Content-type: [WTTP::header "cc &
(E)index.js 5+ if { ([HTTP::method] equals "GET") and (([HTTP::header "accept”] equals "application/dns-message™) or ([HTTF::header "content-type”] equ &
Ciphers node_modules 6 if {[catch { ILX::call $ilx_handle -timeout "$dns_timeout™ "RFC8484_get" [URI::query [WTTP::uri] dns] } result]} {
_)node_t
7 log locale.error "ILX Failure: $result”
ckage json
Rules O pactages 8 HTTP::respond 408 content "Request timed out™ noserver
P 9~ ) else {
ools 12 set contentlength [lindex Sresult 1]
Nod 11 set result [besdecode [lindex Sresult e]]
odes 12 log locale.info "DNS answer for [IP::client_addr] (len $contentlength)®
Monitors 13 HTTP::respond 2e@ content Sresult noserver content-type application/dns-message vary Accept-Encoding content-length Scontentleng
’ 14 }
Traffic Class s b _—
16 - elseif { (([WTTP::method] equals "POST") and (([WTTP::header “accept”] equals “application/dns-message®) or ([WTTP::header “content-type
Address Translation 17 - if {[HTTP::header exists "Content-Length™] & [WTTP::header "Content-Length"] <= 65535} {
18 set content_length [HTTP::header value “content-Length®]
19 }
3 i 20 - else {
(£24) Acceleration 21 set comtent_length 65535
22
@ Device Management 23 - if { scontent_length > @} {
24 HTTP::collect Scontent_length
25 )
W shared Objects 26+ else {
27 log locald. "ERROR! Content Length = $content_length”
28 }
L—x-] Hetwork 2 )
20 - else {
(2] system - Jog locu1a.info Tead request from client - TR 415" .
Bl >
Add iRule | | Add Extension | | Add Extension File | | Delete | | Revert File | | Save File .

Click on the index.js item under DoH_to DNS_Proxy section of Workspace Files. For the iRulesLX portion,
the script has several steps it must perform.

First, we need to get the DoH request into a traditional DNS request packet. Not only that, but we need
check for truncated responses from UDP requests and resend them as TCP requests. Once we have a
response from the DNS server, we’ll need to encode it to pass back to TCL so the final response can be
returned to the server.

The process intensive iRule can take advantage of the BIG-IPs native SSL and TCP protocol accelerations,
greatly increasing the volume of requests that can be handled.
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{(® BIG-IP® - ip-10-1-1-5.us-west X

<« ¢ @

s e @

na: ip-10-1-1-5 us-west-2 compute internal
115

P
| onLNE (acTIVE)
5 | standalone .

Local Traffic » iRules : LX Workspaces » DoH_to_DNS_Proxy

(v Statistics General Properties
Name DoH_to_DNS_Proxy
&4 iAPPS |
@ Parttion / Path Common
|'¢j DNS Node.js Version [6.9.1 (defaut) [/]
@) Local Traftic Associated Plugin | @ DoH_to_DNS_Proxy |Reload from Workspace....
Network Wap
Virtsal Servers Workspace Files “ indexjs «
4 =rules 1 “use strict™; ~ g
Policies :
H. NS_Pr .
+£] DoH_to_DNS_Proxy 3 var 5 = require(’f5-nodeds’); =
Profiles. 4 (3J)DoH_to_DNS_Proxy 4 var dgram - require('dgram'); §
(Blindexjs 5 var basesdurl = require(’basessurl’); <
Ciphers _Jnode_modules 3 dnsPacket = require('dns-packet’);
. 7 net = require(‘'net’);
iRules © pachagejson 8 response - null;
- 9 errvessage = Buffer.from(’Internal server Error’).tostring('basess’);
ools 10 dnstarget = "dns.google;
11 ilx = new fs.ILXServer();
Nodes 12 .listen();
Monitors i
" 14 - ilx.adduethod('RFC8484_get', function(req, res) {
Tratfic Class 15 const msg = basesaurl.toBuffer(req.params()[e]);
16 rfce4g4_handler_get(msg, res);
Address Translation :; R
= 19 - ilx.addMethod(‘RFC8484_post’, function(req, res) {
(7 24) Acceleration 20 const msg = Buffer.from(reg.params()[@], 'basess");
— 21 rfce4ag4_handler_post(msg, res);
2 N
% Device Management 23
24 - function rfc8484_handler_get(nsg, res) {
. 25 const server = dgram.createsocket("udps’);
‘ Shared Objects 26 - server.on(‘error’, (err) => {
27 res.statusCode = 500;
28 res.reply([errmMessage,Buffer.byteLength(errMessage)]);
£3) Wetwork 29 server.close();
30 s
‘2] Syslem 31- server.on(‘message’, (resp, rinfo) => {
32 console.log('ONS Answer From * + rinfo.address + ':' + rinfo.port + ‘Length: * + rinfo.size);
2 Li Cherkinag far Truncated flaz Y,
AddiRule | | Add Extension | | Add Extension File | Delete | RevertFile | Save File v

Plugins

Navigate to Local Traffic -> iRules -> LX Plugins. This is where a workspace is mapped to a plug-in. This
allows you to make changes to the workspace without committing those changes immediately.
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{(® BIG-IP® - ip-10-1-1-5.us-west X

<« ¢ @

0.1.1.5
| ONLINE (ACTIVE)
5 | standaione

Local Traffic » iRules : LX Plugins

el statistics # -~  LXWorkspaces | LX Plgins Statistics
| 1,; iApps
d Search Create...
&J DHS v * Name State + From Workspace Application | * Partition / Path
[J DNS_to_DoH_Proxy enabled DNS_to_DoH_Proxy Common

oo >
) Local Traffic
O DoH_to_DNS_Proxy enabled DoH_to_DNS_Proxy Common

Metwork Wap
Enable | | Disable | Delete...
Virtual Servers
Policies
Profiles
Ciphers
iRules.
Pools
Nodes
Monitors
Traffic Class

Address Translation
j Acceleration
% Device Management
W Shared Objects
£3) Metwork

[£%] system
v

Virtual Servers

Finally, let's take a look at the virtual servers handling incoming requests. Navigating to Local Traffic ->
Virtual Servers will bring up the list.

Notice that we have 5 scenarios to cover in order to handle DNS translations in either direction.

First, the DNS-to-DoH virtual server handles incoming traditional DNS requests and encapsulates them to a
backend DoH server. The next two rules handle DNS-to-DoT for both inbound TCP and UDP requests. An
example use case for these proxies would be offering encrypted DNS services to client software/hardware
that doesn’t support DoH/DoT.

The next two rules handle inbound DoH and DoT requests, respectively. An example use case for these
proxies would be for offering DoH/DoT to clients/customers/etc. without the need for modifying existing
DNS infrastructure.

6.1. Introduction 269



DNS Documentation

(B BIG-IP® - ip-10-1-1-5.us-west X [ TONIRENS

<« ¢ @

| ONLINE (ACTIVE)
| standaione

Local Traffic » Virtual Serv al Server List

W /i @ Statistic:
“/,\ Statistics % v Virtual Server List Virtual Address List tatistics
| :u; iApps
F Search Create..
&J DHS v| || Status | » Name i \ppl | on | © Service Port * Type | Resources  © Partiion / Path
A " O @ dns-to-doh_udp_proxy 10.1.10.102 53 Standard Edit. Common
35 Local Traffic
O ) dns-to-dot_tcp_proxy 10.1.10.101 53 Standard Edit Common
Metwork Wap
O @ dns-to-dot_udp_proxy 10.1.10.101 53 Standard Edit Common
Virtual Servers
O ) doh-to-dns_proxy 10.1.10.100 443 (HTTPS)  Standard Edit Common
Policies
dot-to-dns_prox: 10.1.10.100 853 Standard Edit. Common
Profies O e Fro

Ciphers Enable | | Disable | | Delete...
iRules.
Pools
Nodes

Monitors

Traffic Class

Address Translation
j Acceleration
% Device Management
W Shared Objects
£3) Metwork
[£%] system

6.1.4 Proxying DNS over HTTPS Queries to Traditional DNS

Certificate Requirements for DoH/DoT Virtual Servers

NOTICE DNS over HTTPS requires a valid server-side certificate. In our lab, we created a self-
signed CA certificate as well as a self-signed certificate for the server. We loaded those
certificates in your Firefox browser so that the browser will trust the BIG-IP DoH resolver.

In a real-world scenario, you would need a certificate signed by a well-known certificate authority and
loaded into the BIG-IP and attached to the client-ssl profile in use for DoH/DoT listeners. Most DoH clients,
including Firefox, will not trust a DoH server if the certificate is not signed by a known certificate authority.

Test Driving DNS over HTTPS to Traditional DNS

Now, let’s generate some traffic and see the translations in real-time.

Firefox Configuration

For this test, we're going to use Firefox as our DoH client. Click the second tab in Firefox to view the
about:config page. On the top of that page, you’ll see a search box. Enter trr and press enter to see the
DoH (trusted recursive resolver) configuration.
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5 BIG-IP® - ip-10-1-1-5.us-west X [ NNNGR e e bl About Networking

) Firefox  about:config 7% ¥ In @ W=
[

network.dns.skipTRR-when-parental-control-enabled false 2 =
network tr.alow-rfc1918 fakse L
network tn blackist-duration 6 s
network  bootsvapAddress ’
networktr buitin-excluded-domains localhostiocal rd
netwarktrr.clear-cache-on-pref-change true =
networktrr.confirmationNS exampie.com s
networktrcredentials £
networkr.custom_ur £
networktr disable-ECS. true =
networkr eary-ARAA false 2
networktrr.enable_when_npt_detected fakse :
network trr enable_when_proxy_detected faise -
network  ensble_when_vpn_detected false =
network T exciuded-gomains s
networktremax-fails 5 s
network.tr.mode 3 £ on
network tIequest_timeout_mode_trronly_ms 30000 ’
network trrsequest_timecut ms 1500 4
network t resolvers [{ “name": "Cloudfiare”, "url™: "https//mozilla cloudfiare-dns.com/dns-query™ ]] s
networktrr. ept-language_headers faise *
netwerktrr skip-, hen-not-supported true 2
networl.treuri hitps://10.1.10.100/dns-query s on
network.trr.useGET true LGS
PEWOTK T Wa-fOr-A-and-ARAA =
network triwait-for-portal faise =
trr @ gociean Onumber O'seing +

We’ve pre-configured a few things for you. First, we set network.trr.uri to our custom virtual server URL.
We also enabled network.trr.useGET as it's a bit faster than using POST, but you're welcome to test using
POST as well. We set network.trr.mode to 3, which means we want Firefox to only use DoH. This will not
be a typical configuration as Firefox defaults to traditional DNS when a DoH request fails. That explains the
differing timeout values just below that setting. The network.dns.skip TRR-when-parental-control-enabled
disables Firefox’s feature that disables DoH when parental control via DNS is sensed on the network.

Please keep in mind that these settings are changing as Firefox continues testing DoH. The ink on
the RFC is still wet, technically, and those heavily involved in encrypted DNS are still working out
the nuances.

Firefox Network Utilities

Clicking on the third tab in Firefox will open the networking tools page within the browser. This is a great
way to see if DoH (TRR in Mozilla-speak) is working. Click on DNS Lookup to bring up the DNS query tool.
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5 BIG-IP® - ip-10-1-1-5.us-west X | Advanced Preferences POl About Networking x e =
&« ¢ ® @® aboutnetworking#dnslookuptool e I @ ® ¥ =
DNS Lookup Refresh Autorefresh every 3 seconds
HTTP
Sockets Domain: | www.{5.com| Resolve
DNS IPs
WebSockets
Logging
RCWN Stats
Network ID

Entering a URL and clicking Resolve will show the A/AAAA records returned for that FQDN.

5 BIG-IP® - ip-10-1-1-5.us-west X | Advanced Preferences Ol “bout Networking P+
<« c ® ® about:networking#dnslookuptool e w
DNS Lookup Refresh Autorefresh every 3 seconds
HTTP
Sockets Domain: | www.f5.com | l Resolve ]
DNS IPs
13.224.29.75
WebSockets 132242079
13.224.29.57
DNS Lookup 13.224.29.121
2600:9000:2196:cc00:14:232e:8a00:93a1
Logging 2600:9000:2196:d800:14:232e:8a00:93a1
2600:9000:2196:e00:14:232e:8a00:93a1
RCWN Stats 2600:9000:2196:8000:14:232e:8a00:93a1

2600:9000:2196:8400:14:232e:8a00:93a1
2600:9000:2196:d400:14:232e:8a00:93a1
2600:9000:2196:2000:14:232e:8a00:93a1
2600:9000:2196:3200:14:232e:8200:93a1

Network ID

If you then click on DNS, you’ll be presented with a table of the current in-browser DNS cache. Click on
Refresh to update the view. You can see in the output below that TRR was frue for the queries sent,
meaning DoH was used to resolve those hostnames.
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<« c ® @ aboutnetworking#dns e o
DNS Refresh Autorefresh every 3 seconds
HTTP
Sockets DNS suffix

us-west-2.compute.internal
DNS us-west-2.ec2-utilities.amazonaws.com

us-east-1.ec2-utilities.amazonaws.com

WebSockets us-west-2.compute.internal
DiiSlLookup Hostname Family TRR  Addresses Expires (Seconds)
Vet ocsp.digicert.com ipv4 true 72.21.91.29 2051
ocsp.digicert.com ipv4 true 72.21.91.29 2928
RCWN Stats 13.224.29.75
13.224.29.79
13.224.29.57
Network 1D 13.224.20.121

2600:9000:2196:cc00:14:232e:8a00:93a1
www.A5.com iva true 2600:9000:2196:d800:14:232e:8a00:93a1 17

2600:9000:2196:200:14:232¢:8a00:93a1

2600:9000:2196:8000:14:232e:8a00:93a1
2600:9000:2196:8400:14:232e:8a00:93a1
2600:9000:2196:d400:14:232e:8a00:93a1
2600:9000:2196:2000:14:232¢:8a00:93a1
2600:9000:2196:3200:14:232e:8a00:93a1

DoH in Action

Open a new tab and browse to a website. Return to the third tab and click Refresh to see the updated DNS
cache table.

Advanced Preferences X About Networking X Send Money, Pay Online or

&« ¢ ® @ aboutnetworking#dns (I B 4 no® F =

DNS Autorefresh every 3 seconds

HTTP
Sockets DNS suffix
us-west-2.compute.internal
DNS us-west-2.ec2-utilities.amazonaws.com
us-east-1.ec2-utilities.amazonaws.com
WebSockets us-west-2.compute.internal
piSllocky Hostname Family TRR Addresses Expires (Seconds)
Logging ocsp.digicert.com ipv4 true 72.21.91.29 1906
ocsp.digicert.com ipv4 true 72.21.91.29 2783
RCWN Stats www.paypal.com ipv4 true 184.26.82.215 52
akls.abmr.net ipv4 true 104.81.179.236 54
Network ID www.paypalobjects.com ipv4 true 184.51.50.36 53

BIG-IP Statistics and Logging

Back in the first tab on the F5 web Ul, navigate to Statistics -> Module Statistics -> Local Traffic. Make
sure that Virtual Servers is selected in the Statistics Type drop-down. Observe the traffic statistics on the
DoH-to-DNS virtual server.
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{(® BIG-IP® - ip-10-1-1-5.us-west X

<« ¢ @ 0% e w o ® 5=

Partitio

| oNLINE (ACTIVE)
5 | standalone

Statistics » Module Statistics : Local Traffic » Virtual Servers

[l statistics & - Traffic Summary ~ | DNS ~ | Local Traffic Subscriber Management | Network Memory
Dashboard
Performance Reports SIS [Virtual Servers - ‘
Data Format [Nurmaized v ‘
e Auto Refresh [9seconds |~ |Stop [Refresh ‘
P e —
( DNS -
&) B (e | Bits Packets || Co ) cPy Avg. | Message Routing Framework
B) Local Trattic | (=] Status |  Virtual Server | * Partiion / Path | Detais | < In :om[:ln| Out | ¢ Current | + Maximum  Total |+ Total IiSSel:.‘:"liL 5 Min. :Msg.ﬂ:usg.oml Req.n | = Req. Out :Resp.n[.Re
= O dns-to-doh_udp_proxy Common View... 0 0 0 0 o 0 0 0 0% 0% 0% 0 0 0 0 0 0
- @
(¢ 24) Acceleration
— O @  dnsdodottcpproxy Common View... 0 0 o 0 o 0 0 0 0% 0% 0% 0 0 0 0 ] 0
£ Device Management 0O @  dnstodoludp_proxy Common View... 0 0 o 0 o 0 0 0 0% 0% 0% 0 0 0 0 0 0
doh-to-dns_proxy Common View. .. 6228K S459K 707 798 2 3 33 0 0% 0% 0% [ 0 o 0 0 0
‘ Shared Objects a °] e N
O @ dottodns proxy Commen View... 0 0 o 0o o 0 0 0 0% 0% 0% 0 0 0 0 0 0
£2) Network e
lese
(%] system

Change the Statistics Type to iRulesLX and you can see how many RPC connections have been made.

(B BIG-IP® - ip-10-1-1-S.us-west X

<« ¢ @

o
[

- O I @ ®

0-1-1-5.us-west-2. compute.intemal
115

| ONLINE [ACTIVE)

| standalone

Statistics » Module Statistics : Local Traffic »» iRu X

u Statistics ¥ « | Traffic Summary ~ | DNS ¥ | Local Traffic scriber Management | Network

Dashboard

Module Statisties R i Ot iomea —

Perfomance Reports Statistics Type Rules LX | ‘

Data Format Normaized || ‘

'E (e Auto Refresh 1seconds | | [Stop| [Refresn ‘
@ ol 3 | |Search [ Process ][ RPC Info 1] Streaming Info |
@) Local Tratic v/ + status |« Pugin : Extension Partton / Pain | Detais | * Restaris | = CPU (%) | + Total Vrtual Size | + Total Connections | + Total Cals |+ Clentside Total| + Serverside Total
== O @Running DNS_to_DoH_Proxy : dns_over_https Common View... 0 [ 1.8G 0 0 L] 0
e ot O @Running DoH_to_DNS._Proxy : DoH_to_DNS._Proxy Common View... 0 0 216 54 54 0 0 ‘
@ Device Management I Reset

W Shared Objects

£2) Network

(%] system

Change the drop-down to Pools. You should notice that the back-end pools show 0 connections. Why?
Because iRulesLX is talking to the back-end DoH resolvers directly.

274 Chapter 6. Class 5 - DNS over HTTPS/DNS over TLS



DNS Documentation

{(® BIG-IP® - ip-10-1-1-5.us-west X

<« ¢ @

| onLINE (ACTIVE)
| standalone

e “ Statistics
Dashboard
Module Statistics

Performance Reports
iApps
DHS

Local Traffic

(¢ A) Acceleration

Device Management
Shared Objects
Hetwork

System

S/xui

?nocache=1579

Statistics » Module Statistics : Local Traffic » P

* | Local Traffic

ber Management

In @ ®

Display Options
Statistics Type [Poois = | ‘
Data Format [ Hormaizea [+ ‘
Auto Refresh \2 seconds |~ Stop |Refresh ‘

E Soarch I Bits ] Packets | Connections | Requests | Request Queue | Message Routing Framework
'I“Slilus !IAM ‘Iﬂoﬂmr * Partifion / Path  * In 0|lt| In = Out < Current ° Maximum :Tuli‘#'l‘nld | Dupﬂl‘llm.llhge|lhgh| ﬂug.OulIiReq.hICqu.Ollll:Rlsp.llJ
O e © doh_dns.google Commen 0o 0 0 0 ) 0 0 0 0 0 0 0 0 0 0 |
O o © dot_dns.google Common 0o 0 0o 0 0 0 0 0 0 0 0 [ 0 [} 0 (
O @ E traditional_dns.google Common o 0 o o 0 (] 0 0 0 0 0 0 o 0 o |

Navigate to System -> Logs -> Local Traffic. Notice that some useful information is being logged to help
show the parsing and querying that is taking place behind the scenes.

(B BIG-IP® - ip-10-1-1-S.us-west X

< ¢ @

f5
"_jj Statistics

|_84 iApps

3 ons

35 Local Traffic

| onuinE (acTivE)
| standalone

i) Acceleration
@ Device Management

‘ Shared Objects

£5) Network
[{%] system

Configuration

File Management
Certificate Management
Disk Management
Software Management
License

Resource Provisioning
Platform

High Availability
Archives

Services

DPrafersnres

ip-10-1-1-5.us-west-2.compute.intemal

cal Traffic

Packet Fitter

F5 Agility 2020 - DNS Over HTTPS/DNS over TLS Lab

Local Traffic

Configuration

F Search

“ Timestamp # LogLevel | Host * Service * Status Code * Event

Thu Jan 23 03:09:02 EST 2020 info ip-10-1-1-5.us-west-2.compute.internal audit_forwarder[17998] audit_forwarder started

Thu Jan 23 09:47:43 EST 2020 info ip-10-1-1-5.us-west-2.compute.internal soap{3935] src=127.0.0.1, user=

Thu Jan 23 09:47:44 EST 2020 info ip-10-1-1-5.us-west-2. compute.internal  s0ap{3935] 8rc=127.0.0.1, user=

Thu Jan 23 09:48:34 EST 2020 info ip-10-1-1-5.us-west-2.compute.internal s0ap{3935] src=127.0.0.1, user=

Thu Jan 23 08:48:34 EST 2020 info ip-10-1-1-5.us-west-2 compute.internal s0ap[3935] 5rc=127.0.0.1, user=

Thu Jan 23 09:48:34 EST 2020 info ip-10-1-1-5.us-west-2.compute.internal soap{3935] 8rc=127.0.0.1, user=

Thu Jan 23 09:48:34 EST 2020 info ip-10-1-1-5.us-west-2.compute.internal s0ap{3935] src=127.0.0.1, user=

Thu Jan 23 09:49:54 EST 2020 info ip-10-1-1-5.us-west-2.compute.internal soap{3935] 8rc=127.0.0.1, user=

Thu Jan 23 09:49:54 EST 2020 info ip-10-1-1-5.us-west-2.compute.internal  s0ap{3935] src=127.0.0.1, user=

Thu Jan 23 08:49:54 EST 2020 info ip-10-1-1-5.us-west-2.compute.internal  s0ap{3935] 8rc=127.0.0.1, user=

Thu Jan 23 09:49:54 EST 2020 info ip-10-1-1-5.us-west-2.compute.internal s0ap{3935] src=127.0.0.1, user=

Thu Jan 23 10:07:32 EST 2020 info ip-10-1-1-5 tmm{18491) Rule /Common/DoH_to_DNS_Proxy/DoH_to_DNS_Proxy <HTTP_REQUEST>: DNSoHTTPS: 10.1.1.4 GET /dns-
Q ? BAAAB, AAABB2VAYW1wbGUDY2HAAACAAEAACKQAAAAAAAACAAIMAQAAQAA Acc

Thu Jan 23 10:07:32 EST 2020 info ip-10-1-1-5.us-west-2.compute.internal  sdmd[13620] 01820017 pid[14178] plugin[/Common/DoH_to_DNS_Proxy DoH_to_DNS_Proxy] DNS Answer From 10.1.20.101:53Length: 196

Thu Jan 23 10:07:32 EST 2020 info ip-10-1-1-5.us-west-2.compute.internal sdmd[13620] 018e0017 pid[14179] plugin[/Common/DoH_to_DNS_Proxy.DoH_to_DNS_Proxy] Answer is NOT truncated. Flag is:0.Returning D

Thu Jan 23 10:07:32 EST 2020 info ip-10-1-1-5 tmm{18491] Rule /Common/DoH_to_DNS_Proxy/DoH_to_DNS_Proxy <HTTP_REQUEST>: DNS answer for 10.1.1.4 (len 196)

Thu Jan 23 10:07:32 EST 2020 info ip-10-1-1-5 tmm{18491] :1u1e K-:nmmnnrnn::tf_gus_?m‘:cy?oﬁ_m_nus_tr::y :HTTF_REHIJEST>‘ DNZS:H'I;TPE‘ 1Annm ;;EI idns- d
Content-type:

Thu Jan 23 10:07:32 EST 2020 info ip-10-1-1-5 tmm1[18481] ilme Jl(?ommnnfDn:_I"O:ENS_Prn:(yJD:r_iD_DNS_IE'r::y <HTTP_REQUEST>: DE?:"?PS: 105‘1.1 1::3:51' tnins— .
Content-type:

Thu Jan 23 10:07:33 EST 2020 info ip-10-1-1-5.us-west-2.compute.internal sdmd[13520] 018e0017 pid[14179] plugin[/Common/DoH_to_DNS_Proxy.DoH_to_DNS_Proxy] DNS Answer From 10.1.20.101:53Length: 323

Thu Jan 23 10:07:33 EST 2020 info ip-10-1-1-5.us-west-2.compute.internal sdmd[13620] 018e0017 pid(141789) plugin[/Common/DoH_to_DNS_Proxy.DoH_to_DNS_Proxy] Answer is NOT truncated. Flag is:0.Returning D v
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Capturing DNS over HTTPS Queries to Traditional DNS Traffic

Finally, minimize Firefox to reveal the CLI shortcuts on the desktop:

Recycle Bin

)

Firefox

|

BIG-IP DNS
Proxy

Lab DNS
Server

Let’s open the BIG-IP DNS Proxy link to bring up the BIG-IP’s CLI. Once running, let’s start a capture that
will show us both sides of the DoH proxy:

tcpdump -nni 0.0 (host 10.1.1.4 and host 10.1.10.100 and port 443) or (host
8.8.4.4 or host 8.8.8.8 and port 53)

Once running, maximize Firefox and perform another DNS lookup. View the HTTPS and DNS traffic in the
packet capture output. The output below shows my queries to f5.com, f5agility.com and disney.com.
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Stop your capture before moving to the next section. This concludes the DoH-to-DNS proxy portion of the
lab.

6.1.5 Proxying DNS over TLS Queries to Traditional DNS

DoT-to-DNS is a bit more simplistic. We're simply taking the existing DNS request and encapsulating it in
TLS. No iRule magic needed here; just classic BIG-IP high-performance SSL offloading.

The client-SSL profile on this virtual server specifies that SSL/TLS termination should occur on the
client side of the connection.

Virtual Server Configuration

Maximize Firefox. Click on the first tab to return to the BIG-IP web UI. Navigate to Local Traffic -> Virtual
Servers. If you review the virtual server configuration, you'll notice that we’re simply using a client-SSL
profile and a backend pool. The client-SSL profile utilizes a self-signed certificate in this lab, you'll need a
certificate from a certificate authority that your clients’ browsers trust in a production deployment.
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General Properties
Name dot-to-dns_proxy
Partition / Path T
Description ‘ |
Type | Standard @]
Source Address @ Host O Address List
| 0.0.0.0/0
Destination Address/Mask © Host O Address List
| 10.1.10.100
Service Port ® port O Port List
| 853 [ Other: <]
Notify Status to Virtual Address

Availability () Available (Enabled) - The virtual server is available
Syncookie Status Inactive
State |Enabled | |
Configuration: | Basic v
Protocol | TCP ™
Protocol Profile (Client) | f5-tcp-lan
Protocol Profile (Server) | f5-tcp-wan
HTTP Profile (Client) | None ™

HTTP Profile (Server) | (Use Client Profile) |v |
HTTP Proxy Connect Profile | None [v]
FTP Profile None v
RTSP Profile None
Selected Available
/Common /Common
) agility_selfsigned [<<] clientssl
SSL Profile (Client) S dientssl-insecure-compatible
278 Chapter 6. Class 5 - DNS over -|TTEQ&#&@&TB@&‘r’_Fcll.sﬁa _
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Clicking on Resources tab on the top navigation bar will show that the virtual server has a simple pool and
no iRules attached.

Local Traffic » Virtual Servers : Virtual Server List »» dot-to-dns_proxy

Resources Statistics

Load Balancing

Default Pool traditional_dns.google |«
Default Persistence Profile l None ™
Fallback Persistence Profile | None |v ]
Update
iRules
Name

No records to display.

Policies
Name

No records to display.

Test Driving DNS over TLS to Traditional DNS

Minimize Firefox to view the desktop shortcuts and launch the Lab DNS Server client. You'll be automatically
logged in. Let’s run a DNS over TLS query:

kdig +tls @10.1.10.100 www.f5.com

You should see a response similar to the output below. Run a few more queries against other domains to
generate statistics.
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EP user@ip-10-1-1-6: ~ = O X

dfr

.cloudfront.

b |
b |

Viewing Statistics for DoT-to-DNS

You can then see statistics on the virtual server by navigating to Statistics -> Module Statistics -> Local
Traffic and selecting Virtual Servers in the drop-down list.
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<« c ® © | £ httpsy//10.1.1.5/xui/Inocache= 15798323 90% oo w In O ® &F =

F5 Agility 2020 - DNS Over HTTPS/DNS over TLS Lab

1-5.us-west-2.compute.internal

| onLINE (ACTIVE)
5 | standalone

Statistics » Module Statistics : Local Traffic » Virtual Servers

Aol sintistics £ - | Traffic Summary ~ | D ~ | Local Traffic Subscriber Management | Network
Dashboard
Module Statistics BspivOrticns
Performance Reports | Statistics Type [Whial Servers — ] ‘
Data Format [ ormaizea [+ ‘
A =S
’E St Auto Refresh ‘9 seconds |w | Stop Refresh ‘
§ ons
@ E | Isearch ) | Bits | Packets || Co i | | cpuutilization Avg. || Message Routing Framework
@Local'l’raﬂic ‘f“:slﬂhl!‘-\flhld&ml I‘Parionlmhpums “in “0ut “in < Out ° Current = Maximum < Total ° Total “5Sec. © 1Min. ° 5Min. mhl@w&ﬂlﬂﬂ]hlﬂﬂ]m|¢mhlﬂa
> 0O @  dns-todoh_udp_proxy Common View... 0 0 0 o 0 0 0 0 0% 0% 0% 0 0 0 0 0 0
(£ 24) Acceleration
ot O @  dns-lodottcp proxy Common View... 0 [ 0 0 0 (] 0 0% 0% 0% 0 0 0 0 0 0
£ vevice Management 0O @  dns-todot_udp proxy Common View... 0 0 o 0 o 0 0 0 0% 0% 0% 0 0 0 0 ] 0
. O @ dohodns proxy Commen View.. 7936K T049K 10K 11K 2 3 33 0 0% 0% 0% 0 0 0 0 0 0
WP Shared Objects
O ) dot-to-dns_proxy Common View.. 84K 322K 10 M 0 1 1 0 0% 0% 0% (] 0 1] ] 0 0
&3] Network
Reset
[£%] system

Because this virtual server is taking advantage of backend pools, you will see statistics under the Pools
statistics type as well.

(® BIG-IP® - ip-10-1-1-5.us-west X [

<« c @ 0]

F5 Agility 2020 - DNS Over HTTPS/DNS over TLS Lab
semin

Role Administrator

| ONLINE (ACTIVE)

| standalone

Statistics » Module Statistics : Local Traffic » Pools

- £ - | Traffic Summary ~ | DNS ~ | Local Traffic Subscriber Management | Network
Dashboard
Module Statistics Bispley,Options.
Performance Reports SEEEARE [Poois — I ‘
Data Format [Normalzeﬂ ~
Mpne Auto Refresh [6seconds |~ [Stop [Refresh ‘
@ L [ Search I I
- - B \ Bits H Packets H Connections \ Requests H Request Queue } Message Routing Framework
35 Local Traffic ¥| |- Status | +|| = Pool [:mm.-:vmwam:n SOut “in :Out  Curent ©Maxmum | : Tolal : Tota 1Deﬂ1limun-‘\ne|=llsﬂ.hl‘llsu‘0\n * Req.In| * Regq. Out :nm.h]
O o € doh_dns.google Common [ ] [} 0 ] 0 0 0 0 0 0 ] 0 []
(¢ 24) Acceleration
O @ £ dot_dns.google Common 0 0 0 0 0 0 o 0 0 0 0 0 0 L] 0
@ Device Management O ") 2 tradiional_dns google Common 31K 29K 5 4 0 1 1 0 0 0 0 0 0 0 0
Mg Shared Objects Reset
53 Wetwork
[£%] system

Because we don't have any type of logging configured for that virtual server, you won’t see any information in
System -> Logs for this traffic. If you'd desire logging in your environment, general LTM F5 logging/statistics
practices can be used.
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Capturing DNS over TLS to Traditional DNS Traffic

Minimize Firefox and return to the BIG-IP DNS Proxy session from the first section of this lab, or open a new
session by clicking on the BIG-IP DNS Proxy icon on the desktop. Execute the follow tcpdump command:

tcpdump -nni 0.0 port 53 or port 853

Pull the Lab DNS Server session window up and re-run the kdig command. Observe the front and back-end
connections using port 853 and 53, respectively, shown in the packet capture output.

------

o

SN o -

o

.............

e s 2V e AVV . OI9 e

Stop your capture before moving on to the next section. This concludes the DoT-to-DNS portion of the lab.

6.1.6 Proxying Traditional DNS to DNS over TLS

In this section of the lab, we’re going to run DoT in the opposite direction, taking traditional DNS requests
and translating them into DoT requests. This is done as simply as the DoT-to-DNS; we simply take the
incoming DNS connection (UDP or TCP) and encapsulate it in TLS using a server-side SSL profile.

Test Driving Traditional DNS to DNS over TLS

On the Lab DNS Server, issue the following command:
kdig ©@10.1.10.101 www.yahoo.com

You should receive a successful response as shown below:
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]

0w

Viewing Statistics for DNS-to-DoT

Restore Firefox and click on the first tab to return to the BIG-IP web UI. You can then see statistics on the
virtual server by navigating to Statistics -> Module Statistics -> Local Traffic and selecting Virtual Servers in
the drop-down list.

(® BIG-IP® - ip-10-1-1-5.us-west- X R -

<« ¢ o © & nttps//10.1.15 w e @ 1 N @ ®
F5 Agility 2020 - DNS Over HTTPS/DNS over TLS Lab

Hostname  ip-10-1-1-5.us-west-2. compute.intemal Date Jan 23, 2020 User admin Patition:
1P Address 104.1.5 Time 11:14PM(EST)  Role Administator i —

|l onue (acnve)
Suloss

g Statistics

| Statistics » Module Statistics : Local Traffic »» Virtual Servers
# v | Traffic Summary v | DNS v  Local Traffic Subscriber Management | Network

Dashboard

Module Statistics LDy Optioas

pertormance Reports Statistics Type Virtual Servers z
Data Format Normaized |+
g iArps Auto Refresh 0seconds |- | Stop [Refresh
DI Search
Bits Packets Connections Requests CPU Utilization Avg. Message Routing Framework
e /|~ Stalus |~ Virtual Server Partiion /Path Detais <In |+ Out <in = Out * Current * Maximum © Tolal ' Tola §Sec. © 1Min. © SMin Msg.In | < Msg.Out|  Req.In| * Req.Out | - Resp.ln | ¢ Re
B O dns-to-doh_udp_proxy Common View... 0 0 o 0 0 0 0 0 0% 0% 0% 0 0 0 0 0 0
24) Acceleration
O Common View.. 0 0 o 0 o 0 0 ) 0% 0% 0% 0 0 ) ) 0 0
=) Device Management O ¥ Common View. 12K 32k 2 2 0 1 2 2 0% 0% 0% 0 0 0 0 0 ]
] Common View.. 832.4K 742.4K 11K 12K 0 3 3 0 0% 0% 0% 0 0 ) 0 0 o
‘ Shared Objects
O dot-to-dns_prox Common View .. 395K 161.0K 44 55 0 2 5 0 0% 0% 0% 0 0 0 0 0 0

Network
Reset

[£%) system

Back on the Lab DNS Server, issue the same kdig command with the TCP option to increment the counters
on the corresponding virtual server:

kdig +tcp @10.1.10.101 www.f5.com
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& C @ @ & https;//10.1.1.5/xuifInocache= 1579832357260 90% e xd n@oe & =

F5 Agility 2020 - DNS Over HTTPS/DNS over TLS Lab

Statistics » Module Statistics : Local Traffic »» Virtual Servers

> c ry ~| DNS v
/-7 Statistics B ary N T

Dashboard

Module Statistics ispiy,Cptiona]
Performance Reports Statistics Type [ Virtual servers < ‘
Data Format [Normatzed [ ‘
@ e Auto Refresh [5seconds || [Stop| Refresh 1
) ons —— —
G} - __| [Eoacly Bits Packets 2 i | Requests. CPU Utilization Avg. || Message Routing Framework
) Local Trafric | | Stalus| « VitualServer | Parifion (Paih Defais <n | Out i = Out - Curent : Maxioum < Total| - Tota |+55ec |+ 1M+ Shin ’Msghl:llsg.cknl Req.In nq.omlcnup.m]:mz
8 O o dns-to-doh_udp_proxy Common View... 0 0 0 0 0 0 0 0 0% 0% 0% 0 0 0 0 0 0
(¢ 24) Acceleration
S O @  dnstodoltcpproxy Common View. 48K S9K 10 10 0 2 2 2 0% 0% 0% 0 0 0 0 0
=) Device Management O @  dnstodotudpproxy Common View. 18K 45K 3 3 0 1 3 3 0% 0% 0% 0 0 0 0 0 0
doh-o-dns_proxy  Comaton View.. 8919K 839.5K 12K 13K 2 3 I 0 0% 0% 0% 0 0 0 0 0 0
. Shared Objects W o T o
O @ dottodnsproxy  Common View. 395K 161.0K 44 55 0 2 5 0 0% 0% 0% 0 0 0 0 0 ]
£5) Network
Reset
[£%) system

Since this is basic LTM functionality, general LTM logging practices can be used if you wish to log traffic in
your environment.

Capturing Traditional DNS to DNS over TLS Traffic

On the BIG-IP CLI, we can see the 53/853 exchange on a packet capture using the same tcpdump com-
mand we used in the DoT-to-DNS section, as the IP/ports are simply being switched around. In the BIG-IP
DNS Proxy session, issue the following command:

tcpdump -nni 0.0 (host 10.1.20.10 or 10.1.1.6) and (port 53 or port 853)

When running kdig commands on the Lab DNS Server, you will see the port 53 and port 853 connections
in the output, as shown below.
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Stop your capture before moving on to the next section. This concludes the DNS-to-DoT section.

6.1.7 Proxying Traditional DNS queries to DNS over HTTPS

Finally, let’s look at converting a DNS query to a DoH request.

Test Driving Traditional DNS to DNS over HTTPS

Minimize Firefox and bring both CLI session windows up. On the Lab DNS Server, once again use kdig
to simply generate a traditional DNS request. Notice that this section of the lab uses a different VIP, the
10.1.10.102 address.

kdig @10.1.10.102 www.fb5agility.com

You'll get a response as shown below:
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Viewing Statistics for DNS-to-DoH

Back on the BIG-IP, we’ll see connections on the DNS-to-DoH virtual server in the Local Traffic module
statistics:

{H BIG-IP® - ip-10-1-1-S.us-west X [
<« c @ © & https//10.1.1.5 1 0% O mweoe & =
F5 Agility 2020 - DNS Over HTTPS/DNS over TLS Lab

Hostname  ip-10-1-1-5.us-west-2.compute.internal Date Jan 23, 2020 User admin

IP Address 10.1.1.5 Time 11:31 PM (EST) Role Administrator Partition: _-:f“"'»‘v"‘ v e
| ONLINE (ACTIVE)
| standalone

Statistics » Module Statistics : Local Traffic » Virtual Servers

g Statistics ¥ - | Traffic Summary ~  DNS ~ | Local Traffic Subscriber Management | Network

Dashboard

Pixeity Gptions

Performance Reports Staisicailvpo Virtual Servers ~

Data Format Normaized |+
=
- b Auto Refresh 4seconds | [Slop| [Refresh
4 Dns [ e
[ iz, Bits Packets C i CPU Utilization Avg. Message Routing Framework
T | |~ Status | ~ Virual Server Partiton /Palh | Detais | <In | +Out =i < Out|  Current ° Maxmum = Total * Total 5Sec. © 1Min. © SMin © Msg.In | < Msg. Out|  Req.ln| Req. Out | = Resp.in | * Re
= | dns-to-doh_udp_proxy Common View. 504 840 1 1 0 1 1 0 0% 0% 0% 0 0 0 0 0 0
24) Acceleration
O dns-io-dot_tcp_proxy Common View.. 145K 169K 30 30 0 2 6 3 0% 0% 0% 0 0 0 0 0 0
= Device Management | dns-to-d y Common 18K 45K 3 3 0 1 3 3 0% 0% 0% 0 0 0 0 0 0
O doh-to-dns_proxy Common 930.6K 8773K 14K 14K 2 3 35 0 0% 0% 0% 0 0 0 0 0 (]
W@ Shared Objects
O dot-to-dns_proxy Common View.. 395K 161.0K 44 55 ] 2 5 0 0% 0% 0% 0 0 0 0 0 (]
=) Network
L Reset
(%] system

If we set the statistics type to iRulesLX, we’ll see RPC connections on the iRule for this translation:
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<« c @ © | & httpsy//10.1.1.5/xui/Inocache= 1579832357260 90% e w In @ ® 5F =

F5 Agility 2020 - DNS Over HTTPS/DNS over TLS Lab

Hostname  ip-10-1-1-5.us-west-2.compute.internal Date Jan 23, o
IP Address 10.1.1.5 Time 11:32 P ) Role Administrator = -

| onLINE (ACTIVE)
| standatone

Statistics » Module Statistics : Local Traffic » iRules LX

- - S -
‘J Statistics £ - | Traffic Summary DNS Local Traffic Subscriber Management = Network
Dashboard
Module Statistics fiapin Options
Performance Reports Statistics Type Rules LX v I
Data Format Normalized |
4 iApps
g ‘AP Auto Refresh 4 seconds || Stop Refresh
=4 ons i
2/ [ | | Search Process RPC Info Streaming Info
@5 Local Traffic v Status = Plugin : Extension Partition / Path | Details Restarts CPU (%) | © Total Virtual Size Total Connections  © Total Calls Clientside Total Serverside Total
O @Rrunning DNS_to_DoH_Proxy : dns_over_htips Common View.. 0 ] 136 1 1 0 0
) Acceleration .
O @Running DoH_to_DNS_Proxy : DoH_to_DNS_Proxy Common View... 0 0 226 80 80 0 0
i Device Management Reset

W Shared Objects
=) Network
===

[£#] system

Capturing Traditional DNS to DNS over HTTPS Traffic
Running a packet capture on the BIG-IP DNS Proxy, we can view the front-end udp/53 requests being
translated to DoH requests:

tcpdump -nni 0.0 (host 10.1.10.102 and port 53) or (host 8.8.4.4 or host 8.8.
8.8 and port 443)

Run kdig queries on the Lab DNS Server to generate traffic.

NOTICE If your packet capture is “noisy,” remember that you’re also capturing the HTTPS mon-
itor traffic as the “doh_google.dns” pool performing regular queries.

Notice that a port 53 request comes in, a HTTPS connection is set up and the query is passed, then the
port 53 response is sent to the client before the HTTPS connection is torn down.

This concludes the hands-on portion of the lab.

6.1.8 Additional Resources

The following resources will allow you to explore DoH and DoT more, and setup this functionality in your
own environment.
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» RFC8484: DNS over HTTPS: https://tools.ietf.org/html/rfc8484
« RFC7858: DNS over TLS: https://tools.ietf.org/html/rfc7858
+ Github repository with iRules and sample configuration: https:/github.com/grf5/DoHDotiRulesLX
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LAB: F5 DNS Cloud Service & F5 DNS Load Balancer Cloud
Service

Table of Contents

* LAB: F5 DNS Cloud Service & F5 DNS Load Balancer Cloud Service

Introduction

Pre-Requisites

Lab Environment Overview

* 1. APIs and Services

= 2. Application Scenario

Lab Environment Setup / Validation
= 1. F5 Cloud Services Portal
= 2. Opera with VPN to Test Geo Services
= 3. Postman Configuration
» 4. Zone Name
F5 DNS Cloud Service - Ul
= 1. Create Secondary DNS Zone

= 2. Query via Browser
» 3. Delete Zone
F5 DNS Cloud Service - API

* 1. Create Zone
*» 2. Get Zone File

= 3. Query via Browser
= 4. Review the JSON
= 5. Delete Zone
F5 DNS Load Balancer Cloud Service - Ul
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1. Create F5 DNS Load Balancer Cloud Service

*

= 2. Add Single Endpoint, Health Monitor, Pool and Default Geoproximity Rule
= 3. Add Multiple Ednpoints to Load Balanced Pool & Test
= 4. Add Europe Region & EU Endpoint with Corresponding Geoproximity Record
= 5. Duplicate Load Balanced Record using JSON through the Ul
= 6. Delete DNS Load Balancer Service
— F5 DNS Load Balancer Cloud Service - API

~

*

Create DNS Load Balancer Subscription
= 2. Activate DNS Load Balancer Subscription
= 3. Test NA Pool

4. Add Endpoints & Pool Members
= 5. Test Round Robin (lab)

6. Update Proximity Rule

7. Test Proximity Rules (lab)

8. Review the JSON

Delete DNS Load Balancer Service

©

*

— Clean Up

7.1 Introduction

Welcome to the F5 Cloud Services lab that covers DNS and DNS Load Balancer services. This lab will
take you through the setting up, configuration, updates, and removal of the F5 Cloud Services that provide
DNS capabilities. You will be using both browser-based Ul of the F5 Cloud Services platform, as well as
the declarative API, which is available to do all of the things the Ul does, and more!

In the process of this lab you will learn how to:
» Set up a DDoS-protected secondary DNS service

+ Retrieve and review the zone file retrieved from the primary DNS (we will provide you with a primary
DNS and a zone just for you!)

+ Set up Anycast network-backed load balanced DNS record

Add and update application endpoints and a load-balancer pool
 Configure, update, and test geoproximity rules, and

+ Have fun working with Ul and APIs!

7.2 Pre-Requisites

» Any modern browser: for working with the Ul (and this document)

» Postman: for working with the API of the F5 Cloud Services
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» Opera browser: for simulating geo-location specific traffic
» Any text editor: for duplicating Load Balanced Record

IMPORTANT NOTE: If you originally signed up for F5 Cloud Services through a Limited User invitation
(such as an email invite from another lab or from a different account owner), then it is possible that you
haven’t yet completed a full registration.

You can quickly tell if you have a full account by looking at your account(s) in the F5 Cloud Services Portal.
If you do now see any “Accounts you own:” and only see “Accounts you've been granted access to” as a
“Limited User”, then you will need to create a full account / update user info before you can proceed with
this lab. You can do so in the step 4(c) below via the F5 Cloud Services API using the Postman request
titled “Set User Info (optional)”, the details of which are outlined below after the Login.

7.3 Lab Environment Overview

7.3.1 1. APIs and Services
This Lab utilizes standard F5 Cloud Services API, as well as a Lab Service API, which was custom-built
just for executing this lab:

» F5 Cloud Services API: create, use, and remove the services in the scope of this lab

» Lab service API: facilitates auxiliary functions for the lab only: creating DNS entries, sending targeted
requests & traffic to the apps/services, etc.

The following diagram captures the core components of this Lab:

Lab User:

Browser

Lab User:

Postman

F5 Cloud Services
ul

F5 Cloud Services
API|

Lab Service API
(lab functions)

DNS
Subscription

DNS Load Balancer
Subscription

Load Balancer
Proximity & Pool
Testing
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7.3.2 2. Application Scenario

In order to fully explore the capabilities of F5 Cloud Services, you will be able to use an existing application
with a set of live instances across different clouds and geographic locations. This app is “BuyTime Auction”,
a fictitious multi-instance deployment that helps to simulate a globally deployed app topology. Unsurpris-
ingly, performance, global availability, zero downtime, and security are critical for this application, while the
app Developers & DevOps are used to consuming app infrastructure as-a-Service.

The following are the demo application instances, some of which will be utilized in the scope of this lab:

Name | Geography Cloud/Region P URI
NA1 | North Amer- | AWS - US East (N. Vir- | 34.229.48.248| http://nai-auction.

ica ginia) cloudservicesdemo.net/
NA2 | North Amer- | AWS — US East (N. Vir- | 318.232.64.254 http://na2-auction.

ica ginia) cloudservicesdemo.net/
NA3 | North Amer- | Azure — US East 13.82.106.211| http://na3-auction.

ica cloudservicesdemo.net/
EU Europe AWS — Europe (Frank- | 3.122.191.227| http://eu-auction.

furt) cloudservicesdemo.net/

The following diagram is a simplified architecture of the Auction application:

A |

F5 Cloud Services

DNS Service

{ DNS Load Balancer ]

[ Essential App Protect J

7.4 Lab Environment Setup / Validation

7.41 1. F5 Cloud S

a) Login

ervices Portal

] —

—

AWS

H

NA App 1
Instance

NADB L
NAApp 2 Instance
Instance  [*

Microsoft Azure

5

EU DB
Instance

EU App
Instance

}k

NADB

NA App
Instance

Instance

replication-—-

Attack
Simulation

Geo-

<«— proximity

Traffic

In order to use F5 Cloud Services, you need to be logged in with a valid user account. If you need to sign
up, or if you already have one, proceed to the F5 Cloud Services portal.

Once you've logged in with an account, you will be using the user name and password values in the lab to
authenticate with the F5 Cloud Services and the API.

b) Subscribe to Catalogs

In order to access specific F5 Cloud Services, you need to subscribe to the corresponding service catalogs.
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(& CLOUD SERVICES E3

LOG IN

Email

DELIVER EVERY APP.
ANYWHERE.

WITH CONFIDENCE.

Don'thave an account yet? Create One!

Password

Or if you prefer to use your AWS account, start at AWS Marketplace

Copyright F5 Networks, Inc. All Rights Reserved. FS Cloud Services Legal | Privacy | Trademarks

1. Click on the Your F5 Cloud tab in the left navigation panel and you will see the available
service catalogs, as well as the services you have subscribed to, if any. For this lab you will
need to click Subscribe to DNS and DNS Load Balancer services.

@ CLOUD SERVICES @ Help 2]

Users

2 NO SUBSCRIBED SERVICES. 1

To get started, subscribe to one of the available services below.
Active in this service

ADD F5 CLOUD SERVICES NEED SUPPORT?

F5 Cloud Services Support
For technical assistance and other questions please
ViSit our support pages.

DNsS DNS Load Balancer Essential App Protect

Map and manage your domains and zone files with Load balance your traffic across servers and regions. Secure your apps and Protect your assets. Looking for API documentatien?

secondary authoritative DNS. To get help with portal services, hit the “Help
See pricing information See pricing information button in the masthead above. To learn about our

See pricing information API, read the AP| Reference or API Guidelines

Don't forget to whitelist us!
Availale Availale Available | Try itfree (10 days) = Add F5 Cloud services IP addresses to your DNS

provider whitelist if you're using us as secondary
INS_ Here's the list

[5 LegaiTerms ana poiicies
Review the terms of your subscription, privacy
policy, and relevant F5 legal documents

seacon Bot rotect

D (9 1Fyou have feedback, suggestions, or feature
Gain full visibility and insights across your application Manage your bot traffic and secure your apps from requests, send us an email. We want to hear from
landscape. malicious bots youl

See pricing information
L’; Take our 5-minute survey!

Let us know how the portal is working for you and

. . how we can make it better. Start the survey here.
Available | Subscribe Available | Start free preview Y

&% Foundabug?
Tell us about it here so we can fix it

2. For the purposes of the lab you can utilize the Free Tier for both the DNS and DNS Load
Balancer services. NOTE: you will be asked to add your payment card even for the free tier,
however you will not be charged if you follow the Free Tier guidelines outlined here:

* F5 DNS Cloud Service Pricing
» F5 DNS Load Balancer Service Pricing

Should you decide to add additional zones or LBR records beyond the Free Tier, you will only
pay for what you use.
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You may also choose to not use a credit card, and instead subscribe through AWS Marketplace.
* AWS Marketplace: F5 DNS Cloud Service
* AWS Marketplace: F5 DNS Load Balancer Service

SUBSCRIBE TO DNS SERVICE? X

« Standard service pricing applies.

A valid payment method must be present and will be charged
for applicable usage at the end of each billing period

«  Unsubscribe from the service at any time to cancel.

Use this payment method:
(@ Credit card
Subscribe through AWS Marketplace

Cancel Yes, subscribe now

Add payment card to pay by credit card:
Or initiate the subscription from AWS Marketplace to subscribe through it:

After successfully subscribing, your services will appear in the Your F5 Cloud tab. You will also
see their current status.

If you need to check your payment information, it is available in the Accounts tab, Payment
section.

7.4.2 2. Opera with VPN to Test Geo Services

You will need the Opera browser to test proximity rules we will set later.

Open the Opera browser, click Settings, Advanced, Features and then Enable VPN.
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ADD PAYMENT CARD X

Card Type

Card Number

Expiration Date (YYYY)

- Select One - ¥ |/ -5Select One - T

Cardholder Name

Street Address

City

State/Province/Region Zip/Postal Code

Country

- Select One - v
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& aws marketplace Signin or Create a new account

Categories ~  Delivery Methods ~  Solutions ~ Migration Mapping Assistant  Your Saved List Partners  Sellin AWS Marketplace  Amazon Web Services Home  Help

F5 DNS Load Balancer Cloud Service Continue to Subscribe
F5 Networks

Set up global load-balancing across clouds in minutes

®

Overview Pricing Usage su Reviews
Product Overview
Set-up global load balancing across clouds or on-prem in minutes with F5 DNS Load
Balancer Cloud Service. This Saa$ offer is built to allow customers to leverage F5's 20+ Highlights
years of load balancing experience in a pre-configured, cloud native solution that can be
provisioned and configured with just a few clicks. You can easily perform intelligent load * Advanced security: Protect applications from DNS
balancing, geolocation-based routing, and app health checks through an intuitive user vectored DDoS attacks High availability: Ensure
interface. Move even faster by automating averything using AP application performance and availability within minutes

of activation

Optimize your app delivery using F5 Cloud Services.

Location-based routing on a global network: Clients
can be directed to the nearest application instance with
Sold by F5 Networks geolocation-based load balancing for the best user

experience
Fulfillment Method Software as a Service (SaaS)
« Move Faster: Automate everything across your hybrid

app environment through a single API for quick and easy
integration into your DevOps toolchain or use the
simple, modern web interface

Pricing Information

This sof tware is priced along a consumption dimension.
Your bill will be determined by the number of units you use. Additional
taxes or fees may apply.

™\ CLOUD SERVICES ® Help 2]

USAGE - Lost 90 Days ORGANIZATION & USERS
ons TOTAL REQUESTS ToTAL ZONES Users
=)
HEALTHY 4130 3 Q s
3 Healthy / O Degraded 3 Active / O Inactive Active in this service
3
DNS LOAD BALANCER ToTAL REQUESTS ToTAL sERVIcES NEED SUPPORT?
© ey e :

2 Healthy / O Degraded 2 Active / 0 Inactive 5 Cloud services support
For technical assistance and other questions please
Vit our support pages

ADD F5 CLOUD SERVICES g Looking for APl documentation?

To get help with portal services, hit the “Help’
button in the masthead above. To lear about our
API, read the API Reference or APl Guidelines

Don't forget to whitelist us!

Add F5 Cloud services IP addresses to your DNS

bNS NS Load Balancer Essential App Protect provider whitelist if you're using us as secondary
DNS. Here's the st

Map and manage your domains and zone files with Load balance your traffic across servers and regions. Secure your apps and protect your assets,
secondary authortative DNS.
See pricing information See pricing information [5) tegei Terms and Poicies
Review the terms of your subscription, privacy
policy, and relevant F5 legal do

See pricing information

Unsubscribe

Unsubscribe Subscribed | Unsubscribe (=9 fyou have feedback, suggestions, or feature
requests, send us an email. We want to hear from
you!

Take our 5-minute survey!
Let us know how the portal is working for vou and

&
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(& cLouD SERVICES

@ Help @

o
E ACCOUNT MANAGEMENT

Organization ~ Users  Divisions

OTHER PAYMENT METHODS
@ CREDIT CARDS ON FILE m
-
A4 = Tiems @ aws marketplace
Card ending in Card type Expiration Services Account Type Services
Amazon DNS.
@ Beacon
@ View billing dashboard [

& DNSLoad Balancer

| CURRENT CREDIT CARD USAGE - A/l Services

$0.00 uso ©
= Grem:
[ Dpated Statement
O
O
O
O
O
O
< C = @ O settings/vpn
(~] o Settings Search settings Q
)
VPN

Basic

v
IS

Enable VPN
Browse with

Privacy 8 gecurty

VPN connects to websites via various servers around the world, o your connection speed might be af

Ele o

Browser Bypass VPN for default search engines m
Rate Opera

Battery saver
Opera help

Enable battery saver

upt

Save battery automatically

Always show battery icon on toolbar

Instant Search
Enable Instant Search [ o]

My Flow

My Flow is your personal spacs
and phone at the same time.

forlinks, videos, images and notes that you want to have on your computer

Crypto Wallet

Connect Opera with your phone to easily make cryptocurrency transactions.
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7.4.3 3. Postman Configuration

a) Download Postman here, open it, create a Postman account if you don’t have one and choose to do so,
and sign in.

b) Clone or download and extract the repository

O ! Pull requests Issues Marketplace Explore o +~ .v

Learn Git and GitHub without any code!

Using the Hello World guide, you'll start a branch, write comments, and open a pull request.

Read the guide

fsdevcentral / f5-cloudservicednslab @ Watch~ | 5 ¥r Star | 0 %Y Fork | 3

<> Code Issues 0 Pull requests 0 Actions Projects 0 Security 0 Insights Settings

F5 DNS and DNS Load Balancer Cloud Services - Lab & APl examples with Postman Edit

Manage topics

-0 2 commits ¥ 1 branch ) 0 packages D 0 releases 2 contributors & MIT

Branch: master - Mew pull request Create new file | Uploa®gles = Find file Clene or download ~

yoctoalex initial commit (#1) .. Clone with HTTP Use 55H
W figures initial commit (1) Use Git or checkout with

https://github.com/f5deve

using the web URL

al/f5-cloud | [T

B postman initial commit (#1)
S d Balancer.vsdx initial ¢ it (#1) )
[ DNS & Load Balancervsdx nitial commit ¢ Open in Desktop Download ZIP
[ LICEMSE Initial commit PR

c) Import collection — /postman/F5 Cloud Services DNS LAB.postman_collection.json and environment
— /postman/F5 Cloud Services DNS LAB.postman_environment.json.

You will now see the imported collection (left side) with the calls that you will be utilizing grouped into several
categories, as well as the environment variables (top right) used to store and pass data between Postman
and the API.

You are now ready to interface with the F5 Cloud Services using Postman.

7.4.4 4. Zone Name
In order to create secondary DNS zone in the F5 Cloud Services portal, you need to have a zone name.
Use Postman and follow the steps below to get the Zone name from the Lab service API.

a) Open the “F5 Cloud Services DNS LAB” environment variables by clicking the “Environment Quick
Look”, click into the field of the corresponding variable, and type the value of user email in the variable
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@ Postman

File Edit Vie

IMPORT

File Folder Link Raw Text

Drag and drop Postman data or any of the formats below

OpenAPI

28 My Workspace

RAML GraphQL

cURL WADL

Upload Files

2

2, Invite

Q Fileer

History Collections

+ New Collection

APIs

Trash

F5 Cloud Services DNS LAB
21 requests

M CoreRequests

W DNS

» M DNSLoad Balancer
-

Clean Up

4 GET _ GET __ POST POST €

* Get GSLB JSON

on  Headers (9)
+ Headers (2)
Kev

Content-Type

0sT 2 POST € 0sT 2

VALUE

spplication/json

F5 Cloud 5 DNS LA Lol
poOST T puT POST T [ | oue sErvices | &

B Comments(0)  Examples(0) »

heeps://{{HOSTNAME}}/{{API_VERSION}}/sve-subscription/subscriptions/{{GSLB_SUBSCRIPTION_ID}} m Save ~

Cookies Code

ees  BulkEdit = Presets v

Bearer {{ACCESS_TOKEN]}
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“USER_EMAIL’ (click Enter after typing the values).

F5 Cloud Services DNS LAB L #
A T PUT __ T PP 4 see
F5 Cloud Services DNS LAB ) ) I
Environment quick look
| HOSTNAME api.cloudservices.f.com api.cloudservices.f3.com
API_VERSION vl vl
DNS_WEB_ADMIN 54.211.12.173:10000 54.211.12.173:10000
USER_EMAIL useri@email.com
USER_PASSWORD password

ACCOUNT_NAME

Repeat the same for the “USER_PASSWORD”.

b) Select the Login request in the sidebar to login to your F5 Cloud Services profile and click Send to get
the authorization token. More detailed information on this API request can be found here.

Collections
- » Login B commen0 -
+ New Collection Trash
POST v | htps:/{{HOSTNAMER/{API_VERSION}}/svc-authilogin A save v
F5 Cloud Services DNS LAB
1 Params @ L] .
v M Core Requests 2 oo —
Query Params
| Login |
KEY VALUE DESCRIPTION
GET
GET
- Body 6) 1 Stats: 200 0K Tim m e: K Sa ponse ¥

A successful login will result in Postman returning the tokens from the API, shown in the response body
below:

Body () (1/1)
Pretry BETA JSON = 5
1 i

2 "access_token":
"eyIraWQiniI3saZMS1deMNG] LelWNXTWdweT Lz Zz] cLzNjURVkZIk13aHRgamZ rvmo20U8ydz@ilCIhbGci0ilsUzIING I, ey I zdWI 101 M
ZCI6IFV1YFViZDBmLWZINTAtNDYZYi1iMjAGLWIYOWU2ZmUzODM3INIIsInRva2VuX3VzZSI6ImFY2VzcyIsInNib3B1IjoiyXdzLmNvZ25p:
IsImlzcyI&Imh@dHE zO1! Cajb2duaXRvLklkcC51cyl 1Y XNBLTEuYk1hemSuYXdz Lm dXMEZWF zdCBxXz1xRThTelxdWy IsImvV4cC
ZSB3¥TZ1LTQ3YmETODI4Yi@eMDY3IZDFhNFZ 1MmIiLCIibGl1bnRFaW)i0iIBZzY4Y25vaL

N1 bkixyc251MW1scDhodSIsInWzZXuYhll
NZXZk1lnG_21dBhHmFC_wdfiMgeD_5DbxIcgiWKwdWhHCTLRQPLSFAZgef2xh-8-m-PLG3rPE4yriXUGasSpdQavMNTVy S8cndQLsYEF41dpka
767dIv-TvdGHUh7eFYwvwRIWxY Y lenkWHXGNs 1K rOnMAUInPIPUo Lz9RMULAT J iBDSMvyqlBLEHNUZ F pSSVWB VBN r 2 2kBEmKOLHi 82 T 1vgy
o@0KSJ1vF]",

These tokens are then stored for subsequent calls using a function inside Postman to set environment
variables. You can see the test function in the Tests tab:

NOTE: If any of the subsequent Postman calls return a blank response or “status”: “unauthorized”
response (see the screenshot below), it means your user token has expired and you will need to re-login.
To do that you just need to re-send the Login request.
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POST v https:// fswc-auth/login

L

i
i
A

L

1~ pm.test("Set token variable™, function() {
2 var jsonData = pm.response.json();
3 pm.environment.set("ACCESS_TOKEN", jsonData.access_token);

ia

Pretty BETA JSON

1

2 "status"™: "unauthorized”,
3 "message": "sccess denied”
4

c) OPTIONAL: Set User ID & Account Info

IMPORTANT NOTE: If you originally signed up for F5 Cloud Services through a Limited User invitation
(such as an email invite from another lab or from a different account owner), then it is possible that you
haven’t yet completed a full registration. You can quickly tell if you have by looking at your account(s) in the
F5 Cloud Services Portal If you do now see any “Accounts you own:” and only see “Accounts you've been
granted access to” as a “Limited User”, then you need to create a full account & update user info before
you can proceed with this lab.

You can do this by running the following Set User Info API call, after you’ve updated the Body of the request
with your own organization & address information:

The response returns the following detail, including your own organization account ID (id):
More information on this API request can be found here.

At this point you should be a full user with an “Owned Account” and a primary organization account id,
which can also be confirmed in the F5 Cloud Services Portal in the drop-down under your user name (top
right), where you should see “Accounts you own:” and the Organization Account you created with “Owner”
defined.

d) Retrieve User ID & Account ID

Select the Get Current User request and click Send to retrieve User ID and Account ID to be used in the
further requests.

The response returns the following detail:
The retrieved User ID and Account ID are then stored for subsequent calls.
More detailed information on this API request can be found here.

e) Let's now retrieve DNS Zone Name with the Get DNS Zone (lab) API call. Click Send. This call will pass
your “ACCESS_TOKEN” in the header of the request to the Labs API in order to validate existence of your
F5 account & return back a Zone name unique to your lab.
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k Set User Info (optional)

POST b https/{{HOSTNAME R/ {{API_VERSION}}Msvc-account/accounts
Params Authorization Headers (10} Body @ Pre-request Script Testz @ Settings
none form-data w-www-form-urlencoded ® raw binary GraphQL JSON
1~ |{
2 "name”: "Demo Account™,
F> "address": {
4 "street_1": "B@1 S5th Ave",
5 "city™: "Seattle”,
6 "state": "WA",
7 "postal_code™: "98184",
8 “country®: "U5™
9 H
a8 3
Body Cookies Headers (6) Test Results {1/1)
Pretty Raw Preview Visualize J50N - 5
1 {
2 "id": "a-g@al¥QhrBca™,
3 e il
4 "parent_account_id": ""
5 "status": "active”,
[ "level™: "8",
7 "signup_provider”: "standard”,
H "address": {
9 "street_1": "B801 5th Ave",
1a "street_2": "",
11 "city™: "Seattle”,
12 "state": "WA",
13 “country™: "US",
14 "postal_code™: "98184-1663"
GET - heps:{{HOSTNAME}}{{API_VERSION}}/svc-account/user
Authorization Headers (8) Body Pre-request Script Tests @ Settings
v Headers (1)
KEY VALUE 1
Authorization Bearer {{ACCESS_TOKEN}}
e Thrmmooe—en Uandae- 7T M
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Body ez H Test Results (1/1)
Pretty Ra Previe sualize BETA JSON = -0
1 i
2 =id=: - =
3 "email™: " ",
4 "first_name": " S
5 "last_name": " i
[ "phone": "",
7 "primary_account_id": " P
E "status": "active",
E "email_confirmed™: trus,
18 "phone_confirmed”: false,
11 "unconfirmed_email™: ""
12 "time_zone": "
13 "preferred_language™: "",
14 "user_email_history™: [1,
15 "current_password": ""
16 "create_time": "2019-87-22T14:54:39,9984127",
17 "update_time": "2019-87-22T14:54:39.9384127",
18 "activate_time™: null,
19 "delete_time"; null,
e "reset_password_sent_time": null,
21 "reset_password_time": null,
22 "email_confirmaticn_sent_time": "2819-@7-22T14:54:57.98569157",
23 "email_confirmation_time": "2019-87-22T14:54:57.986915Z",
24 "phone_confirmation_sent_time": null,
75 "rhana ranfirmation Fima®s anll
GET - https:/H{{HOSTNAMER/{{API_VERSION}}/svc-account/user
Params Authorizatio Headers (8) Bo Pre-re Tests Se

1~ pm.test("Set account_id and user_id

1)

[= R R - AR %)

variables", function() {

var jsonData = pm.response.json();
pm.environment.set("ACCOUNT_ID", jsonData.primary_account_id);
pm.environment.set("USER_ID", jsonData.id);

7.4. Lab Environment Setup / Validation
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Request:

GET A http:/H{{DNS_WEB_ADMIN}}zone

Headers (2] [ ]
» Headers (2)
KEY VALUE
Content-Type application/json
Authorization Bearer {{ACCESS_TOKEN]

The response will return your test DNS zone name and the status.

Body () (1/1) Status: 200 OK
e
Pretty JSON =

1 I

2 "statusgo ok

3 "zone":f "user-nihesi.securelab.online”, ||

A ” o iy S

4 "z 2" Tuser-nln¥si-Z.securelab.online

c

Sending this request will automatically capture of the Zone variables:

GET v http://{{DNS_WEB_ADMIN}}/zone

1~ pm.test("Get User's DNS Zone Name", function() {

2 var jsonData = pm.response.json();

3 pm.environment.set("ZONE_NAME", jsonData.zone);
i4 1)

This Zone Name will be used for creating Secondary DNS Zone in the F5 Cloud Services portal, as well as
throughout the lab as the domain name for your test applications.

7.5 F5 DNS Cloud Service - Ul

7.5.1 1. Create Secondary DNS Zone

Let’'s now return to the F5 Cloud Services portal and create Secondary DNS Zone using the Ul. We will
repeat the same flow through the API in the subsequent section.

a) Go to the DNS tab and click Create.
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(@ clowseRvicEs  wowe Cha | () EE—
. -
2 DNS
1

SERVICE HEALTH REQUESTS
| ~nA o

0 Healthy / 0 Degraded All zones, past 90 days

2

CREATE A ZONE
To get started with the DNS service, create some zones!

Copyright F5 Networks, Inc. All Rights Reserved. F5 Cloud Services Legal | Privacy | Trademarks

b) Paste Zone name retrieved in step 4.e) above and indicate the following DNS IP: 54.211.12.173 as the
DNS Primary Server IP. Other values are optional. Then click Get Zone File.

(& clouoservices [ QHp @[T T

CREATE SECONDARY DNS ZONE x

DNS Primary Server IP
5421112174

DS Me:

Alternative IP

¢) This will retrieve the zone file from your primary DNS server. Click Deploy and then Done. This will
create Secondary DNS Zone.

7.5.2 2. Query via Browser

Let’'s now see how the created Secondary DNS works.

a) Click on your zone in the DNS tab and scroll down to see ZONE FILE, where you need to copy “nai-
auction.user-your_zone_name”.

b) Paste the address into your browser and you'll get to the website:
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Alex Shemyakin
(& cLou servicEs @ Help Alex shen
Zone File x
A copy o the raw zone il s dsplayed below for your
wverification

user-nihOsisecurelab.online. 30 IN SOA  nsi.user

o

2020010101 30 30 30 30

user-nth0si.securelab.online. 30 IN NS
ices.com.

user-nth0si securelab.online. 30 IN NS
auction.usernihdsisecurelabonline. 30 IN NS
ns91.dns. cloudservices.f5.com.
eu-auctionusernihlsi securelab.online. 30 IN A
3122191.227

nai-auciion user-nihOsi securslabonline. 30 IN A

34229.48.248
na3-auciion.user-nihOsi securelabonfine. 30 IN A
52226147184

nst.user-nihOsisecurelab.oniine. 30 IN A
54211.12.173

user-nih0sisecurelabonline. 30 IN SOA  nsf.user-
;i laboniine infe 7 i

n1ho:
2020010101 30 30 30 30

4

(& cLou services Qe QL

ZONE PROPERTIES
Name and location of your zone file

2

Zone Name Description

user-24e2440.securelab.online ‘ ‘ Optional

DNS Primary Server IP [] Add Transaction Signature Key (TSIG)

‘ 5421112173 ‘

Alternative IP-

[ optons ]

Division

None v

ZONE FILE
Here Is the zone file we're using.

user-z4e2440 securelabonline. 10 IN  SOA info. line. 2020020537 10 10 10 10
user-z4e2440 securelabonline. 10 IN NS ns1 f5cloudservices.com.
user-z4e2440 securelabonline. 10 IN NS ns2 fEcloudservices.com.
auction. ine. 10 IN NS ns91.dn ices f5.com.
g0 IN A 3122191227

0 IN A 3422943248

0 IN CNAME waf-aa5zkbsghx waf prd f5aas com
na3-auction userz4e2440 securelab.online. 10 IN A 52226.147.184
user-z4e2440 securelabonline. 10 IN  SOA info. line. 2020020537 10 10 10 10
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re | nal-auction.user-z4e2440.securelab.online * e =@
NAl 3422948248 AWS - US East (N. Virginia)

INITED STATES ¥ ENGLISH ¥

BuyTime SIGN UP

—— Auction —

Live luxury, stay on budget

SIGN UP TO START

7.5.3 3. Delete Zone

In case you need to delete the zone, tick your zone, click Delete and then confirm your choice.

() ©LOUD SERVICES ® Help e
o
i
82
SERVICE HEALTH REGUESTS
8| HeaTHY 143
® 2Healthy /0 Degraded Al zones, past 90 days
¥ oms ==
[ ZoneName ™ Health Primary IP Division Last Updated Status
1 werssosysecusinonine © Heatry saznizm 13031, 2020/ 10:47 UTC o name
E user-z4e2440 securelab.online © Heaithy 5421112173 Feb 7,2020/16:26 UTC o Active

A0  PERMANENTLY DELETE THESE ZONES?
- 3

7.6 F5 DNS Cloud Service - API

In this section we will repeat the flow of the preceding section by using the F5 Cloud Services APIs with the
help of Postman.
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7.6.1 1. Create Zone

In order to create your zone using API, you will first need to get your account details - membership and
catalogs.

a) Get User Membership to F5 Cloud Services accounts

In Postman, send the Get User Membership request which returns info on your user’s access to Cloud
Services accounts.

GET v https://{{HOSTNAME}M{{API_VERSIC fswc-accountfusers/{{USER_ID}}/memberships
Headers [ ]
» Headers (1)
KEY VALUE
Authorization Bearer {{ACCESS T

You will see account ids, names, roles and other information in the body of response.

Body
Pretty LA JSON =
1 i
2 "memberships";: [
3 {.
4 "account_id": " E™s
5 "user_id": " S
6 "rple_id": ™ ,
7 "user": {
2 id": ,
g “email”: " ",
1e "first_name": "+ ",
11 "last_name": " ",
12 "phone": "",
13 “cregte_time": "2819-87-22T14:54:30,00984127",
14 "update_time": "2819-87-22T14:54:30.00984127"
15 s
16 account_name": "UPMIX LLC",
17 "role_name": “"owner",
13 "level®: "@"
g 5] ndard”,
28 C -22T14:54:48.1523172",
21 u -22T14:54:48.1523172"
22 I
23 {
24 "account_id": ™ ",

Your “account_id” will be retrieved using “account_name” and used for creating user’s instances.

More detailed information on this APl request can be found here.

b) Retrieve information on available catalogs and their IDs

Select the Get Catalogs request and click Send to retrieve data about the available Catalogs and their IDs.
As you see there are a number of catalogs available:

The retrieved IDs are then stored for subsequent calls using a function inside Postman to set environment
variables. You can see the test function in the Tests tab:
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-

GET

https://H{{HOSTNAME} WV {{API_VERSION}}/svc-accountfusers/{{USER_ID}}/memberships

1~ pm.test("Switch account™, function() {

2 var jsonData =
for{var i=8; i<{jsonData.memberships.length; i++) {
if {jsonData.memberships[i].account_name ===

4~
5
5 b
7 ¥
i3 1)
GET -

» Headers (1)
KEY

Authorization

K e

pm.response.json();

" [ {ACCOUNT_NAME}}") {

pm.environment.set ("ACCOUNT_ID", jsonData.memberships[i].account_id);

https://{{HOSTNAME}W{{API_VERSION}}/svc-catalog/catalogs

Headers (8) Bod)

VALUE

Bearer {{ACCESS TOKEN}}

a
m

» Temporary Headers (7) @

s |
J.‘

"create_time":
"update_time":
"delete_time":
"preview_end_time": null

"20819-97-22T721:21:4%, 4949327,
"20819-97-22T721:21:4%, 4949327,
null,

"catalog_id": "c-aaQnOrPjGu”,

"name": "DNS Load Balancer™,

"description": "Load balance your traffic across servers and regions.",

"status": "STATUS_ACTIVE",

"logo_uwrl™: "https://staging-ui.srv.f5Saas.com/static/media/logo.6alab75a.5ve",

"info_url™: "https:/ ww.f5.com/products/ways-to-deploy/cloud-services/dns-load-balancer-cloud-service
"service_type": "gslb",

"deleted": false,

"preview": false,

"providers": [

{

“"name”: "aws",

"preview": false,

"status": "STATUS_ACTIVE",

"info_url": “https://aws.amazon.com/marketplace/pp/BA7WIPEHMA",

7.6. F5 DNS Cloud Service - API
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GET A https: /A {HOSTNAME} W {{API_VERSION}/svc-catalog/catalogs

m
I
]

L]

1~ pm.test("Set Catalog variables™, function() {

var jsonData = pm.response.json();

for{var 1=8; i<jsonData.Catalogs.length; i++) {

4~ if (jsonData.Catalogs[i].service_type === "waf") {

pm.environment.set{"WAF_CATALOG_ID", jsonData.Catalogs[i].catalog_id);

¥
B if (jsonData.Catalogs[i].service_type === "adns") {
9 pm.environment.set("DNS_CATALOG_ID", jsonData.Catalogs[i].catalog_id);
1@ T
12 - if (jsonData.Catalogs[i].service_type === "gslb") {
13 pm.environment.set("GSLE_CATALOG_ID", jsonData.Catalogs[i].catalog_id);
14 T

More detailed information on this API request can be found here.

c) Select the Create DNS Subscription request and click Send to create a new service instance of Sec-
ondary Authoritative DNS using “account_id” and “catalog_id” retrieved a few steps above.

POST A hrps H{{HOSTNAMEH{{API_VERSION)Wsvc-subscription/subscriptions

- - — -~ BETA e
none form-data x-www-form-urlencoded @ raw binary GraphQL —  JSON -

2 ) "account_id": "{{ACCOUNT_ID}}",

"catalog_id": "{{DNS_CATALOG_ID}:",
4 "service_instance_name": "{{ZONE_NAME}}",
5w "configuration”: {
5 - "adns_service™: {

zone'
- master_se
"54.,211.12.17
1 ]
3

)
e I
13 "service_type": "adns"

14 3

You will see “subscription_id” and created “service_instance_id” in the body.
The retrieved “subscription_id” is then stored for subsequent calls.

You can change its status from “DISABLED” to “ACTIVE” sending the Activate DNS Subscription request
below. More detailed information on this API request can be found here.

d) Select the Activate DNS Subscription request and click Send. This will deploy the secondary DNS
using “subscription_id” captured in one of the steps above.

You will see “active” subscription status.

Note that it takes some time to deploy the service, so you can just re-send the same request after a few
minutes to see “service_state”: “DEPLOYED”.

More detailed information on this APl request can be found here.
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Body Cookies
Pretty Ra Preview Visualize BETA JSON =
1 J
2 "subscription_id": " k",
3 "account_id": " ™
4 "user_id": -3 L
5 "catelog_id": "c-aaxBlkfgsu",
[ "service_instance_id": " -
7 "status": "DISABLED",
2 "service_instance_name": "user-zde24dd4@,securelab.online”,
g "deleted": false,
1@ "service_type": "adns",
11 "configuration": {
12 "adns_service": {
13 "master_servers": [
14 "54,211.12.173"
15 1,
16 "zone": " B
17 ¥s
18 "nameservers™: [
19 T
28 "ipwd": "
21 "ipvET: " r,
22 "name": "
23 s
24 f
75 "ipudte "
POST - https/{{HOSTNAME/{API_VERSION}swe-subscription/subscriptions
Params Authorization Headers (10) Body @ Pre-request Script Tests @ Settings

1~ pm.test("5et DNS subscription id variable", function() {
2 var jsonData = pm.response.json(};

3 pm.environment.set("DNS_SUBSCRIPTION_ID", jsonData.subscription_id);
id4 1)
5
POST - https:/f{{HOSTNAME} W {{API_VERSION}}/svc-subscription/subscriptions/{{DMN5_SUBSCRIPTION_ID}} activate
Params Authorization Headers (10) Body ® t Settings
: BETA ¢ -
none form-data x-www-form-urlencoded @ raw binary GraphQL ON
1~ i
2 "subscription_id": "{{DN5_SUBSCRIPTION_ID}}",
3 "omit_config": true
4 3}
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Pretty JSON =
1 i
2 "status": "ACTIVE",
3 "service_state”: "DEPLOYING",
4 "subscription_id": "
5 ff

ody

Pretty JSON 5
1 il
2 2
3 "DEPLOYED",
5 Il

7.6.2 2. Get Zone File

Send the Get DNS Subscription Zones request which uses DNS “subscription_id” created a few steps
above. This will retrieve a zone file from your primary DNS server.

T E11/.

POST A https/{{{HOSTNAME} W {{API_VERSION}}svc-subscripdon/subscriptions/{{DN5_SUBSCRIPTIC

v Headers (2)

KEY VALUE
Content-Type application/json
Authaorization Bearer {{ACCESS_TOKENM

As a result, you will get the zone file describing your DNS zone and containing mappings between domain
names and IP addresses.

7.6.3 3. Query via Browser

Let’s now check the created DNS service via browser.
a) Copy NA1 address from the Zone file retrieved in the step above:

b) Paste the copied address into your browser and you will get to the created secondary DNS instance:
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dl

R

"user-nlh@si.securelab.online.\t3@\tIN\t50A\tnsl.user-nlh@si.securelab.online. info.user-nlh
2820821889 38 38 38

3@\nuser-nlh@si.securelab.online. \t3@\tINYVENS\tns1l. fScloudservices. com. \nuser-nlh@si.securelab.online.
f5cloudservices.com.\nauction.user-nlh@si.securelab.online. VE384\EtINVENSEns91.dns. cloudse
securelab.online. \VE38\EINYtAVE3.122.191.227 \nnal-auction.user-nlh@si. securelab.online.
user-nlh@si.securelab.online. \t36YtINYECNAME twaf-aaqrdigerk.waf.prd.f5aas.com. \nna3-auction.user-nlh@
WEAVESZ.226.147.184 nns1.user-nlhdsi.securelab.online. \t3@\tIN .12.173\nuser-nlhdsi.
S0AVvtnsl.user-nlh@si.securelab.online. info.user-nlh@si.securelab.online. 2828821889 38 38 3

INNEANESS .

SON -
nal Aa bl 4
1
2 "configuration™: {
3 ‘zone_field": "user-nlh@si.securelab.online.‘\t3@4%tINYt50AVtns1l.user-nlh@si.securelab.online. info.user-nlh

2020021889 3@ 38 38
3@\nuser-nlh@si.securelab.online. \t38\tINVENS\tnsl. fScloudservices. com.\nuser-nlh@si.securelab.online.
fScloudservices.com. \nauction.user-nlh@si.secyralab spldpe td3@WETHAENC Y £p=0] do= cloydse
122.191.227mhal-auction.user-nlh@si.securelab.online f\t3@%tINVEALE3E.
user-nlh@si.securelab.online. \E38 iy Nat-aoqralEer k. Wat.pro. Toaas.com, \nnas-auction.user-nlh@
wtIent A g ecurelab.online, Wt3@WEINVEALTS4.211,12. 173 \nuser-nlhdsi.
I t508\tnsl.user-nlh@si. securelab.online. info.user-nlh@si.securelab.online. 2820821809 30 30 3

se

C  ® Notsecure | nal-auction.user-n1h0si.securelab.online

NAl 3422948248 AWS - US East (N. Virginia)

5 UNITED STATES ¥ ENGLISH ¥

BuyTime SIGN UP

—— Auction —

y,

Live luxury, stay on budget

SIGN UP TO START
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7.6.4 4. Review the JSON

Let’'s now see the structure of the JSON. In order to get the JSSON, go back to Postman and send the Get
DNS JSON request which uses your ACCESS_TOKEN to retrieve the JSON:

GET - https:/H{{HOSTNAME}{{API_VERSIC fswe-subscription/subscriptions/{{DN5_SUBSCRIPTIC
Headers
w Headers (2)
KEY VALUE
Content-Type application/json
Authorization Bearer {{A T

The response will retrieve the JSON containing all the DNS instance information:

As you can see, the JSON provides some general information on subcription_id, user_id, and instance
name, as well as all configuration details (service IP, zone name, etc).

7.6.5 5. Delete Zone
In order to delete your Zone using Postman, send the Retire DNS Subscription request which uses the
relevant “subscription_id”.

You will see “retired” status in the response body which means that it's not available on the F5 Cloud
Services portal anymore.

More detailed information on these API requests can be found here.

7.7 F5 DNS Load Balancer Cloud Service - Ul

In this section we will use the F5 Cloud Services Ul to set up the Load Balancer DNS record, add endpoints
for our Auction app, add health checks, load balanced pools, and run through a few configuration options.

7.7.1 1. Create F5 DNS Load Balancer Cloud Service

Let’'s now create DNS Load Balancer Service to be able to balance loads across multiple clouds (Azure &
AWS) and provide global availability and performance with health-check and built-in DDoS protection.

a) Go to the DNS Load Balancer tab and click Create.

b) Enter name of the zone we created before and click Create.

Your DNS Load Balancer instance will appear on the list but in Inactive status. You can change the status
after creating load balanced record and pool.
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Pretty Ra Previe sualize JSON =

1 i

2 "subscription_id": s

3 "account_id": * N

4 “user_id": ™

5 “catalog_id": “c-aaxBlkfgiu”,

[ “service_instance_id": !

7 "status": "ACTIVE",

g "seryice_instance_name": "user-nlh@si.securelab.online”,
9 "deleted": false,

18
11 {
12 "adns_service’: 1
13 "master_servers": [
14 "54,.211.12.173"
15 1.
"zone": "user-nlh@si.securelab.online™
}J
"details": {
"latest_axfr": "2820-32-28T07:26:4277,
"zone_count": 9
}J
"nameservers®: [
{
“ipwgr:
"ipve":
"name": '
s
i
"ipv4r: "
"ipve": "
"name": "
H

}J
"create_time": "2020-82-28TE7:26:28.6684322",
"update_time": "2020-82-28TE7:26:35.457966Z",
“cancel_time": null,

“end_time”: null

POST A4 htrpsH{{HOSTNAME} W {{API_VERSION}}/svc-subscripdon/subscriptions/{{DN5_SUBSCRIPTION_ID} M retire

Authorizatio H Eody ® Pre-reo
" s = _ : _ BETA  |cry
nene form-data www-form-urlencoded @ raw binary GraphQL JSON -
1~
2 "subscription_id": "{{DNS_SUBSCRIPTION_ID}}",
3 "omit_config": true
4 1
Body es H = (6] TestResults
Pretty Ra Previe sualize BETA JSON = 5
1 i
2 "status™: "RETIRED",
3 "service_state”: "UNDEPLOYIMG™,
4 "subscription_id": " -
5 Ik
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(% cLoun seRvices @Hr @

&)
9 DNS LOAD BALANCER

‘SERVICE HEALTH REQUESTS

1N.IA (o]

0 Healthy / 0 Degraded All services, past 90 days 2

¥ ‘CURRENT LOAD-BALANCING SERVICES
WELCOME TO YOUR SERVICE DASHBOARD
To get started, configure services and get your traffic loads under control.
Body Cookies Headers (6) TestResults (1/1) Status: 200 QK
—_—

Pretry Raw Preview Visualize JSON w 5

1 q

2 "statuse "ok

3 "zone™:f "user-nlh@si.securelab.online”,
4 " ¥

5B

(& cLounservices @ Help e

DEFINE NEW SERVICE X

Enter a zone for this service

Enter azone name ‘

Assign to division

None (keep zone at account level) v ‘

[ Saveand create another

316 Chapter 7. LAB: F5 DNS Cloud Service & F5 DNS Load Balancer Cloud Service



DNS Documentation

7.7.2 2. Add Single Endpoint, Health Monitor, Pool and Default Geoproximity Rule

a) Create a Region

Creating regions will allow grouping incoming requests by geographic areas and directing them to specific
pools.

1. Click on DNS Load Balancer instance which we have just created and go to the Regions tab.
Click Create.

(@ cLou services oY RN < I
&=} DNS Load Balancer > user-z4e2440.securelab.online v
I 'SERVICE HEALTH REQUESTS ACTIVE LBRS 'MONITORED POOL MEMBERS POOLS
HEALTHY 1 ‘ 1 o 2
This service All services, past 90 days Enabled + balancing g traffic 0 Standard / 0 Advanced 2 Enabled / 0 Disabled
e |
Service overview JSON configuration
&
0 COMPONENTS
®
Load balanced records IP endpoints Pools Monitors
HELLO!
To get started, configure some regions.
H 113 ” 113 H ” 113 H ” o “ H ”
2. Fill “usa” as “Region name” and select “North America” in “Include these continents”. Save
the created region.
(@ cLoun services oHe @1 T
CREATE REGION X
Region name
[ |
‘Add notes here
.
T
-
Include these countries

‘ Type to choose courtres

Include these states/provinces

‘ Type to choose statesprovinces

Now all requests from North America will be covered by the “usa” region.
b) Add A Health Monitor
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To distribute the load, DNS Load Balancer will need to monitor health of each IP Endpoint. So, let’s create
a monitor.

1. Go to the Monitors tab and then click Create.

(& cLouD SERVICES OHp QT
] DNS Load Balancer > user-z4e2440.securelab online v
22 'SERVICE HEALTH REQUESTS ACTIVE LBRS 'MONITORED POOL MEMBERS POOLS
HEALTHY 1 ‘ 1 o 2
This service Al services, past 90 days Enabled + balancing traffic 0 Standard / 0 Advance« d 2 Enabled / O Disabled
Serviceoverview  JSON configuration
& CCOMPONENTS

Load balancedrecords  IPendpoints  Pools Regions
Menitors

@

HELLO!
To get started, configure some monitors.

2. Fill in “health-monitor” name, choose “HTTP Standard” protocol, indicate “80” port and click
Save.

(& cLOUD SERVICES OHe @

CREATE MONITOR x

[Fome e
|‘ health-monitor ‘

Add notes here

HEALTH MONITORING OPTIONS
Additonal charges apply for advanced monioring

Choose protocol
‘ HTTP Standard v ‘

[Frats the pore |
[= |
] Saveand create another

Cancel Save

c) Add an IP Endpoint (NA) with Health Check

Let's now create an IP endpoint that will currently service all incoming requests. DNS Load Balancer
chooses an IP endpoint based on request origin and configuration of IP endpoints, as well as IP Endpoint
health.

1. Go to the IP endpoints tab and then click Create.
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(& cLouo services Orer @
&} DNS Load Balancer > user-nthOsi.securelab.online v
22 SERVICE HEALTH REQUESTS ACTIVE LERS MONITORED POOL MEMBERS POOLS
N/A ‘ o] (o} (1] 0]
This service All services, past 90 days Enabled + balancing traffic 0 Standard / 0 Advanced 0 Enabled / 0 Disabled
=
I Service overview JSON configuration

COMPONENTS

Load balanced records IP endpoints Pools Monitors Regions

1P Endpoins

HELLO!

To get started. configure some IP endpoints.

2. Fill in name (“nai-auction”), IP address (“34.229.48.248"), port (“80”) and select the monitor
we created above.

CREATE IP ENDPOINT X

Name the IP endpaint

nal-auction ‘

What's the IP address of your endpoint?

‘ 34.229.48.248 ‘

What's the port?

[= |

What monitor would you like to use?

‘ health-monitor v

+ Create monitor

Add notes here

4

[] Save and create another

Cancel Save

d) Create a Pool
Let's now create a pool and add a member to it.
1. Go to the Pools tab and then click Create.
2. Fill in “america” name, choose “round-robin” method and define TTL “30”. Then click Next.
3. Click Add Member to add an IP Endpoint to the pool.
4. Select the endpoint we've just created, as well as the monitor. Click Add and Create.
A newly created pool with the one NA endpoint will appear on the list.
e) Add a Load Balanced Record
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(& cLouo services @Onp
&) DNS Load Balancer > user-nthOsi securelab.online v
& SERVICE HEALTH REQUESTS AGTIVE LBRS MONITORED POOL MEMBERS POOLS
N/A ‘ o} ‘ 0 [0} o}
This service All services, past 90 days Enabled + balancing traffic 0 Standard / 0 Advanced 0 Enabled / 0 Disabled
S
Service overview JSON configuration
COMPONENTS
Load balanced records IP endpoints Monitors Regions
Pools

@

HELLO!
To get started, configure some pools.

CREATE POOL x

Name this pool

- |

What's the resource record type?

A .

RR types of paois must match thase of the LBRS they service.

Choose a load balancing method

round-robin v ‘

Define TTL (Time to live)

E |

(seconds)

Add notes here
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CREATE POOL X
Pool RR Type
america A

LOAD BALANCING SETTINGS

Add at least one pool member to use a peol in an active service. For optimal load
balancing, add at least two pool members.

[ Enabled

0 MEMBERS Add Member

&

MEMBERS APPEAR HERE
As you add them above

Specify the maximum IP endpoints returned per response

B |

[] Save and create another

ADD MEMBER TO POOL x
Pool RR Type
america A
IP endpoint

nal-auction (34 229 48 248) - ‘

~ Create IP endpoint

Monitor

| health-monitor -

+ Create monitor

[] Save and create another

oo |
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After creating all the components (IP endpoint, Pool, Region and Monitor), we can create a DNS Load
Balancer record and its proximity rule.

1. Go to the Load balanced records tab and then click Create.

{& cLouo services @OHe €
S DNS Load Balancer > user-nthOsi securelab.online v
i SERVICE HEALTH REQUESTS ACTIVE LBRS MONITORED POOL MEMBERS POOLS

N/A 0 (0] 0 1
This service All services, past 90 days Enabled + balancing traffic 0 Standard / O Advanced 1 Enabled / O Disabled
)

Service overview JSON configuration
w
COMPONENTS

Load balanced records IP endpoints Pools Monitars Regions
Create
Load Balanced Records

HELLO!
To get started, configure some LBRs.

2. Fill in LBR name “auction”, host “auction”, select “A” as “Resource Record Type” and set
a proximity rule (“Anywhere” -> “america” pool) to direct requests from anywhere to “america”
pool with the created NA1 endpoint. Set score of the proximity rule to be “1”. This will define the
priority of the rule after some more are added.

Click Add Rule, then check *Enabled* tick and Save the record.
3. Go back to the DNS Load Balancer tab, click on your service and activate it.
The DNS Load Balancer service is now setup.

f) Test via Browser

Let’s test the created service with the proximity rule via browser.

1. Open FQDN (“auction.{{zone name}}” where {{zone name}} is the value copied from postman
in one of the step above) in your browser.

2. You will see that acc to the proximity rule, you joined the endpoint belonging to the “america”
pool.

g) Test via Command Prompt
Another way to test the new proximity rule is via Command Prompt.
1. Start Command Prompt.

2. Paste the following command to the Command Prompt: nslookup “your FQDN name” and
press Enter.

And you will see 34.229.48.248 |P in the response which belongs to na1-auction endpoint from
america pool.

7.7.3 3. Add Multiple Ednpoints to Load Balanced Pool & Test

a) Add More Endpoints (NA2,3)
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(& cLOUD SERVICES

e DHS Load Balancer > usernihOsisecurelab online ¥
22 Lo alance rds ¥ auction ¥
RECORD STATUS
@ I can be used In your ac nfiguration. At le y rule Is reguired.
g | /
@
PROXIMITY RULES
How to balance end-user requests across reglons and pools
For All End-user Reguests Coming From
Anywhere 4 -
L

+ Create region

to This Pool

+ Create

Using this Score

:

LOAD-BALANCED RECORD PROPERTIES
I

oad balance

Hosts (Wildeards Alayed)
2 +

LER name

Notes

(& cLouD SERVICES

I o
o8 . DNS LOAD BALANCER
SERVICE HEALTH REQUESTS
N/A 0
0 Healthy / 0 Degraded All services, past 80 days

CURRENT LOAD-BALANCING SERVICES

1 selected of 1 tems

Service name 1 Requests (90 days)

o
pred

* +

“— C @ MNotsecure

auction.user-n

0 proximity rules

Resource Record Type

Division

Last Updated

May 28,2020/ 1711 UTC

@ Help

(2]

Cache responses so that clients recelve persisient answers
Length of CIDR masks used to group client
IPv4 Clients (0-32) IPVE Clients (0-128)

24 55

Remember persistence records for (seconds)

3600

@ Help

(2]

Delete

Health Status

Inactive

@ N

hOsl.securelab.online
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< € ® Notsecure | auctionuser-z4e2440securelab.online *

NAT 3422948248 AWS - US East (N. Virginia)

&= UNITEDSTATES ¥  ENGLISH ¥

BuyTi me BUY SELL HELP SIGN UP

—— Auction —

>

Live luxury, stay on budget

SIGN UP TO START

Let's now add a few more endpoints for load balancing of the application. Note that NA2 endpoint is
deployed on Amazon AWS, whereas NA3 is running on Microsoft Azure.

1. Go back to the F5 Cloud Services portal, the DNS Load Balancer service, the IP endpoints
tab and select Create.

2. Fill in name (“na2-auction”), IP address (“18.232.64.254”), port (“80”) and select the monitor
we created above.

Create one more endpoint repeating the step above using the following properties: “na3-auction”
for name, “13.82.106.211” for IP address, “80” for port. You will have three endpoints as a result.

b) Add the Endpoints to the Pool
Let’'s now add the newly created endpoints to the existing pool.
1. Go to the Pools tab and click on the america pool.
2. Click Add Member and select the endpoint to be added.
Add one more endpoint and click Save. Now all three endpoints belong to one pool:
c) Test via Default Browser
Let’s test the updated pool with the new endpoints via browser.

1. Open FQDN (“auction.{{zone name}}” where {{zone name}} is the value copied from postman
in one of the step above) in your browser.

2. You will see that acc to the proximity rule and pool members, you will get to endpoints
belonging to the america pool in a round-robin manner.

And let’'s now update the page:

324 Chapter 7. LAB: F5 DNS Cloud Service & F5 DNS Load Balancer Cloud Service



DNS Documentation

All Apps Documents Email Web More «

Best match

- Command Prompt
App

Search the web
Command Prompt

2 cmd - See web results & App
Settings (1)

f Open

L3 Run as administrator

I Open file location

= Pin to Start

<3 pin to taskbar
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-] DNS Load Balancer » user-nihOsisecurelab.onfine v
22 SERVICE HEALTH REQUESTS ACTIVE LBRS MONITORED POOL MEMBERS POOLS
N/A (o] 1 (o] 1
This service All services, past 90 days Enabled + balancing traffic 0 Standard / 0 Advanced 1Enabled / O Disabled
8

Service overview  JSON configuration

COMPONENTS
Load balanced records IP endpoints Pools Monitors Regions
IP Endpoints
= 3items
1P endpoint name T Lrm viez 1P Address Notes
at-auction 3422048248
» c A =gal | Privacy | Trademarks
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'CREATE IP ENDPOINT X

Name the IP endpoint

na2-auction ‘

What's the IP address of your endpoint?

‘ 18.232.64.254 ‘

What's the port?

[= |

What monitor would you like to use?

‘ health-monitor -

- Create monitor

Add notes here
4
[ Save and create another
= DNS Load Balancer > user-nfh0si securelab.online v
A2 SERVICE HEALTH REQUESTS ACTIVE LBRS MONITORED POOL MEMBERS POOLS
N/A o] 1 o] 1
This service All services, past 90 days Enabled - balancing traffic 0 Standard / 0 Advanced 1Enabled / 0 Disabled
S
JSON configuration
® COMPONENTS
Load balanced records  IPendpoints ~ Pools  Monitors  Regions
. t
IP Endpoints =
B Fiteran 3hems T Delete
O IP endpoint name M vie? (D) IP Address Notes
O | nat-euction 3422948248
O | na2-auction 18.23264 254
O | ne3-uction 52226147184
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® cou

o

22

0

®

& @ @

@

D SERVICES

DNS Load Balancer > user-nfhOsisecurelab.online v

SERVICE HEALTH REQUESTS
HEALTHY 3
This service All services, past 90 days

Service overview JSON configuration

COMPONENTS
Load balanced records IP endpoints Monitors
Pools
= Titems
[]  Poolname 1 Pool record type

A

Pools > america v

POOL STATUS

@ Help e

ACTIVE LBRS MONITORED POOL MEMBERS PoOLS
1 1 1
Enabled - balancing traffic 1 Standard / 0 Advanced 1 Enabled / 0 Disabled
Regions
Disable Enable elete
Pool members Load balancing method Status
1 round-robin ® Enabled

At least one pool member is required to enable this pool for use in an active service.

Enabled

LOAD BALANCING SETTINGS

Add atleast one pool member to use a pool in an active service. For optimal load balancing, add at least two pool members,

What's the resource record type?
A -

"

Choose a load balancing method

round-robin -
‘Specify the maximum IP endpoints returned per
response

1

POOL PROPERTIES

Pool name

america

Dele

1MEMBERS
+
F=3 Titems
[] 1 endpointt Health monitor Member status
[J natauction heslth-monitor
Notes TTL (Time to live)

Cancel
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= DNS Load Balancer > user-nthOsi.securelab.online v
i Fools > america ¥
POOL STATUS
At least one pool member is required to enable this ool for use in an active service
3 I Enabled
@
LOAD BALANCING SETTINGS

@

Add st least one pool member to use a pool in an active service. For optimal load balancing, add at least two pool members.

‘What's the resource record type? ‘Add Member
3 MEMBERS Sher

A v k
E=3 3items
1P endpoint 1 Health monitor Member status
Choose a load balancing method
ound-robin - nat-auction health-monitor
na2-auction health-monitor
Specify the maximum IP endpoints returned per
response
na3-auction basic option
1
POOL PROPERTIES
Pool name Notes TTL (Time to live)
30

x +

“— C (@ Motsecure | auction.user-n1hOsi.securelab.online

& C @ Notsecure | auctionuser-nihOsi.securelab.online

NA3 52226147184 Azure - US East

&= UNITEDSTATES ¥  ENGLISH ¥

BuyTime SIGN UP

Live luxury, stay on budget

SIGN UP TO START

Cance! m

7.7. F5 DNS Load Balancer Cloud Service - Ul

329



DNS Documentation

NA1 3422948248 AWS - US East (N. Virginia)

5 UNITED STATES ENGLISH ¥

BuyTime SIGN UP
—— Auction —

>

Live luxury, stay on budget

SIGN UP TO START

7.7.4 4. Add Europe Region & EU Endpoint with Corresponding Geoproximity

Record

a) Add EU Endpoint

Let's now add a EU endpoint which is deployed on Amazon AWS.

0

4

@ @:—ﬂm

1. Go back to the F5 Cloud Services portal, the DNS Load Balancer service, the IP endpoints
tab and select Create.

DNS Load Balancer > user-nfhOsi.securelab.online w

SERVICE HEALTH REQUESTS ACTIVE LBRS MONITORED POOL MEMBERS POOLS

N/A 0 1 0 1

This service Al services, past 90 days Enabled - balancing traffic 0 Standard / 0 Advanced 1Enabled / © Disabled

Service overview  JSON configuration

COMPONENTS

Load balanced records IP endpoints Pools Monitors Regions

a

E=3 3iems

1P endpoint name LM vip? (O 1P Address Notes

3422948248

Copyright F5 Networks, Inc. All Rights Reserved. F5 Cloud Services Legal | Privacy | Trademarks

2. Fill in name (“eu-auction”), IP address (“3.122.191.227”), port (“80”) and select the monitor
we’ve created above.

The new endpoint will appear on the list.
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CREATE IP ENDPOINT X

Name the IP endpoint
eu-auction

Whats the IP address of your endpoint?

‘ 3.122.191.227 ‘

What's the port?
[= |

What monitor would you like to use?

‘ health-monitor v ‘

Add notes here

b) Add EU Region

Creating EU region will allow grouping requests coming from the European region and directing them to a
specific pool.

1. Go to the Regions tab and click Create.

&} DNS Load Balancer > user-nfhOsi.securelab.online v
o SERVICE HEALTH REQUESTS ACTIVE LBRS MONITORED POOL MEMBERS PoOLS
N/A o ‘ 1 o 1
This service All services, past 90 days Enabled = balancing traffic 0 Standard / 0 Advanced 1Enabled / 0 Disabled
I Servi rview  JSON
3 CCOMPONENTS

Load balanced records IP endpoints. Pools Monitors

E=3

B FiterAn Tiems T Delete
O Region / group name * Includes continents Includes countries Includes states/provinces. Mentioned in rules Mentioned in LBRs
0O usa 1 0 0 0 0

2. Fill “europe” as “Region name” and select “Europe” in “Include these continents”.
Save the created region.

Now you have two regions created.
¢) Add EU Pool
Let’'s now create a pool and add a member to it.
1. Go to the Pools tab and then click Create.
2. Fill in “europe” name, choose “round-robin” method and define TTL “30”. Then click Next.
3. Click Add Member to add an IP Endpoint to the pool.
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@ CLOUD SERVICES @ Help (<) —
CREATE REGION x
Region name.
europe
| ——
Add notes here

Include these continents

Include these countries
‘ Type 1o choose countries - ‘
Include these states/provinces
‘ Type 1o choose staes/provinces v ‘
[] Save and create another
@ CLOUD SERVICES @ Help © Ph-
) DNS Load Balancer > user-nthOsisecurelab.online v.
2 'SERVICE HEALTH REQUESTS ACTIVE LBRS MONITORED POOL MEMBERS POOLS
HEALTHY 195
This service All services, past 90 days Enabled + balancing traffic 3 Standard / 0 Advanced 1Enabled / 0 Disabled
I Service overview  JSON configuration
CCOMPONENTS
Load balanced records  IP endpoints Monitors  Regions
Pools
F Fiter tiems. O Disable [ Enable T Delete
] Poolname 1 Pool record type Pool members. Load balancing method Status
O america A 3 round-robin o Enabled
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(@ cLouD SERVICES @Quep @ T
CREATE POOL d

flamebisooal

|

What's the resource record type?

A v ‘

P

Ehoose a load balancing method

round-robin v ‘

efine TTL (Time to live)

° |
lesconds)

Add notes here

CREATE POOL x

Pool RR Type
europe A

LOAD BALANCING SETTINGS
Add at least one pool member to use a pool in an active service. For optimal load
balancing, edd et leest two pool members.

[ Enabled

Add Member
owemazrs =N

LA

MEMBERS APPEAR HERE
As you add them above

Specify the maximum IP endpoints returned per response
1

[] Save and create another
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4. Select the endpoint we’ve just created, as well as the monitor. Click Add and Create.

ADD MEMBER TO POOL %
Pool RR Type
europe A

P endpoint
eu-suction (3122191227) -

+ Create IP endpoint

Monitor

health-monitor -

+ Create monitor

[] Save and create another

—

A newly created pool with one EU endpoint will appear on the list.
d) Update LB Record Europe -> “europe”

Now that we have created EU pool, region and endpoint, we can update load balanced record and add a
new proximity rule: to send the traffic originating in Europe to the “europe” pool, utilizing a higher relative
score than the previous rule of routing traffic from “Anywhere” to the “america” pool. This type of geo-
proximity based routing is useful for GDPR compliance.

Go to the Load balanced records tab and click on your record. Set a new proximity rule (“europe” ->
“europe” pool). Set the score of the proximity rule to be “50”.

o PROXIMITY RULES
How to balance end-user requests across regions and pools
B
For All End-user Requests Coming From 1 proximity rules
europe v ‘ 3 FiterA Titems T Delete
+ Create region
@ I ] scoret Regior Pool
Route Requests to This Pool e —
& o o1 Anywhere  america
‘ curope - ‘
+ Create pool
Using this Score
‘ 50 I ‘ Add Rule
LOAD-BALANCED RECORD PROPERTIES
‘Which host to load balance
LBR name Resource Record Type
I Cache responses so that clients receive persistent answers
user-n1lhOsisecurelab.online A v
Length of CIDR masks used to group client
Hosts (Wildcards Allowed) Notes 1Pva Clients (0-32) 1PV Clients (0-128)
e ]| P P |
/. Remember persistence records for (seconds)
‘ ‘
baee Cance

Click Add Rule and Save the record. The new proximity rule will direct requests from Europe region to
europe pool.

e) Test using the Opera Browser

Now let’s test the new proximity rule. This can be done either via the Opera browser or via your computer’s
Command Prompt (see the next section).
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1. Open the Opera browser, copy FQDN name (“auction.”your zone name™) in Load balanced
record properties and paste into your browser. You will get to one of three available IP end-
points of the “america” pool.

< C = Nt secure  auctionuser-zée2440.securelab.online B >0 &
NA3 52226147184 Azure - US East

ES UNITEDSTATES ¥  ENGLISH ¥

BuyTi me BUY SELL HELP SIGN UP

—— Auction —

Live luxury, stay on budget

SIGN UP TO START

2. Let’s now test the EU proximity rule. Click VPN and select Europe. This will simulate your
entering BuyTime Website from Europe.

3. Update your “auction.”zone name™ page to see that acc to the proximity rule, you switched to

the European pool.

f) Test via Command Prompt

Another way to test the new proximity rule is via Command Prompt.
1. Start Command Prompt.

2. Paste the following command to the Command Prompt: “nslookup auc-
tion.cloudservicesdemo.net 198.6.100.25”.

And you will see 34.229.48.248 IP in the response which belongs to na1-auction endpoint from
america pool.

3. Now let’s check the europe pool. Paste the following command to the Command Prompt:
nslookup auction.cloudservicesdemo.net 158.43.240.3.

And you will see 3.122.191.227 IP in the response which belongs to eu-auction endpoint from
europe pool.

7.7.5 5. Duplicate Load Balanced Record using JSON through the Ul

Let’'s now duplicate a load balanced record and its configuration in the existing Load-balancing service via
the F5 Cloud Services portal. To do that, follow the step below:

a) Get JSON

Go to the DNS Load Balancer tab in the portal and click on your existing Load-balancing service. Open
the JSON configuration tab and copy it.
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< Cc o pr QO L =
ven
(~] o Settings Search settings Q
b 7.5 MB
~ R Data transferred this month ®©
You have unlimited VPN data nt third parties fro
v Privacy & security
Features
® Browser PN for defauit search engines [ o)
s s w1 w1 ot
Rate Opera Virts! locstion b
Optimsl locstion aver
o more @
Americss Leammoe
attery automatically
Always show battery icon on toolbar
Instant Search
Enable Instant Search [ o]
My Flow
My Flow s your personal space for links, videos, images and notes that you want to have on your computer
and phone st the same time.
Crypto Wallet
Connect Opera with your phone to easily make cryptocurrency transactions.
< X 8 ).securelab.online BE >0 &

EU 3122191227 AWS - Europe (Frankfurt)

3l€ UNITED KINGDOM ¥ ENGLISH ¥

BuyTime SIGN UP

—— Auction —

Live luxury, stay on budget

SIGN UP TO START
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All Apps Documents Email Web More «

Best match

- Command Prompt
App

Search the web
Command Prompt

2 cmd - See web results & App
Settings (1)

f Open

L3 Run as administrator

I Open file location

= Pin to Start

<3 pin to taskbar
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.online

sdemo . net

emo.net
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(& cLoupservices oHe @
(e DNS Load Balancer > user-nhOsisecurelab.online v
2 SERVICE HEALTH REQUESTS ACTIVE LERS MONITORED POOL MEMBERS POOLS
HEALTHY 22
=] This service Al services, past 90 days Enabled + balancing traffic 0 Standard / 0 Advanced 3 Enabled/ 0 Disabled
2|

&

b) Create New Load Balanced Service

Let's now create a new Load-balancing service via Ul to copy the record to. To do that, you will first need to
get “zone2”.

1. Go back to Postman and open Get DNS Zone(lab) request. Copy “zone2” which is returned
in its response.

ady A sbatus: 20U U

1'1
]

1
L
C

]
Jl

1
2 "status": "ok",

3 Fommas Ppoapr_pllhGed casprslab sn]ioe"
4

5

I zone2": "user-nlh@si-2.securelab.online” I

I

2. Open any text editor (say, Notepad) and paste the JSON configuration. Replace the existing
zone name with the “zone2” copied from the Postman in the step above:

A new JSON configuration with the properties copied from the existing zone is ready.
3. Return to the F5 Cloud Services portal and open the DNS Load Balancer tab. Click Create.
Paste “zone2” name which you copied in step 1 above and click Create.

¢) Update JSON

?0u have just created a new Load-balancing service. Let’s configure it by duplicating the Load balanced
record from the existing service.

Click on your newly created service and open the JSON configuration tab. Paste the JSON which you
created in step b) 2. above and click Save.
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L
File Edit View Help

Format View Help

"zone": "user-nlh@si.securelab.online”,
"load_balanced_records”: {

Q [+ [ "1brs_auction”: {
History Collections APIs + Get DNS Zone (1ab)
+ Ne Trash Findwhat: | |usernThOsisecurslab anine Find Next
5 Cloud Services DNS LAB GET v hupi#{{DNS.) J/zone Replace with- | [JsernTh0s2 securslab onine Replace | ion.user-n1h@si.securelab.online”,
. I
I Replace Al I
Params  Authorization Body — PrerequestSeripr  Tes
v M CoreRequests e [ Match case =
Query Params []Wrap around on": “"regions_usa",
v pous”: "pools_usa”,
"score”: 1
1
i . {
Body Cockies Headers (6) "y “region”: "reglons_europe”,
“pool”: “pools_europe”,
Pretty  Raw  Preview SON v = "score”: 5@
by
1f {
2 “region”: "regions_australia”,
3 “pool": "pools_australia”,
- 4 "user-nlh@si-2,securelab.online” -
2y user-nlh@si-2.securelab.onlin score™: 50
¥
1
¥
1
"pools”: {
“pools_9fad475a_fb2f 4458 9465_0febald19970": {
“display_name": “america”,
. “enable": true,
“remark”: ",
“rr_typet: A",
"ttl": e,
"load_balancing_mode”: "round-robin®,
“max_answers"; 1,
“members”: [
Pur
“virtual_server”: “ipEndpoint_7@a39%b3_Sa’
“monitor”: "basic”
put ¥
- - 1
(& cLoun sevices oHe @
(&)
uPMIX LLC
fe n DNS LOAD BALANCER
SERVICE HEALTH REQUESTS
8 HEALTHY 147
3 Healthy / 0 Degraded Al services, past 90 days
2|
& CURRENT LOAD-BALANCING SERVICES
& srems Actate 0 Suspen
[ service name * Requests (90 days) Division Last Updated Health Status
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CLOUD SERVICES @ Help ‘L}Le':‘f'sfpyakm

7

®

DEFINE NEW SERVICE x

File Edit Enter a zone for this service

New v My Workspace v &, Invite

Assign to division
FS5 Cloud Services DNS LAB

None (keep zone at account level) v
Collections.
» Get DNS Zone (1ab) B Comments

+ New Collection
T Logn v | hepi/((DNS_WEB ADMINJ}/zone [] Save and create another

GET Get Current User

Get DNS Zone (lab) Cookies Code

Get User Membership
GetCatalogs : e BulkEdic
Retrieve Previously Created..
= ons = Status: 2000K  Time: 4405 Size: 3068 | Save Response v
T Create DNS Subscription  p—
T Activate DNS Subscription
T Get DNS Subscription Zones
GET Get DNSJSON
™ DNs Load Balancer
T Creste GSLB Subscription
T Activate GSLB Subscription
T Test NA Availability (lab)
PUT  Add Endpoints & Pool Mem...
T Test Round Robin (lab)
PUT Update Proximity Rules & R...

T Test Brrvimminy Rules (iab)

B © Bootcamp Browse

Alex Shemyakin
(& cLoun servic @ Help UPMIX LLC
&) DNS Losd Balancar > user-nthOsi-2 securelab.onfine v
2 ‘SERVICE HEALTH REQUESTS ACTIVE LERS MONITORED POOL MEMBERS POOLS
N/A ] 0 ] 0
Thiz service All services, past 90 days Enabled - balancing traffic 0 Standard / 0 Advanced 0 Enabled / O Disabled

Service overview JSON configuration

JSON CONFIGURATION

G & @ 0

1-4

2 : “user-nlh@si-2.securelab.online”,
3. “load balanced_records": {

4 "lbrs_auction”: {

5+ "aliases"

[ “auction™

7

8 "rr_type": "A",

9 "display_name": "auction.user-nihesi-2.securelab.online”,
10 "enable": true,

11 "persistence": false,

12~ "proximity_rules®": [

13- {

14 “region”: "regions_usa",

15 "pool”: "pools_usa”,

16 "score”: 1

17 )

18 -

13 “region”: "regions_europe”,

20 “pool”: "pocls_europe",

21 “score”: se

2z 3

23 -

24 “region”: "regions_australia”,
25 “pool”: "pools_australia”,

26 “score”: s@

27 3

28 1

23 3

EL s

31- “pools": {

3z~ “pools_gfada7sa_fb2f_4453_sass_efebals1ssre™: {
33 "display_nams": “"america",

34 “enable”: true,

35 "remark": ",

36 "rr_type": "A",

37 "l ze,

E "load_balancing_mode": "round-robin”,
3 “"max_answers”: 1,

a8 - "members”: [

41 {

42 “virtual_server": "ipendpoint_7ea2%eb3_sald_sfbd_aa92_s9e24e58dell”,
43 "monitor”: "basic

4 }

45 1

45 1 \
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Go back to the newly created Load-balancing service to see the newly created record which is the copy of
the original one.

d) Go back to the DNS Load Balancer tab and activate the new DNS Load Balancer service by selecting
Activate button:

@‘ CLOUD SERVICES @ Help Alex Shemyakin

UPMIX LLC

e

UPMIX LLC

jall DNS LOAD BALANCER

®

SERVICE HEALTH REQUESTS
=
N/A o]
e I 0 Healthy / 0 Degraded All services, past 90 days
o CURRENT LOAD-BALANCING SERVICES

B  Sservice name T Requests (90 days) Division Last Updated Health status

ecurelab online 0 May 28, 2020/ 18:14 UTC @ NA Inactive

sisecurelab.online 0 May 28, 2020/ 18:09 UTC @ Na Inactive

Status will be updated a few seconds later.

e) Test via Browser

1. Open FQDN (“auction.{{zone-2 name}}” where {{zone-2 name}} is the value copied from
postman in one of the step above) in your browser.

* +

“— C (@ Notsecure | auction.user-n1h0si-2.securelab.online

2. You will see that acc to the proximity rule and pool members, you will get to endpoints
belonging to the closest pool in a round-robin manner.

7.7.6 6. Delete DNS Load Balancer Service

1. Go back to the F5 Cloud Services portal, the DNS Load Balancer tab, and click on your
load-balancing service.

2. Tick the records and click Delete, then confirm your choice.

7.8 F5 DNS Load Balancer Cloud Service - API

7.8.1 1. Create DNS Load Balancer Subscription

Select the Create GSLB Subscription request and click Send to create a new service instance of DNS
Load Balancer using “account_id” and “catalog_id” retrieved a few steps above.
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< C @ Not

auction.user-n1h0si-backup.securelab.online

BuyTime

—— Auction —

(& cLouo seRvices

o

0 [
29 DNS LOAD BALANCER

SERVICE HEALTH

HEALTHY

2 Healthy / 0 Degraded

Live luxury, stay on budget

SIGN UP TO START

REQUESTS

325

All services, past 90 days

w CURRENT LOAD-BALANCING SERVICES
:—I 2 selected of 2 items
Service name T Requests (90 days) Division
user-nthOsi-2.securelab.online 0
user-nthOsi.securelab.online 325
All services, past 90 days
ANCING SERVICES

2 selected of 2 items.

NA2 1823264254 AWS - US East (N. Virginia)

ITED STATES ¥ ENGLISH ¥

SIGN UP

® Help 9

-@- PERMANENTLY DELETE THESE SERVICES?

Delete the

ecurelab.online

urelab.online

Yes, delete these services

Create
Suspend
Last Updated Health Status
May 29,2020 / 2415 UTC @ Healthy ® Active
May 28,2020 / 23:48 UTC @ Healthy ® Active
D Activate [ su
Health Status
) /2415 UTC & Healthy ® Active
1) /2348 UTC © Healthy ® Active
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POST b httpsy/A{HOSTNAME YW {{API_VERSIC {swc-subscriptions/subscriptions

Body @ [ ]
- - - -~ BETA c
none form-data x-www-form-urlencoded @ raw binary GraphQL™"" JSON ~

2 "account_did": "{{ACCOUNT_ID}}",
log_id™: "{{GSLB_CATALOG_ID}}",
= "se e_instance_name" {{ZONE_NAME}}",

- "configuration": {

rice

"zone": OME_MNAME}}",
5w "load_balanced_records™: {
9 - "1brs_auction": {

"pool": "pools_usa",
"region": "regions_usa",
"score": 1

You will see “subscription_id” and created "service_instance_id” in the body. You may also note that this
request will create only NA1 endpoint for now. Some more will be created in the subsequent requests.

You may also notice that the current proximity rule is set to send traffic from: Everyone -> Americas pool.
This means that only one endpoint (NA1) will be serving all requests now. We will subsequently configure
proper load balancing and geoproximity rules.

The retrieved “subscription_id” is then stored for subsequent calls.

You can change its status from “DISABLED” to “ACTIVE” sending the Activate GSLB Subscription request
below.

More detailed information on this APl request can be found here.

7.8.2 2. Activate DNS Load Balancer Subscription

Select the Activate GSLB Subscription request and click Send. This will deploy DNS Load Balancer
using “subscription_id” captured in one of the steps above.

You will see “active” subscription status.

More detailed information on this API request can be found here.

7.8.3 3. Test NA Pool

Send the Test NA Availability (lab) request to execute a call against the Lab service API, which in turn
uses an external VM (located in the USA) to run a “wget” to retrieve the response from hitp://auction.
cloudservicesdemo.net. This should show the only available instance NA1 in the HTML that is returned.

The response shows that your first instance is available:
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Pretry Raw Prewvies sualize BETA JSON = =
1 i
2 "subscription_id": "s-aa2ZnQhKOh",
3 "account_id": "a-aalQLhugvE",
4 "user_id": "u-zalHtsH4PI",
5 "catelog_id": "c-aaQnOrPiGu”,
[ "service_instance_id": "gslb-za7%ePkiri”,
7 "status": "DISABLED",
8 "service_instance_name": "user-zde2d48,securelab.online”,
9 "deleted": false,
1@ "service_type": "gslb",
11 "configuration®: {
12 "gslb_service™: {
13 "load_balanced _records": {
14 "lbrs_auction": {
15 "agliasez": [
16 "auction"
17 1,
18 "display_name": "auction.user-z4e2448.securelab.online”,
19 "engble": true,
2e "persistence”: false,
21 "proximity_rules": [
22 I
23 "pocl”: "pools_usa”",
24 "region”: "regions_usa",
25 "score": 1

(=]
&
-

27 1,

28 “rr_type®: "A"

29 %

POST - hrpsy/H{HOSTNAMEN/{{API_VERSION} Wsvc-subscription/subscriptions

ript Tests @ Settings

1~ pm.test{"Set G5LB subscription id wvariable®, function() {

2 var jsonData = pm.response.json();

3 pm.environment.set(“GSLE_SUBSCRIPTION_ID", jsonData.subscription_id);
ia 1)

5

POST - https:/H{{HOSTNAME}H{{API_VERSION}}svc-subscription/subscriptions{{G5LB_SUBSCRIPTION_ID} W activate

Authorizatior Headers (10) Body @ Pre-re pt Settings
o £ - - . - BETA oy
none form-data wwww-form-urlencoded @ raw binary GraphQL JSON -
1-k
2 "subscription_id": “{{GSLB_SUBSCRIPTION_ID}}",
3 "omit_config": true
4 }
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Jody (6)
Pretry BETA JSON =
1 i
2 "status": "ACTIVE",
3 "service_state": "DEPLOYING",
4 "subscription_id": * ™
5 i
POST o M}}proxy/northamerica
(10) Body @
N . B _ ) - BETA oA
none form-data x-wwww-form-urlencoded ® raw binary GraphQL JSON -
17k
2 "domain®™: "auction.{{ZONE_NAME}}"
3 %
Jody ()
Pretry s HTML v =
1 El!doctype himl
2 <html lang="en">»
3
4 <head>
5 <meta charsst="utf-8" />
6 <link rel="shortcut icon" href="/favicon.ico" />
7 <meta mame="viewport" content="width=device-width,initial-scale=1" />
8 L LaLe =L heme - ol or Content="#880080" />
9 I <title»MAl Auction</title:
1@ oy bimiasac ol — 46cc?.chunk.css™ rel="stylesheet">
11 <lin ref="/static/css/main.d2df78d6.chunk.css” rel="styleshest":

12 </head>

noscript>You need to enable JavaScript to run this app.</noscript:

iv id="root"></div>

<script:

'function{1l){function e{e}{for(var r,t,n=e[@],0=e[1],u=e[2],f=0,i=[]1;f<n.length;f++)t=n[F],p[t]1&&1.push{p[t][¢E
Object.prototype.hasOwnProperty.call(o,r)&8&(1[r]l=o[r]);for(s&&s(e);1i.length;)i.shift()();return c.push.apf
+){for{var t=c[rl,n=!8,0=1;04t.length;o++){var u=t[0];8!==p[ul&&(n="!1)In&&{c.splice(r--,1),e=Ff(f.s=t[B]))]
return tle].exports;var r=t[el={i:e,l:!1,exports:{}};return 1[e].call{r.exports,r,r.exports,f},r.1=1a,r.e»
Object.defineProperty(e,r,{enumerable: !, get:t})},f.r=Ffunction{e){"undefined" !=typeof Symbol&&Symbol.toStr
{value: "Module"}),0nject.defineProperty{e,” esModule”,{value:!®})},f.t=function(r,e){if(18e&&(r=F(r)), 8&e
return rjvar t=0bject.create{null);if(f.r{t),0bject.defineProperty{t, "default"”, {enumerable:!®,value:r}),2s
{return rlel}.bind(null,n));return t},f.n=Function(e){var r=e&&e._ esModuledfunction(){return e.default}:4
{e.r¥{return Obdect.prototvpe.hasOwnProperty.call{e,r)t.f.p="/"ivar r=window.webpacklsonp=window.webpackls
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7.8.4 4. Add Endpoints & Pool Members

Send the Add Endpoint & Pool Members request to add a few more endpoints for load balancing of the
application. Note that three of the new endpoints (EU and NA2) are deployed on Amazon AWS, and one
(NAB3) is running on Microsoft Azure. NA1, NA2, and NA3 endpoints are aggregated into a pool “usa”, which
demonstrates multi-cloud load balancing.

PUT o https:/H{{HOSTNAME}}{{API_VERSION}}/svc-subscription/subscriptions/{{GSLB

- - — ~1 BETA e
none form-data xwew-form-urlencoded @ raw binary GraphQL™~ " JSON ¥

3 ACCOUNT_ID}}",
4 [{GSLB_CATALOG_ID}}",
"service_instance_name": "{{ZONE_NAME}}",
6 - "configuration": {
7~ "gslb_service": {
"zone": lE_MAME}}",
9 "load_balanced_records™: {
18 - "1brs_auction™: {
11 - alias |
13 1,
14 "d name auction. {{ZONE_NAME}}",
15 "e true,
16 "p ence": false,
17 = "n rule<"™: T

You will see all the information on the added endpoints:

7.8.5 5. Test Round Robin (lab)

Run the Test Round Robin (lab) request to check the response from the Lab service API to test what
instance is now being returned. This should show a result different from the previous due to the newly-
configured round-robin load balancing.

NOTE: it's possible that you will still get the same endpoint in the response due to either DNS caching or
1/3 chance of the same endpoint to be pulled from the load-balance pool. Let’s try:

And check the response:

You can send the same request to check other instances.

7.8.6 6. Update Proximity Rule

Run the Update Proximity Rules & Regions. This adds a new region “europe”, and assigns a EU endpoint
to it. It also updates the DNS Load Balancer with new proximity rules: to send the traffic originating in Europe
to the “europe” pool, utilizing a higher relative score than the previous rule of routing traffic from “Anywhere”
to the “usa” pool. This type of geo-proximity based routing is useful for GDPR compliance.

And you will see all the information on available pools and regions:

7.8.7 7. Test Proximity Rules (lab)

Send the Test Proximity Rules (lab) request, which uses an external VM (located in Europe) to run a
“wget” to retrieve the response from http://auction.cloudservicesdemo.net. This simulates what an EU-
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Pretty Ra Previe sualize BETA JSON = =
e FERLUI @ BlUDGL
25 "score": 1
26 }
27 [
28 "rr_type": "A"
29 ¥
38 s
31 "pools": {
32 "pools_europe": {
33 “display_name™: "europe”,
34 "enable": true,
35 "load_balancing_mode™: "round-robin®,
36 "ma¥_answers": 1,
37 "members”: [
38 {
39 “final": null,
48 “monitor®™: "basic",
41 “yirteal_server®: "ipEndpoint_eu_auction®
42 ¥
43 1,
44 “remark": "",
45 "rr_type": "A",
45 "ttl": 3@
47 ¥
45 "pools_usa": {
49 "display_nams": "usa"“,
58 "engble": true,
51 “load_balancing_mode™: "round-robin®,
52 "max_answers": 1,
53 "members": [
A I
POST v http:/H{{DN5_WEB_ADMIN}}H proxy/northamerica
Params A zatio Headers (10) Body @ Pre-request Script T Se
none farm-data xwww-form-urlencoded @ raw binary GraphQL B€™  JSON
ol
2 "domain": "auction.{{IONE_NAME}}"
3}

348
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Jody C =rs ()
Pretty = : BETA  HTML v
1 Kl!doctype hitmli
2 <html lang="en">
3
4 <head>
5 <meta charset="utf-8" />
6 <link rel="shortcut icon" href="/favicon.ico™ />
7 <meta name="viewport" content="width=device-width,initial-scale=1" />
3 ==t = s =nt="#ogagaaa" />
9 title>MA3 Auction</titles

18 6cc? . .chunk.css™ rel="stylesheet">

11 href="/static/css/main.d2df78d6.chunk.css" rel="stylesheet":
12 </hea

13

14 <bo

<div id="root"></div>
<script>

18 <fsrrint>

»¢noscript>*You need to enable JavaScript to run this app.</noscript>

'function(l){function ef{e)}{for(var r,t,n=e[@],0=2[1],u=e[2],¥=0,1i=[];f<n.length;f++)t=n[F],p[t]1&&1i.push{p[t][¢
Cbject.prototype.hasOwnProperty.call(o,r)&&(1[r]=c[r]);for(s&&s(e);i.length;}i.shift{){);return c.push.ap}
+}{for(var t=c[r],n=!@,0=1;04t.length;o++}{var u=t[o];@!==p[ul&&{n=!1}}n&&{c.splice(r--,1),e=F(f.s=t[B]))
return t[e].exports;var r=t[e]={i:e,l:!1,exports:{}};return 1[e].call(r.exports,r,r.exports,f),r.1=18,r.
Cbject.defineProperty(e,r, {enumerable: '8, get:t})},f.r=Ffunction(e}{"undefined" ! =typeof Symbol&&Symbol.toStr
{walue:"Module"}),0bject.defineProperty{e,"”__esModule”,{value:!8})},f.t=Ffunctionir,e){if(1&e&&(r=F(r)), B&:
return rjvar t=Object.create(null);if(f.r(t),0bject.defineProperty(t, "default"”,{enumerable:!8,value:r}), 2!
{return rlel}.bind{null,n));return t},f.n=function{e){var r=e&&e._ esModulezfunction{){return e.defaultl}:1
(e,r){return Object.prototype.hasOwnProperty.call{e,r)},f.p="/"3var r=window.webpacklsonp=window.webpackl:
o=B;o0<r.length;o++je(rlo]);var s=n;al)}{[1)

PUT A https/A{{HOSTNAME} W {{AP|_VERSION}svc-subscription/subscriptions/{{GSLB_SUBSCRIPTION_ID}}
s (10) Body @

o e - _ P BETA SOy
none form-data *-www-form-urlencoded ® raw GraphQL JSON -
1=k
2 "subscription_id": "{{GSLB_SUBSCRIPTION_ID}}",

3 "account_id": "{{ACCOUNT_ID}}",

a "catalog_id": "{{GSLB_CATALOG_ID}}",

5 "service_instance_name": "{{IOME_NAME}}",
(14 "configuration": {

7 "gslb_service": {

8 "zone": "{{ZONE_NAME}}",

9- "load_balanced_records": {

18 - "1brs_auction": {

11~ "aliases™: [

12 "auction”

13 1,

14 "display_name”: "auction.{{ZONE_NAME}}",
15 "enable": true,

16 "persistence”: false,

17 = "proximity_rules™: [

18 - 1

19 "pool": "pools_usa",

20 "region”: "regions usa",
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Pretty JSON -2
48
41
42 pools_sustralia™: {
43 "display_name": "australia”,
44 "enable": true, —
45 "load_balancing_mode": "round-robin”,
45 "max_gnswers": 1,
47 "members": [
43 1
9 “final": null,
58 “monitor”: “basic",
51 "virtual_server”: "ipEndpoint_su_suction”
52 }
53 1
54 "remark": "",
55 “rr_type": "A",
56 "ttl": 38
57 I
58 "pools_surope": {
59 "display_name": "europe”,

"enable": true, E———
"load_balancing_mode": “round-robin”,
"max_gnswers": 1,
"members": [
{
“final": null,
"monitor”: "basic",

based customer would see when opening this URL in their browser. NOTE: you can also test this in your
Opera browser (using EU proxy), the way you’ve done it previously with the Ul.

POST A http:/H{{DNS_WEB_ADMIN}} proxyfeurcpe
Body @
none form-data X orm-urlencoded @ raw binary GraphQL B¥™*  JsON ¥

"domain": "auction.{{ZONE_MAME}}"

[FY S

Here’s what you should see in the response:

7.8.8 8. Review the JSON

Let's now see the structure of the JSON. In order to get the JSON, send the Get GSLB JSON request
which uses your ACCESS_TOKEN to retrieve the JSON:

The response will retrieve the JSON containing all the DNS Load Balancer instance information:

As you can see, the JSON provides some general information on subcription_id, user_id, and instance
name, as well as all configuration details. The configuration section “details” includes information on
“pools_health”:
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Pretry BETA HTML v =
1 Kl'doctype himlf
2 <html lang="en">
3 <scriptyr
4 {function(d){var grbrlookies=d.cookie;window.GREBRAsyncInit=Ffunction{){GRBRINit("5d5176cGEd8d5b@R285593bd",grbrCook

proto=d.location.protocol]||d.location. href.split("//",1}[@];var url=proto+"//d1llm3axeslhSea.cloudfront.net/gra
gror.async=true;gror.src=url;var s=d.getElementsByTagName("script”)[@];s.parentNode.insertBefore(grbr,s);}{doc

5 </script>»

7 <head>

8 <meta charset="utf-8" />

9 <link rel="shortcut icon" href="/favicon.ico" />
18 <meta name="viewport" content="width=device-width,initial-scale=1" />
11 = i et snt="#220828" />
12 title>EU Auction</title>
13 S ——— —— e A6cc? .chunk.css™ rel="stylesheet">
14 <L href="/static/css/main.d2df78d6.chunk.css" rel="styleshest">
15 </head
15
17 <bodyfF<noscript>¥ou need to enable JavaScript to run this spp.</noscript>

[y

div id="root"»</div>

<script>»

'function(1l){function e(e){for{var r,t,n=e[@8],0=e[l],u=e[2],f=0,1i=[];f<n.length;f++)t=n[f],p[t]&&1.push(p[t][@
Object.prototype.hasCwnProperty.call(o,r)&(1[r]l=c[r]);for(s&&s(e);i.length;}i.shift{){);return c.push.app
+){for(var t=c[r],n=!@,0=1;0¢t.length;o++}{var u=t[o];8!==p[u]l&&{n="1)}n&&{c.splice(r--,1),e=F(f.5=t[@]1})}
return t[e].exports;var r=t[e]l={i:e,l:!1,exports:{}};return 1[e].call{r.exports,r,r.exports,f),r.1=18,r.ex
Object.defineProperty(e,r,{enumerable: !@,get:t})},f.r=function(e){"undefined" ! =typeof Symboli&&Symbol.toStr
{value:"Module"}),0bject.defineProperty(e,"__esModule”,{value:!@})},f.t=Ffunction(r,e){if(1&=88%(r=F(r)), 8&e
return rjvar t=0bject.create(null);if(f.r(t),0bject.defineProperty(t, "default”,{enumerable:!8,value:r}),24&
{return rlel}.bind(null,n));return t},f.n=Ffunction(e){var r=el&e._ esModule¥function{){return e.default}:f

GET v https://{{HOSTNAME}/{{API_VERSION}}swe-subscription/subscriptions/{{GSLB_SUBSCRIPTION_ID}}

Headers (9]

* Headers (2)

KEY VALUE
Content-Type application/json
Authorization Bearer {{ACCESS_TOKEN}}

» Temporary Headers (7) @
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Pretty JSON =
1 d
2 "subscription_id": "s-zaflLSezUP",
3 "account_id": "a-zalQLhugvE"”,
4 "user_id": "u-salHtsH4PI",
5 “catelog_id": "c-3aQnirPjGu”,
[ "service_instance_id": "gslb-zail_uofsQ”,
7 "status": "ACTIVE",
g "service_instance_name": "user-nlh@si.securelab.online”,
9 "deleted": false,
12 "service_type": "gslb",
11 "configuration™: {
12 "details": {
13 "lbr_metadata™: {
14 "active_lbr_count™: 1,
15 "active_pool_member_advanced_monitor_count™: 8,
16 "active_pool_member_standard_monitor_count™: @
17 Ts
18 "pools_health": {
19 "pools_sustralia™: {
2e "members_health™: [
21 i
22 “details": [1,
23 “health™: "GREEN",
24 “monitor”: "none”,
25 “virtwal_server™: "ipEndpoint_su_suction™
25 3
27 1
28 I
29 "pools_esurope": {
3e "members_health™: [
31 1
32 “details": [1,
33 “health™: "GREEN",
34 “monitor”: "none”,
35 “virtwal_server™: "ipEndpoint_eu_auction™

W L
0o =§
—t
e

s

"pools_usa": {

[
(TS
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11 c-:ﬂr:g.l'ﬁ-:ﬂ e

12 ‘detgils":

13 "lbr_metadata™: {

14 "active_lbr_count": 1,

15 "active_pool_member_advanced_monitor_count™: @,
& active_pool_member_standard_monitor_count™: @
17 s

8 "pools_health": {

g "pools_sustralia": {

28 "members_health”: [

21 {

22 ‘details": [1,

23 'health": "GREEN",

24 'monitor”: "none",

25 “virtval_server™: "ipEndpoint_au_suction”
26 H

27 1

28

29 poals_europe i

38 "members_health [

31 {

32 ‘details": [1,

33 'health": "GREEN",

34 'monitor”: "none",

35 “virtval_server™: "ipEndpoint_eu_suction”
36 H

37 1

1

39 "pools_usa": |

42 "members_health”: [

41 {

43 ‘details": [1,

The next configuration section is “gslb_service” which contains “load_balanced_records” with their “name’
and “proximity_rules”:

It also includes “pools” section with their “name”, “load_balancing_mode” and “members”:
One more section is “regions” which includes information on region “names” and “sectors”:

And another section provides information on “virtual_servers”: their IP endpoints, addresses, names, mon-
itors and ports:

7.8.9 9. Delete DNS Load Balancer Service

Send the Retire GSLB Subscription request which uses the relevant “subscription_id”.

You will see “retired” status in the response body which means that it's not available on the F5 Cloud
Services portal anymore.

7.9 Clean Up

Send the Retire DNS Zone to remove or reset zone file. You will get response with status code “200 OK”.

We recommend that you clear your tokens from the Lab Service API for security purposes. In order to do
that, send the Logout request, which uses your ACCESS_TOKEN:

You will get the following response with the status showing “200 OK”:
Your ACCESS_TOKEN will be considered invalid:
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63 I "gslb service": { | |
54 "load_balanced_records": {
"lbrs_auction": {
"aliaszes”: [
"auction”

]J

"display_name”: "auction.user-nlh@si.securelab.online”,
"engble": true,

"persistence”: false,

"proximity_rules™: [

i
"pocl”: "pools_usa”,
"region": "regions_usa",
"score": 1

}J

i
"pocl”: "pools_eurocpe”,
"region": "regions_europe”,
"score": 58

s

i
"pool": "pools_sustralia”,
"region™: "regions_australia”,
“score": 5@

b

]J

w1

92

93 "pools_sustralia™: {

o4 "display_name”: "australia”,

95 "enable": true,

96 "load_balancing_mode™: "round-robin®,
a7 "max_answers": 1,

o3 "members™: [

99 {

1ae "final": null,

181 "monitor™: "basic",

122 "wirtual_server™: "ipEndpoint_au_aucticon™
183 }

184 1s

1as "remark": "",

186 “rr_type": "A",

1a7 "ttl": 38

108 ,

189 "pools_eurcpe": {

112 "display_nams": "europe”,

111 "enzble": true,

112 "load_Ppalancing_mode™: "round-robin”,
113 "ma¥_answers": 1,

114 "members": [

115 i

11 "final": null,

1 "monitor”: "basic",

148 "yirtual_server": "ipEndpoint_eu_auction®
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151 -

152 I "regions": { I

153 “reglons_sustralis": {

154 "display_name™: "sustralia”,
155 "sectors™: [

156 1

157 "code™: "OC",

158 "scale": "continent”
159 H

162 ]

161 ¥

162 "regions_surope”: {

163 "display_name™: "europe”,
164 "sectors™: [

165 {

166 "code™: "EU",

167 "scale": "continent"
168 H

169 ]

178 T

171 "reglons_usa™: {

172 "display_name™: "usa",

173 "sectors™: [

174 {

175 “code™: "N&",

176 "scale”: “continent”
177 H

17 ]

17, T

1fe H

181 "wirtusl_servers™: {

7.9. Clean Up
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Pretry Ra Previe sualize JSON =
Lrd ¥
178 1
179 1
188 "
181 I"*.-'ir‘:ual servers™: {
182 "ipEndpoint_su_auction™: {
183 "address™: "54.206.13.193",
184 "display_name”: "au-auction”,
185 "monitor”: "none",
186 “port™: e
187
188 eu_suction™: {
189 "address™: "3.122.191.227",
19@ "display_name": "eu-suction",
191 "monitor”: "none”,
192 "port™: &8
193 s
104 "ipEndpoint_nal_auction": {
195 "address™: "34,220,48.248",
196 "display_name”: "nal-auction”,
197 "monitor”: "none”,
198 "port™: &8
193 .
288 "ipEndpoint_na2_auction": {
291 "address™: "18.232.64.254",
2a2 "display_name”: "na2-auction”,
2a3 "monitor”: "none",
294 "port™: e
285 T
206 "ipEndpoint_na3_auction": {
287 "address™: "52.226.147.184",
208 "display_name": "na3-aucticn”,
209 "monitor™: "none”,
21@ "port™: &8
211 ¥
21 s
213 "zone": "user-nlh@si.securelab.online”
POST v hteps/H{{HOSTNAME}H{{API_VERSION}}svc-subscription/subscriptions/{GSLB_SUBSCRIPTION_ID}} retire
Params Authorization Headers (10) EBody @ Pre-reques Tests Settings
none form-data wwww-form-urlencoded @ raw binary GraphQL BETA  |cON

s K

2 "subscription_id":; "{{GSLB_SUBSCRIPTION_ID}}",

3 "omit_config": true

4 3}
Body Cockies H = (6) TestResults

Pretty Ra Previe sualize BETA JSON =

1
2 "status": "RETIRED",

3 "service_state™: "UNDEPLOYIMG",
4 "subscription_id": " -
5
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» Retire DNS Zone (lab) Ed comments o Ex

POST & 5 http://{{DN5_WEB_ADMIN}}/zone/retire m

Body Cookies Headers (6) TestResults Status: 200 OK Time: — Size: 2268 Save

Pretty Raw Preview Visualize JSON - 5

1 i
2 | "status": "ok"
3B
POST v | hups/H{{HOSTNAME} W {{API_VERSION}}/svc-auth/logout
Params Authorization Headers (9) Body @ Pre-request Script Tests @ Settings
none form-data xwww-form-urlencoded @ raw binary GraphQL JSON
1+ {
2 "access_token": "{{ACCESS_TOKEN}}"
3 1

a

Cookies Headers (B) Status: 200 OK 1

=ty Raw Preview Visualize JSON =

Lo
POST ¥ | htpsy/A{{HOSTNAME}/{{API_VERSION}}svc-auth/logout
Params Authorization Headers (9) Body @ Pre-request Script Tests @ Settings

1~ pm.test("Reset token variable", function() {
pm.environment.set("ACCESS_TOKEN", "");

2
i3 1)
4
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